
 

RECPDCL/IT/ITSEC/3688     Date:-  11/03/2016 

To, 

As per list attached 
 

Sub: - Inviting quotation to engage CERT-IN empanelled security auditing agency to 

conduct security audit of GARV Web application including Web Services and Mobile 

application. 

Dear Sir, 
 

REC Power Distribution Company Limited (REC PDCL) an ISO 9001:2008, ISO 

14001:2004 & OHSAS 18001:2007 Certified Company, a wholly owned subsidiary 

of REC Ltd., a 'Navratna' CPSE under Ministry of Power, intends to conduct a 

security audit of its GARV Web application including Web Services & mobile 

application (in 3 different platforms) through a CERT-IN empanelled security 

auditing agency of DeitY, Ministry of Communication & IT, Govt. of India are 

registered in Delhi/NCR. The objective of this audit is to assess security 

vulnerabilities as per the latest standards and reduce the risk. 
 

The detailed objective & deliverables of the Security audit is enclosed as Annexure – 

I and the scope of work enclosed as Annexure - II. As your company is CERT-In 

emplaned agency as per the information available in CERT-In website 

(http://www.cert-in.org.in/PDF/Empanel_org.pdf) you are requested to send your 

quotation as per the following format.  

S. 
No. 

Description Amount (in 
Rs.) 

Taxes (if 
any) 

Total Price 
(in Rs.) 

(inclusive of 
taxes) 

1 Lump sum amount to Complete all 
levels of Security Audit of  

1. Web Application including 

Web Services 
2. Mobile Application in 3 

different platforms 

i. Android Platform 
ii. iOS Platform and 

iii. Windows Platform 

Including Report Generation, 
recommendations and issue of 

Security clearance Certificate. 

(As per scope of work & deliverables 
at Annexure I & II) 

   

GRAND TOTAL  

 

 



 

Terms & Conditions: 

1. The price bids of those firms will be opened who fulfils the terms and 

conditions. 

2. Only those Organizations/firms registered with the CERT-in-empanelled in 

Delhi/NCR are eligible for submitting the quotation. 

3. Incomplete or conditional quotation will not be entertained. 

4. No quotation will be accepted after closing date and time . 
5. The agency will be removed from empanelment if due to any reason CERT-In 

has removed or not extended the empanelment of the agency. 

6. The selected agency will not outsource any activity to other agency.  
7. The selected agency will maintain confidentiality of the findings of security 

audit and ensure that the findings and corrective actions are shared with 
concerned stake holders of the project 

8. Schedule: The first round of Web application including Web Services & 

Mobile security in 3 different platforms (Android, iOS and Windows) audit 

report should be submitted to RECPDCL within 10 days after the work order 

issued by RECPDCL and consecutive round report if any, should be 

submitted within 5 days. 

9. The bidder may remain present himself /herself or his/her authorized 

representative at the time of opening the quotation. 

10. Any firm/organization blacklisted by a Govt./Semi Govt. Deptt. shall not be 

considered for this bid and bid will be rejected straightway. 

11. A copy of terms & conditions attached as and Scope of work attached as 

duly signed by the tenderer, as a token of acceptance of the same should be  

attached along-with the tender. 

12. The Tender Committee reserves the right to relax any terms and condition in 

the Govt. interest, with the approval of competent authority. 

13. All disputes are subject to the jurisdiction of the Courts in the N.C.T. of 

Delhi. 

14. Prices should be indicated in Indian Rupees only and in the respective units 

indicated at each row. 

15. Calculations against each row as specified in the price schedule should be  

carried out carefully both for the total of each row and the Grand Total. 

Furnishing of any miscalculation etc. shall be at the bidder’s risk and cost 

and the bid may be liable for summary rejection. 

16. Payment Terms: 100% payment will be made only after submitting the final 

security audit certificate on completion of Audit of GARV Web application 

including Web Services & Mobile Application in 3 different platforms 

(Android, iOS and Windows). 

17. Under no circumstances any extra/ additional taxes, duties, levies etc. shall 

be payable to the bidder by RECPDCL unless such a tax, duty or levy has 

been newly introduced and notified by the Government of India.  

18. The bidder shall be the single point of contact for RECL till the completion of 

audit process. 

 

 



19. Penalty Clause: 

a. Failure to complete the audit along with deliverables on or before the 

stipulated date will entail a penalty equal to 1% of the value of the 

contract price per week / part their of subject to maximum of 10 % of 

total contract value. 

b. In case of delay in compliance with the order beyond 15 days of the 

stipulated time period, RECPDCL have right to cancel the order. 

 

 

NOTE: DOCUMENTS REQUIRED TO BE ATTACHED WITH BID : 

 

1. Copy of Sale Tax/VAT Registration Certificate along with Tin No. 

2. Copy of authorization with CERT-in empanelment. 

3. Copy of terms and conditions duly signed with seal of the 

firm/organization, in token of acceptance of terms and conditions. 

4. Bidder should submit undertaking letter to this effect for single point of 

contact. 
 

You are requested to quote your best rates as offered to the Government 

organisations in a sealed cover indicating “COMMERCIAL BID FOR 

CONDUCTING THE SECUIRTY AUDIT OF GARV WEB & MOBILE 

APPLICATION” addressed to the undersigned to reach on or before 16.03.2016, 

11:00 AM (Address: 1016-1023,10th Floor, Devika Tower, Nehru Place, New 

Delhi-110019) and submitted sealed quotation will be open on 16.03.2016 at 

12:00 PM (on the same day). 

 

Yours Faithfully, 

 

 

(S.C Garg) 

Addl. CEO 

RECPDCL 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Annexure – I 

 

Objectives: 
 

1. To conduct security audit to assess vulnerabilities to the Web application 

including Web Services &  mobile application in 3 different platforms 

(Andriod, iOS and Windows) as per the ISO standards and OWASP top 10 

vulnerabilities (Web & Mobile). The audit shall be conducted to review the 

intent and vulnerabilities to the organisations GARV application. 

2. Security Audit is intended to give developers and security teams the 

resources they need to build and maintain secure mobile & web 

applications. Through the project, our goal is to classify security risks 

and provide developmental controls to reduce their impact or likelihood 

of exploitation. 

3. To identify the vulnerabilities present in the GARV application. 

4. To identify the corrective measures and rectification of the vulnerabilities 

in mobile and web application.  

 

Deliverables: 
 

1. The audit report provided by the agency should have details for corrective action 

and steps to remove identified vulnerabilities.  

2. The agency should provide support to the development team for changes in 

coding to remove the vulnerabilities. 

3. Vulnerability Assessment Report, Penetration Test Report. 

4. Compliance review should be done after ensuring that changes to remove the  

vulnerabilities are completed by the development team. 

5. Compliance audit should be done not only to check for removal of previously 

identified threats but to ensure that the application or website has no 

vulnerabilities as a result of changes done in the code  

6. 1 day training session on the security for – No. of participants to also 

cover facilitation for closure of audit findings. 

 

 

 

 

 

 

 

 

 



Annexure- II 

The proposed scope of work  

A. Audit of the GARV Web Application including Web Services and Mobile Application (in 

3 different platforms Android, iOS and Windows): 

 

1. The Applications Security audit has to be done on the following parameters ‐   

 To Assess Flaws in the Design of the Applications. 

 Attempting to guess passwords using password‐cracking tools. 

 Validations of various data inputs. 

 Exception handling and logging. 

 Logical access control and authorization. 

 Evaluate the environment under whi ch the application runs. 

 An unprivileged user gains privileged access and thereby has sufficient access to 

compromise or destroy the entire system. 

 Malicious modification of data.  

 To assess the security between Web and Mobile Application 

 Application Security Audit  

  Penetration Testing  

  Vulnerability Testing 

  Compliance Review 

2. Checking if commonly known holes in the software exist. 

3 GARV Web application including Web Services and Mobile application in 3 different 

platforms (Android, iOS and Windows) should be audited as per the Industry Standards and 

also as per the OWASP (Open Web Application Security Project) for both Web & Mobile and 

Web Services (refer table 6.1 & 7.1).  

4 The auditor is expected to submit the recommendation, final audit report after the 

remedies/recommendations are implemented. The final report will certify the particular Portal 

“Certified for Security”. 

5 Auditor must test Web application including Web Services and Mobile applications in 3 

different platforms (Android, iOS and Windows) for attacks. The various checks/attacks 

/Vulnerabilities should cover the following or any type of attacks, which are vulnerable to 

application. 

 Vulnerabilities to SQL Injections 

 CRLF injections 

 Directory Traversal 

 Authentication hacking/attacks  

 Password strength on authentication pages  

 Scan Java Script for security vulnerabilities  

 File inclusion attacks 

 Exploitable hacking vulnerable 

 Web server information security 

 Cross site scripting 

 PHP remote scripts vulnerability 

 HTTP Injection 

 Phishing a website 

 Buffer Overflows, Invalid inputs, insecure storage etc. 

 Any other attack that can be a vulnerability to the website or web applications. 

 



6 The Top 10 Web application security vulnerabilities, which are given below, should also be 

checked, but not restricted to the following. The best practices in the industry must be 

followed. 
 

6.1- Top Ten Most Critical Web Application Security Vulnerabilities  

A1  

 

Injection  

 

Injection flaws, particularly SQL injection, are common in web 

applications. Injection occurs when user-supplied data is sent to an 

interpreter as part of a command or query. The attacker's hostile data 

tricks the interpreter into executing unintended commands or 

changing data.  

A2 Cross Site Scripting (XSS)  

 

XSS flaws occur whenever an application takes user supplied data 

and sends it to a web browser without first validating or encoding 

that content. XSS allows attackers to execute script in the victim's 

browser which can hijack user sessions, deface web sites, possibly 

introduce worms, etc.  

A3 Broken Authentication and 

Session Management  

 

Account credentials and session tokens are often not properly 

protected. Attackers compromise passwords, keys, or authentication 

tokens to assume other users' identities.  

A4 Insecure Direct Object 

Reference  

 

A direct object reference occurs when a developer exposes a 

reference to an internal implementation object, such as a file, 

directory, database record, or key, as a URL or form parameter. 

Attackers can manipulate those references to access other objects 

without authorization.  

A5 Cross Site Request Forgery  

 

A CSRF attack forces a logged-on victim's browser to send a pre-

authenticated request to a vulnerable web application, which then 

forces the victim's browser to perform a hostile action to the benefit 

of the attacker. CSRF can be as powerful as the web application that 

it attacks.  

A6 Security Misconfiguration  

 

Good security requires having a secure configuration defined and 

deployed for the application, frameworks, application server, web 

server, database server, and platform. All these settings should be 

defined, implemented, and maintained as many are not shipped with 

secure defaults. This includes keeping all software up to date, 

including all code libraries used by the application.  

A7 Insecure Cryptographic 

Storage  

 

Web applications rarely use cryptographic functions properly to 

protect data and credentials. Attackers use weakly protected data to 

conduct identity theft and other crimes, such as credit card fraud.  

A8 Failure to Restrict URL Access  

 

Frequently, an application only protects sensitive functionality by 

preventing the display of links or URLs to unauthorized users. 

Attackers can use this weakness to access and perform unauthorized 

operations by accessing those URLs directly.  

A9 Insufficient Transport Layer 

Protection  

 

Applications frequently fail to authenticate, encrypt, and protect the 

confidentiality and integrity of sensitive network traffic. When they 

do, they sometimes support weak algorithms, use expired or invalid 

certificates, or do not use them correctly.  

A10 Unvalidated Redirects and 

Forwards  

 

Web applications frequently redirect and forward users to other 

pages and websites, and use untrusted data to determine the 

destination pages. Without proper validation, attackers can redirect 

victims to phishing or malware sites, or use forwards to access 

unauthorized pages.  

 



7 The Top 10 Mobile application security vulnerabilities, which are given below, should also be 

checked, but not restricted to the following. The best practices in the industry must be followed. 

 

7.2 Auditor must test Malicious Functionality & Vulnerabilities in Mobile Application 

 Activity monitoring and data retrieval 

 Unauthorized dialing, SMS, and payments  

 Unauthorized network connectivity (exfiltration or command & control) 

 UI Impersonation 

 System modification (rootkit, APN proxy config) 

 Logic or Time bomb 

 Sensitive data leakage (inadvertent or side channel) 

 Unsafe sensitive data storage 

 Unsafe sensitive data transmission 

 Hardcoded password/keys  

7.1 - Top Ten Most Critical Mobile Application Security Vulnerabilities  

M1 Insecure Data Storage 

 

Unsafe sensitive data storage, attacks on decommissioned phones 

unintentional disclosure: Mobile devices (being mobile) have a higher 

risk of loss or theft. Adequate protection should be built in to 

minimize the loss of sensitive data on device. 

M2 Weak Server Side Controls  

 

Applies to the backend services, this vulnerability occur when user-

supplied data is sent to an interpreter as part of a command or query. 

The attacker's hostile data tricks the interpreter into executing 

unintended commands or changing data. 

M3 Insufficient Transport Layer 

Protection 

 

Network spoofing attacks, Surveillance. The majority of the 

smartphones are capable of using multiple transport carriers including 

Wifi, provider network (3G, GSM, CDMA and others), and bluetooth. 

Sensitive data passing through insecure channels could be intercepted. 

M4   
 

Client Side Injection Client side injection allows attackers to execute script in the victim's 

browser which can hijack user sessions, deface web sites, possibly 

introduce worms, etc. 

M5    

 

Poor Authorization and 

Authentication 

Unauthorized individuals may obtain access to sensitive data or 

systems. This can be done by circumventing authentication systems 

(logins) or by reusing valid tokens or cookies. 

M6    

 

Improper Session Handling This type of attack involves session tokens  to be reused even the user 

has logout of the application. The user login into the application and 

then logouts of the application. An attacker hijacks that login session 

and able to login using the same hijack session even user has logout 

of the application. This makes application prone improper session 

termination attack. 

M7    
 

Security Decisions Via 

Untrusted Inputs 

The attacker's hostile data tricks the application into executing 

unintended commands or bypassing security/business controls which 

results in leveraging 

M8  

 

Side Channel Data Leakage  

 

Mix of not disabling platform features & programmatic flaws. 

Sensitive data ends up in unintended places like web caches, 

keystroke logging, screenshots (ie: IOS back grounding), logs (system 

crash), temp Directories  

M9  

 

Broken Cryptography  

 

Applications frequently fail to encrypt the files stored on a device or 

network traffic when it is necessary to protect sensitive storage and 

communications 

M10  

 

Sensitive Information 

Disclosure  

 

Applications can unintentionally leak information about their 

configuration, internal workings, or violate privacy through a variety 

of application problems. Attackers use this weakness to steal sensitive 

data, or conduct more serious attacks . 



 

8.  Auditor to test vulnerabilities in Web Services as per Industry practices/OWASP. 

 

B. Audit Report 
 

The Web application including Web Services and Mobile application in 3 different platforms 

(Android, iOS & Windows) security audit report is a key audit output and must contain the following: 

1. Identification of Auditee (Address & contact information) 

2. Dates and Location(s) of audit 

3. Terms of reference (as agreed between the Auditee and Auditor), including the standard for 

Audit, if any. 

4. Audit plan. 

5. Additional mandatory or voluntary standards or regulations applicable to the Auditee. 

6. Audit Standards should be followed. 

7. Summary of audit findings including identification tests, tools used and results of tests 

performed (like vulnerability assessment, application security assessment, password cracking 

and etc.) 

A. Tools used 

B. List of vulnerabilities identified 

C. Description of vulnerability 

D. Risk rating or severity of vulnerability 

E. Test cases used for assessing the vulnerabilities 

F. Illustration if the test cases to provide the vulnerability 

G. Applicable screen dumps 

8. Analysis of vulnerabilities and issues of concern. 

9. Recommendations for action. 

10. Personnel involved in the audit.  

11. The auditor may further provide any other required information as per the approach adopted 

by them and which they feel is relevant to the audit process. 

 

 

 

 

 

 

 

 

 

 

 

 

 



                    


