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DISCLAIMER

This EOI Document is issued by the REC Power Development & Consultancy Ltd. (Company), for
general information purposes only, without regard to specific suitability, financial situations and needs of
any particular person and does not constitute any recommendation and should not be construed as an

offer to sell or solicitationof an offer to buy, purchase or subscribe to any securities and engagement of
business activities but is merely an invitation of offer from interested parties for the purpose of undertaking

Smart Metering Projects. Neither, this EOI Document nor anything contained herein shall form the basis

of or be relied upon in connection with any contract orcommitment whatsoever from the Company.

This EOI Document constitutes no form of commitment on the part of the Company or any of their group
companies. Furthermore, this EOI Document confers neither the right nor expectation on any interested
parties to be selected to participate in the Bid Process and nothing in this EOI Document or subsequent
submission of EOI Document by a Bidder constitutes a contract between the Company or any other entity
and the interested parties.

The Company reserve the right to accept or reject any EOIL The Company also reserve the right to suspend
and/ or cancel the Bid process and/ or amend and/ or supplement the Bid Process or modify the dates
or other terms and conditions relating thereto, without assigning any reason and without any liability
whatsoever. Bidders should regularly visit Company’s website to keep themselves updated regarding
clarifications/ amendments/ time-extensions, if any. No financial obligation will accrue to the Company
in such an event. The Court of Law at New Delhi shall have jurisdiction over this EOL

The Company shall not be responsible for non-receipt of correspondence sent by any Bidder through any
mode. The Company shall in no circumstances, be responsible to bear or reimburse any expenditure or costs
incurred by any Bidder in respect of the submission of the EOI. This EOI Document and information
contained herein or any part of it does not constitute or purport to constitute investment advice in publicly
accessible media and should not be printed, reproduced, transmitted, sold, distributed, or published by
therecipient without the prior written approval from the Company.

Distributing/taking/sending/ dispatching/transmitting this EOI Document in certain foreign
Jurisdictions other than Republic of India may be restricted by law, and persons into whose possession
this EOI Document comes should inform themselves about, and observe, any such restrictions. Neither the
Company or their affiliates, nor their directors, employees, agents or representatives shall be liable for any
damages whether direct or indirect, incidental, special or consequential including lost revenue or lost
profits that may arise from or in connection with the use of this EOI Document. Further, no
representation or warranty, expressed or implied, is made or given by or on behalf of the Company or its
affiliates, nor any person who controls it or any director, officer, employee, advisor or agent of it, or
affiliate of any such person or such persons as to the accuracy, authenticity, completeness or fairness of
the information contained in this EOI Document and Company or their affiliates or such persons do not
accept any responsibility or liability for any such information and therefore, any liability or responsibility
is expressly disclaimed.
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1. INTRODUCTION

REC Power Development and Consultancy Limited (RECPDCL), is a wholly owned
subsidiary of REC Limited, a "Maharatna" Enterprise under the Ministry of Power,
Government of India. The existing services offered by RECPDCL include coordination
of bid processes for Inter-State and Intra-State transmission projects, coordination of bid
processes for flexibility in generation schemes, engagement as Project Implementation
Agency (PIA) for Smart Metering projects, PIA services for Distribution Infrastructure
projects, Project Management Consultancy (PMC) for various Government of India
Schemes such as RDSS, DDUGJY, IPDS, and Saubhagya.

2. BRIEF ABOUT EOI

RECPDCL aims to expand its service offering in the Smart Meter implementation works
as an Advanced Metering Infrastructure — Service Provider (AMISP). In this regards,
RECPDCL intends to empanel reputed Service Providers for supply and service of
Communication Infrastructure inclusive of HES system. The Service Provider shall
provide communication over RF Mesh as well as Cellular Technology.

3. DEFINITIONS

e Bidder: A Smart Meter manufacturer who shall offer its supply and services in
response to this EOL

¢ Due Date: shall have the meaning Last date of Bid submission.

e AMI: Advance Metering Infrastructure

e Utility/DISCOM: Shall mean the Distribution company in whose license area the
Smart Meters are being installed.

¢ Empaneled Agencies — Bidders who have successfully demonstrated
integration with HES and Communication Infrastructure with Smart Meters
on one end and MDM system on the other end.

4. QUALIFICATION REQUIREMENT

1. The Bid can be submitted by a Sole Bidder who is eligible to participate in tenders for
public procurement in India in accordance with Applicable Laws including the
guidelines issued in Order No. F/No.6/18/2019-PPD by Ministry of Finance,
Department of Expenditure, Public Procurement Division dated 23 July 2020, Order
No No0.9/16/2016-Trans-Part (2) dated 18 November 2020, latest Government of
India Guidelines for Make in India, Domestically manufactured products,
Atmanirbhar Bharat and circulars DIPP Office Memorandum No. P-45021/2/2017-
PP (BE-II) date: 16th Sept. 2020, MeitY Circular No.1(10)/2017-CLES dated
06.12.2019 and Order No. 11/05/2018-Coord. by the Ministry of Power dated 17
September 2020 including any amendments or modifications to the same from time to
time.

5| Page



2. If at any stage of the empanelment, any order/ ruling is found to have been passed in
the last 1 (one) year preceding the Bid submission deadline by a competent Court of
Law or any appropriate Commission or any Arbitral Tribunal against the Sole Bidder
for breach of any Contract awarded by any Government agency/department, then Bids
from such Bidders shall be liable to be rejected. All Bidders shall confirm in accordance
to Form 7 given in Section 4 that no such order(s)/ ruling(s) have been passed by a
competent Court of Law or an appropriate Commission against it or its Affiliates. In
case of any such order/ ruling, it is the duty of the Bidder to inform Utility for the same
during the Bid submission.

3. Technically qualified Bidders shall continue to maintain compliance with the
Eligibility and Qualification Requirements specified herein during the term of
empanelment. Failure to comply with the aforesaid requirements shall make the Bid
from such Bidders liable for rejection at any stage of the empanelment process or after
empanelment.

4. Eligibility Requirements for Consortium

4.1  Members of the Consortium shall enter into a binding Consortium Agreement,
in the form specified at Annexure-D (the “Consortium Agreement”) of EOI
Document, for the purpose of submitting Bid. The Consortium Agreement, to
be submitted along with the Bid, shall, inter alia:

(@) convey the intent to comply with the terms and conditions of the
Empanelled Agencies Contract in the event selected to undertake the
Project; and

(b) Clearly outline the proposed roles and responsibilities, if any, of each
member.

4.2  The Sole/Lead Bidder shall have a registered office (under the Companies Act
1956/ 2013 with Registrar of Companies) in India at the time of submission of
the Bid. In case of Award of Contract, shall be required to have a registered
office (under the Companies Act 1956/ 2013 with Registrar of Companies) in
India.

4.3  Every Consortium Member shall provide consent to the Lead Consortium
Member and make itself aware of all the proceedings of the empanelment
process and Project implementation through legally enforceable Consortium
Agreement as per Annexure D. In the absence of duly executed formats, the
Bid shall not be considered for evaluation and shall be rejected.

44  The Lead Consortium Member shall be liable for the execution of the entire
obligation in the Empanelled Agency Contract in accordance with the terms
and conditions thereof. Only the Lead Consortium Member shall have the
authority to conduct all businesses for and on behalf of the Consortium during
the empanelment process.
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5. The Bidder, participating in the bid as a Sole Bidder or as a Consortium Member or as
Lead Consortium Member of Consortium and its Sub-Contractor(s) should not be
blacklisted /debarred/banned/suspended as on date of bid submission:

a. due to conviction of an offence

1. Under the Prevention of Corruption Act, 1988; or,

11.
causing any loss of

the Indian Panel Code or any other law for the time being in force, for
life or property or causing threat to public health

as part of execution of a public procurement contract

of Finance(MoF)

c. due to breach of code of integrity as per rule 17 of GFRs 2017

through any order /list issued by Department of Expenditure (DoE), Ministry

in any

government organisation or regulatory agencies or Govt. undertaking.

d.

By any Ministry/Department/Organisation under Govt. of India

This clause shall be interpreted in-line with Rule 151 of GFRs, 2017 along with any
guidelines/amendment issued by DoE, MoF

Bidder should submit a self-undertaking signed by its authorized signatories for the
same as per the format prescribed in Annexure-A

The Empanelled Bidder(s) will be required to continue to maintain compliance with

the Qualification Requirements throughout the empanelment process and during the
empanelment period till execution of the Contract. Failure to comply with the
aforesaid provisions shall make the Bid liable for rejection at any stage.

7. The technical and financial requirements of qualification are as follows:

S.
No.

Requirements

Supporting Documents

Financial Requirements

The Bidder shall have positive net worth

Audited Annual financial statements,
Balance Sheet and P&L Account for FY
2022, FY 2023 and FY 2024* the respective

1 : Financial Years
' for each of the last three financial years.

*In case FY 2024 financial results are not
Audited, unaudited results for F'Y 2024 can be
submitted.

Technical Requirements

The HES solution should have been | Certificate / report issued by Client /
2 successfully integrated with at least 2 (two) | MDMS OEM / solution provider.

different MDMS/ other utility IT Solution
in Indian/ Global Utility(ies) (power/

In case the HES solution provider, has integrated
with their own MDMS, then a self-certification
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No. Requirements Supporting Documents
water/ natural gas/ telecom) in last 7 | shall be provided.
(seven) years which are in operation for at
least 1(one) year.
The RF technology/ Solution provider | a) References along with requisite
should have implemented project/(s) with contract/ Purchase Order (PO)/ Work
at least 50,000 (cumulatively) modules / Order (WO). The references should
endpoints involving Radio Frequency indicate client name, scope of work,
(RF) mesh in an Indian/ Global Utility Project start date (as per the format
(power/ water/ natural gas/ telecom) in prescribed in Annexure-C);
the la.s t 7 (seven) years which are in In case Non-Disclosure agreement (NDA) is
operation for at least 1(one) year. signed with the client, Bidder shall provide an
undertaking for the NDA and shall also
provide a client certification as proof of
experience along with Client Name/ Email
Address/ Contact no./ designation etc.
b) Documentary evidence of completion of
3. the Project or completion of Go-live
status (i.e., Go-live certificate, UAT
testing certificate etc.) of the respective
project as per the definition of Go-Live/
UAT specified therein or other
documentary  evidence  indicating
completion (e.g., proof of payment
received/ proof of asset capitalized in
books of accounts (as applicable) and
client certificate for supply of material or
similar proofs) along with contact details
of the client;
c¢) Any other documentation for
implementation performance/
operation.
The RF Technology/ Solution provider | a) Certificate of Incorporation and
should have been in the communications Registration certificate along with
network installation / maintenance Memorandum & Articles of
services business for the last 1 (one) year in Association.
4. India. b) Copy of valid Licenses (In case of RF,

OR

The RF Technology/ Solution provider
should have been in the communications
network installation / maintenance

Valid certificate issued by Wireless
Planning & Coordination (WPC) Wing
of the Ministry of Communications,
GOI) as on date of bid submission.
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No Requirements Supporting Documents
services business for the last 3 (three) years
outside of India.
The RF Technology/ Solution provider | Signed agreements/ MoUs for integration
have successfully integrated their NIC/ | of NIC module or Certificate of successful
6. Communication module with at least 3 | integration.
(three) different makes of smart meters in
India or Outside of India.
7. Annexure A As per prescribed format
8. Annexure D, if required As per prescribed format

The above bids and related documents including queries to be submitted for evaluation to
pcm@recpdcl.in

The Prebid meeting shall be conducted on 30.05.2024, 4:00 PM through VC whose link is:
https://meet.google.com/cgx-yqce-zgu

5. SCOPE OF WORK

RECPDCL intends to empanel multiple agencies for supply and service of Communication
Infrastructure and HES system. The communication shall be over RF Mesh, Cellular
technology and other upcoming technologies as per availability in Meter installation areas.
The functionalities of Communication Infrastructure and HES system shall include but not
restricted to:

1. Communication Infrastructure

The communication infrastructure should either be based on RF / RF mesh network/
PLCC/cellular network/ NB-IoT or a combination of these. Communication network
shall provide reliable medium for two-way communication between various nodes (Smart
Meter, Gateway/Router/Access Point/ DCU (wherever applicable)) & HES. RF based
network should use licensed / unlicensed frequency band as permitted by WPC. The
engagement of network service provider would be in the scope of Empaneled Agencies
to meet the performance level as given in the document.

Meter data shall be routed / collected by field devices like Gateway/Router/Access
Point, Data Concentrator Units (DCUs) wherever applicable given the communication
technology used and transported to HES through WAN backhaul connectivity.

1.1 General Requirements

The Empanelled Agencies shall design / hire reliable, interference free & robust
communication network. It shall be effective for providing communication in terrain,
topology & the consumer density of the project site.
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1.2

During designing, suitable consideration shall be kept for future. Before designing the
communication network, the Empanelled Agencies shall do the site survey and
would provide the most efficient communication infrastructure.

The entire infrastructure & associated civil works required for installation &
commissioning of equipment/devices such as DCUs, repeaters, routers & access
points etc. shall be in the scope of Empanelled Agencies.

The network Solution deployed by the Empanelled Agencies should have disaster
recovery mechanism in place. The redundancy mechanism of HES and MDM and
their disaster recovery plan shall also be highlighted by the Empanelled Agencies.
Empanelled Agencies shall satisfy itself through the operational testing of network as
a whole and its element for reliability before starting operations and billing.

The quality of installation of the various equipment & power supply wiring to all field
equipment shall be as per standards/ regulations/prevailing practices of the utility.
The reasonable supply of electricity needed for operation and maintenance of entire
AMI system shall be provided by the utility free of cost.

A suitable NMS shall be built to monitor the performance of the communication
network round the clock. The NMS shall provide viewing of all the networking
elements deployed at site and enable configuration & parameterization of the
networking devices and the nodes. In case of public network such as cellular, the web-
based portal (for example Open Network platform) should be provided to have the
network view at location of installed devices. The portal shall have connectivity &
subscription management.

A suitable digital platform (cloud-based application) and mobile apps could be
provided to support field installation and capture field related activities and to
manage the field operation & maintenance activity during the contract period. This
platform shall manage project life cycle.

Network Management System (NMS)
The proposed NMS shall facilitate following activities:

a) Security Management to protect systems and network from unauthorized access,
manage user access, authorizing rights and privileges.

b) Viewing of all network elements deployed in the field and administer
configuration changes of the network devices and nodes through toolkits to
automate the following tasks:

1. Capture running configuration, capture start-up configuration, upload
configuration

1. Compare configuration
1. Real-time or scheduled capture of device configurations

iv. Store historical device configurations captured and enable comparison of
current device configuration against a previously captured configuration.

c) Security patch management of all applications shall be encrypted and signed.

10| Page



d) Performance Management to monitor network performance as specified.

e) Fault Management to recognize, isolate, log and identify fault on network and

connected nodes, devices.

The network management software shall be based on the latest secured version of
SNMP v3. The NMS shall have a simple browser-based user interface to provide all
the pertinent information about the system. The NMS shall not impact the availability
and performance of AMI applications and shall load not more than 1% of network
bandwidth and shall have secure communication.

The Network Management Software shall have following functionality:

a)

b)

g)

1.2.1

It shall maintain performance & error statistics, and present this information via
displays, periodic reports and on-demand reports.

Apart from real-time monitoring of critical network devices, the above
information shall be collected and stored at user configurable periodicities i.e., 5
minutes to 60 minutes. The NMS shall be capable of storing the above data for a
period of one (1) year at an interval of 5 minutes.

It shall maintain a graphical display for connectivity and status of peripheral
devices. The monitored devices shall be configured to send SNMP notifications,
and the graphical element representing the device shall change to a different
colour depending on the severity of the notification received.

It shall issue alarms when error conditions occur.

The period over which the statistics are gathered shall be adjustable by the user
and the accumulated statistics shall be reset at the start of each period.

The statistics shall be available for printout and display after each period and on
demand during the period.

In case more than one technology of AMI (example PLCC, Cellular, NB-IoT
and RF between Smart Meter & DCU) deployed in the field. It shall maintain
statistics on the performance and availability of node being delivered per AMI
technology.

NMS Requirements Specific to HES

The Network Management System (NMS) function within the HES shall
manage communication network and its associated devices and monitor the

performance of network. This module shall provide real time information about
the IP network and its associated NAN/WAN modules in the field device/s.

a) NMS shall be able to collect parameters viz. terminal status, device status,
next hop information, RF/PLC/Cellular/NB-IoT signal strength,
Hardware/software version numbers, communication logs/events etc. For
cellular WAN network, it shall be able to constantly monitor the meter
WAN module for its connectivity and signal strength and quality

b) NMS function shall be able to perform ping & trace-route to an individual
and a group of Nodes (NAN / WAN), Routers /Gateways / Access Point,
DCU.
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1.3

¢) NMS function shall routinely check the logged in status of the end node /
field device and its availability in the network for data exchange. In case of
failure to get the ‘alive’ message from the end node/field device, it shall mark
and notify the node as logged out. It shall be also possible to restart of a node
(NAN/WAN) as well as trigger a hardware reset of the node.

d) NMS function should be able to collect and store monitoring profiles from
End Points (NAN/WAN modules) and network devices for performance
evaluation and troubleshooting purposes. Historical logs of monitored
profiles shall be available analysis through standard reporting tool.

e) If GIS is enabled, then topology, location (lat./long) and status of all
network nodes shall be visible on GIS map.

Network Protection & Security

The AMI Network shall have adequate cyber security measures not limited to the
measures as described below. The network security would be extended to all the
interfaces also.

Secure Access Controls: The system shall include mechanisms for defining and
controlling user access to the applications environment. Best practices from enterprise
security including password strength, password aging, password history, reuse
prevention etc. must be followed for access control.

Authorization Controls: A least-privilege concept such that users are only allowed to
use or access functions for which they have been given authorization shall be available.

Logging: Logs must be maintained for all attempts to log on (both successful and
unsuccessful), any privilege change requests (both successful and unsuccessful), user
actions affecting security (such as password changes), attempts to perform actions not
authorized by the authorization controls, all configuration changes etc. Additionally,
the access to such logs must be controlled in accordance with the least-privilege
concept mentioned above, so that entries may not be deleted, accidentally or
maliciously.

The overall cyber security policy and implementation shall account for:

a) Prevent unauthorized users from reading or writing data or files, executing
programs or performing operations without appropriate privileges.

b) Document all user sign on procedure

¢) Record all network traffic for detecting unauthorized activity, unusual activity
and attempts to defeat system security (Empanelled Agencies to propose and
document what constitutes normal activity/traffic)

d) A user authentication scheme consisting of at least a user identification and
password shall be required for the user to request a connection to any network
node.

e) GUI to provide role-based access based on user identity and user role. Shall
have following types of users:

i.  Administrator
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ii.
1il.

1v.

Operator
Field staff

Viewer/Guest

1.4 Communication Network Elements

Following sections provide detail on both DCU based communication network and
router-based RF mesh network. The Empanelled Agencies shall select relevant parts
as applicable for designing and establishing communication infrastructure. The
network shall be horizontally and vertically scalable to accommodate future meter
installations. As per requirement of Utility, the scalability level required for the
network shall be defined. The network elements may be comprised of the following.

1.4.1 Data Concentrator Unit (DCU) based Communication Network

The Data Concentrator Unit is a gateway for communication of data between the
Smart Meters and the HES. The Data Concentrator Unit receives information from
the Smart Meter on a scheduled / need basis and passes it on to HES / MDM.

The DCU provides the central link between Smart Meters and HES, enabling
continuous/periodic meter-read and control. DCU shall exchange data from Smart
Meters on RF / PLCC communication and with HES on WAN.

1.4.1.1 Hardware & Power Supply of DCU

a)

b)

d)

Enclosure/box of DCU shall be IP65 or better compliant. A suitable
mounting arrangement required for DCU installation shall also be
provided.

A suitable and optimum power supply shall be provided keeping in view
that even in case of outage in one or two phases, DCU can be powered.
DCU should be capable of withstanding surges & voltage spikes of 6 kV.
Power supply shall be terminated on suitable sized Miniature Circuit
Breaker (MCB) to facilitate isolation during on-site maintenance.

DCU shall have battery with backup for 1(one) hour for normal meter
reading, to push tamper event, carry out on demand reading and the
network health status/ connectivity continuity & check. DCU should
have the suitable feature to send power outage and restoration message
to the HES.

DCU shall have built-in Real Time Clock (RTC) with separate battery
backup. It shall have self- diagnostic feature for RTC, memory, battery,
communication module, etc.

1.4.1.2 Configuration, Functionality & Interface of DCU

DCU shall have following configuration functionalities / tools:

a)
b)

Configuring the communication with underlying nodes/meters.

Communication of data from the field devices and push the data at
configured intervals to the HES. It should also support the HES in pulling
data from the field devices/meters. The data acquisition (Push/Pull)
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g)

h)

),

frequency shall be configurable. DCU shall be capable to prioritize
control commands.

DCU shall ensure a secure communication to HES and shall have
internal memory for storing interval data for at least 5 (five) days. This
storage shall be in non-volatile memory as opposed to battery backed
memory.

DCU shall support on demand read and ping of individual/group of
meters.

It shall support IPv6 network addressing.

DCU shall push events such as tamper, power off etc. to HES
immediately on occurrence/receipt from field devices/meters.

The equipment shall be weatherproof, dustproof and constructed for
outdoor installation on poles (minimum rating: IP65). A suitable
mounting provision shall be made for the equipment.

Enclosure: Provision for security sealing shall be provided and in case
the gasket of the cover is used for protection against moisture, dust and
insects, the gasket shall be made of weather and aging resistant material.

The list of standards followed in all the devices/equipment used in
communication network shall be furnished

The communication network shall have dynamic & self-healing
capability. If one of the communication elements fails, then nodes
connecting to that element shall switch to best available element for
communication of data to HES.

1.4.1.3 DCU Communication

a)

b)

d)

The DCU shall ensure the appropriate backhaul for secure transfer of
data to HES either via cellular or Fiber Optic communication. In case of
cellular backhaul, 1t shall support SIM card / e-SIM with dynamic/static
IP as the architecture demands from any service provider. It shall have
Wide Area Network (WAN) connectivity to the HES through suitable
means. Best available link shall be used to connect to HES.

DCU shall be able to communicate with meters through a secured,
standard communication protocol between meter and DCU.

DCU shall periodically monitor meter reads/downstream commands
and shall retry and reconnect in case of failed events/reads.

It shall push events such as tamper, power off etc. to HES immediately
on occurrence/receipt from field devices/meters. DCU shall be able to
acquire and send data to HES for full capacity (as per designed for no. of
meters/field devices) to ensure the performance level. Full capacity of
DCU is required to be indicated in the offer.

On restoration of power supply, DCU shall establish communication
with underlying devices as well as upstream application automatically.
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g)

h)

DCU shall be able to communicate with the nearest meters.

Remote firmware upgrade: The DCU shall support remote firmware
upgrades as well as remote configuration from the Network Operation
cum Monitoring Centre (NOMC)

DCU shall facilitate recording of minimum of the following events at
HES (for 7 days):

1. No of packet failures

ii.  Retry attempts
1.  Missed periodic readings
iv.  Failure to connect

v.  Tamper events

1.4.2 Gateway/ Router/ Access Point based RF Mesh Network

In this type of communication network, different network nodes including end
points (Smart Meters) shall interconnect with each other using RF mesh network
and they shall communicate with nearby gateways/ routers to transfer the data to
access points. If any gateways/ routers/ repeaters/ access points fail, then nodes
connected on that device shall automatically reconfigure the mesh with available
nearby nodes.

1.4.2.1 General Requirement of RF Mesh Network:

a)

g
h)

The communication network shall have dynamic & self-healing
capability. If one of the communication elements such as gateways/
routers/ access points fails, then nodes connecting to that element shall
switch to best available element for communication of data to HES.

It shall support IPv6 network addressing.

Each node shall keep a track of best available nearby nodes or access
points.

The communication network equipment shall use Unlicensed or
Licensed frequency band as permitted by WPC/Statutory Bodies as
applicable.

All the communication network equipment shall be as per WPC
guidelines, Government of India for operation in licensed / license free
frequency band.

Suitable NMS shall be available to monitor the performance of the
communication network round the clock. The NMS shall provide
viewing of all the networking elements deployed at site and enable
configuration, parameterization of the networking devices and the
nodes.

It shall support remote firmware upgrading

It shall be secure enough to avoid all cyber threats
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)

k)

D

The communication network shall ensure secure communication of data
to HES.

The equipment shall be weatherproof, dustproof and constructed for
outdoor installation on poles (minimum rating: IP65). A suitable
mounting provision shall be made for the equipment.

The list of standards followed in all the devices/equipment used in
communication network shall be furnished.

Gateway/ Router/ Access Point shall have battery with backup for
1(one) hour for normal meter reading, to push tamper event, carry out
on demand reading and the network health status/ connectivity
continuity & check etc. during battery operations also. It should have the
suitable feature to send power outage and restoration message to the HES
even during battery back-up.

1.4.2.2 Configuration, Functionality & Interface

Access points shall have following configuration functionalities:

a)

b)
<)

d)

g)

h)

It shall be able to configure the communication with underlying
nodes/end points.

It shall support on demand read and ping of individual/group of meters.

It shall push events such as tamper, power off etc. to HES immediately
on occurrence/receipt from field devices/meters.

It shall have Wide Area Network (WAN) connectivity to the HES
through suitable means.

It shall communicate with gateways/ routers/ nodes/ end points/ access
points on RF mesh network (Unlicensed or Licensed frequency band as
permitted by WPC/Statutory Bodies in country of deployment as
applicable).

It shall periodically monitor meter reads/downstream commands and
shall retry and reconnect in case of failed events/reads.

After power Interruption, on restoration of power supply, it shall
establish communication with underlying devices as well as upstream
application (HES) automatically.

Access point shall facilitate recording of minimum of the following
events at HES (for seven (7) days):

1.  No oflost packets

ii.  Retry attempts
1.  Missed periodic reading
tv.  Failure to connect

v.  Tamper events
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1) It shall be capable to handle interval data of suitable nos. of any type of
Smart Meter. Access point shall be able to acquire and send data to HES
for full capacity (No. of meters/field devices it is designed for) within a
suitable time period to achieve the performance level. Full capacity of
access point is required to be indicated in the offer.

j) Gateway / Router / Access point shall support remote firmware
upgrades as well as remote configuration from the Network Operation
cum Monitoring Centre.

k) The Gateway / Router / Access Points shall have provision to maintain
the time and date information and shall always be in Time
synchronization to the HES server via NTP to sub second accuracy. The
Gateway / Router / Access Points shall support time distribution to
each Mesh Node.

2. Head End System (HES)

The main objective of HES is to acquire meter data automatically avoiding any human
intervention and monitor parameters acquired from meters.

The Empaneled Agencies shall provide a HES which is suitable to support the
collection and storage of data as per performance level for a defined no. of Smart Meters
with facility of future expansion as per the requirement specified in this document.

HES shall be responsible for discovery of all Smart Meters once deployed in the field,
the periodic collection of all meter data as well as the processing of all alarms and
commands such as connect/disconnect for those meters.

HES would perform all the requisite functions as per the defined functionalities of AMI
and it is the responsibility of the Empaneled Agencies to supply the requisite software
and hardware to achieve the defined functionalities of AMI. HES shall ensure data
integrity checks, for example, checksum, time check, pulse, overflow, etc. on all
metered data.

HES shall be developed on open platform based on distributed architecture for
scalability without degradation of the performance using additional hardware. The
scalability shall ensure the ability to handle applicable workloads including the
following:

a) Meters installed

b) Interval meter reads as per Utility

c) Multiple users requesting data from meters

d) Other events and statuses coming from meters.

The HES shall be cloud enabled and support deployment with high availability
clustering and automatic load balancing that ensure hardware as well as application
failover. Adequate data base and security features for storage of data at HES need to be
ensured.
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2.1

The suggested functions of HES (not exhaustive) may be:

a)

b)

g)

h)

),
k)

D

On power up after installation, Smart Meter shall register itself automatically into
the HES along with its metering profile. The HES shall store meter profile status
by meter type, hardware & software versions, device IDs, logged in / logged out
details etc.

Upon deployment and establishment of communication, it shall be possible for
field level end device nodes (NAN/WAN) like Router/Gateway, Access Point,
DCU to have self-discovery and registration.

Acquisition of meter data on demand & at user selectable periodicity. On demand
meter read may be for single meter (unicast) or for a group of meters (multicast).

Two-way communication with meter/ DCU

Signals for connect & disconnect of switches present in end points such as meters.
This facility shall be provided for both single meter (unicast) as well as for a group
of meters (multicast).

Audit trail and Event & Alarm Logging

Ability to redirect messages including configuration commands from the MDM in
order to reach the desired meter

Maintain time sync with DCU / meter

Store raw data for defined duration (minimum 3 days). HES shall hold the data
before it is transferred to the MDM

Handling of Control signals / event messages on priority

Manage time distribution to ensure that nodes / meters always have an accurate
RTC using NTP servers. The time distribution mechanism shall take into account
the network latencies.

Setting of Smart Meter configurable parameters

m) Critical and non-critical event reporting functionality

n)

0)

Device management functionality to get periodic updates from devices on health
check, hardware & firmware version, location mapping etc.

The data collection and computation for the purpose of SLA penalties (as
mentioned in the following table attached as Annexure-E) should be automated
and visualized in Utility Interface as per Clause 2.5 of the SBD published by REC
Ltd.

Configuration

HES shall facilitate configuration of following minimum AMI parameters:
a) Load profile capture period

b) Demand integration period

c) Setting of parameters for TOU billing

d) Prepaid / post-paid configuration
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2.2

2.3

e) Net metering

f) Billing date / month-to-date for prepaid meters

g) Clock setting/time synchronizations

h) Load curtailment limit

1) Event setting for connect/disconnect

j) Number of auto reconnection attempt

k) Time interval between auto reconnection attempts
1) Lock out period for endpoint (meter) relay

m) Remote firmware update: It shall be possible to update the firmware of the
meters in both Unicast (one to one) and in Multicast fashion (Group of
meters). It shall be also possible to have remote firmware upgrade for an
individual and a group of nodes (NAN/WAN, Routers/Gateways/Access
Point, DCU.

n) Password setting
0) Push schedule
p) Setting threshold limits for monitored parameters
The RECPDCL may suggest more parameters as per the requirement.
Communication
The following communication functions with network devices shall be supported:
a) HES shall communicate with DCUs/access points using WAN technology

b) HES shall encrypt data for secure communication as per latest applicable
standards AES or IS.

c) HES shall be able to accept data according to IS 15959 part-2 /part 3 and latest
amendments

d) HES shall automatically retry for missed data; the number of retry attempts shall
be configurable

e) To receive confirmation on successful execution of a command

f) HES shall ensure data integrity checks, for example, checksum, time check,
pulse, overflow, etc. on all metered data

Monitoring and Reporting Capability

HES shall have critical and non-critical reporting functionality. The critical & non-
critical information generated from this reporting functionality shall be made available
to MDM at user configurable periodicity.

2.3.1 Critical Reporting
HES shall have alarms and keep record of following events:

a) Event log for node’s (meter) events such as tamper/power failures etc.
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b) Data not received from nodes/end points

c) Relay does not operate for connect / disconnect

d) Communication link failure with nodes/end points

e) Network Failure

f) Power Failure

2.3.2 Non-Critical Reporting

HES shall report and keep record of following communication failure events:
a) Retry attempts

b) Missed periodic reading

c) Failure to connect

HES shall support reporting of communication failure history of nodes/routers/access points
etc. and give an exception report for nodes/routers/access points not communicating for last
0 — 24 hours (the reporting period shall be on user configurable period). HES shall have feature
to send email/SMS notification of configured alarms & events to its users.

3. HES Integrations with Field Devices

HES shall export all meter data to MDM and pass control commands from MDM. HES should
conform to IEC 61968-9 as well as support CIM 2.0 / MultiSpeak v3.0 standards. It may use any
other standard interfaces as outlined in the approach paper, submitted as part of project
implementation plan, for integrating with the MDM. In case, utility has implemented any Service
Oriented Architecture (SOA)/ Enterprise Service Bus (ESB) architecture, the data exchange to and
from HES shall be through this ESB.

The HES shall follow the integration protocol established by IS 15959 (DLMS-COSEM) and make
use of ACSE and xDLMS services to communicate with southbound field devices (DCUs and
Smart Meters) irrespective of the physical communication layer.

3.1 Integrated Network Management System
The Network Management function specific to the HES shall be integrated with overall Data
Centre level NMS module for easy monitoring, analysis and reporting.
4. System Software Requirements

This section describes the standards and characteristics of system software such as
operating system, database and support software (compilers, DBMS, display
development, network utilities, report generation, diagnostics and backup utilities)
provided by Empaneled Agencies and the original software manufacturer as necessary
to support the functioning of AMI Applications systems. All the system software to be
used for the present scope of work shall have valid license(s).

4.1 Software Standards
All software provided by the Empaneled Agencies under this EOI, including the
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411

4.1.2

operating system, database and support software, shall comply with the industry-
accepted software standards. In areas where these organizations have not yet set
standards, the software shall comply with those widely accepted de-facto open
standards put forth by industry consortiums, such as Open Software Foundation (OSF)
and X/Open. The Empaneled Agencies shall commit to meet the "open systems"
objective promoted by industry standards groups.

Design and Coding Standards for AMI Applications and Utilities

These provisions are applicable for both software applications and operating systems
and would address program features that must be contained in software for the
product to meet the standards.

a) When software is designed to run on a system that has a keyboard, product
functions shall be executable from a keyboard where the function itself or
the result of performing a function can be distinguished textually.

b) A well-defined on-screen indication of the present focus shall be provided
that moves among interactive interface elements as the input focus changes.

¢) Applications shall not override user selected contrast and colour selections
and other individual display attributes.

When animation is displayed, the information shall be displayable in at least one
non-animated presentation mode at the option of the user

Applications

All components of AMI application system shall be maintainable by owner using the
supplied software utilities and documentation. The software design and coding
standards of the system shall address the followings:

a) Expansion: Software shall be dimensioned to accommodate the size of AMI
application system as given in List of Material and Services (as shall be
informed later)

b) Modularity: Software shall be modular i.e. functionally partitioned into
discrete, scalable, reusable modules consisting of isolated self-contained
functional elements and designed for ease of change. The system shall make
maximum use of common industry standards for interfaces.

¢) User-Directed Termination: Functions taking long execution times shall
recognize and process user requests to abort the processing.

d) Portability & Interoperability: The system shall be designed for hardware
independence and operation in a network environment that facilitates
interoperability and integration of third-party applications. AMI
applications should support multiple Relational Database Management
Systems (RDBMYS) including Oracle, Microsoft SQL Server and MySQL.

e) Programming Languages: The software shall be written using high level
ISO or ANSI standard programming languages.
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4.1.3

414

4.1.5

4.1.6

4.2

All applications shall be designed with sufficient background logs which capture
various level of errors encountered (warning, fatal, informational) while
executing, so that the same can be reviewed and attended to.

Operating System

The operating system of all the equipment of AMI application system including
network equipment shall be latest version released up to six months prior to FAT.
The operating system shall be hardened to provide robust security. The operating
system and data file shall be placed in different disk partitions.

In order to facilitate cyber security requirements including patch management,
common operating system is preferable to be used by all server nodes within the AMI
application including MDM/HES servers. This is also to minimize the maintenance.
All licenses for Operating System and other application software shall be supplied
by the Empanelled Agencies and shall be valid throughout the contract period.

Time and Calendar Feature

The AMI application & other servers shall maintain time and calendar for use by
various software applications. The internal clocks of all servers and workstation
consoles shall be automatically synchronized on Network Time Protocol (NTP)
protocol. The calendar shall be customizable for working hours, holidays, weekends
etc. The holidays, including type of days, shall be entered for each year at the
beginning of the year and shall be recognized by all applications.

Remote Diagnostic

Remote Diagnostic facility with necessary hardware as required shall be provided
for communication between the AMI application system at the cloud data centre and
the NOMC for the diagnosis of hardware & software problems. The login shall be
protected by a username & password entry. An automatic logging and intimation
shall be provided to inform authorized person from Empanelled Agencies /utility on
such events of remote access and diagnosis.

Development System as a Test Bench

A Development system independent of the production environment shall be defined
at the cloud data centre which shall provide testing facility for integration of
changes/modifications of the AMI application and new field devices before putting
it online with Real-time system. This Development system shall be on a VLAN
separated from the production VLAN and shall be self-sufficient to carryout testing
of changes/ modifications.

Network Communication

The network communications software shall use a standard network protocol such as
TCP/IP, UDP etc. and shall support IPv6. The software shall link dissimilar hardware
nodes such as local and remote workstations and peripheral devices into a common
data communication network allowing communications among these devices. The
network communication software shall include—network security, security
management, patch management and network services of the AMI system. Network
communication software shall have scalability feature as envisaged.
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4.3

43.1

Cloud Service Providers (CSP)

This section mentions key requirements from the Cloud Service Provider (CSP).
Empaneled Agencies shall be responsible to provide the services of CSP.

General Conditions

The cloud data centre shall have to comply with requirements of tier III category
which applies to a concurrently maintainable site infrastructure with redundant
capacity components and multiple independent distribution paths serving the critical
environment. All IT equipment shall be dual powered. The following general
conditions will apply:

a)

b)

d)

g)

h)

Only GI (MeghRaj) cloud services or Meity empanelled Cloud services should
be used.

One of the most critical issues in the Cloud Service implementation is the
security of the data. It is the responsibility of the Empanelled Agencies to define
the security services that need to be implemented for their workloads depending
on the nature of the applications / data hosted on the cloud.

Empanelled Agencies need to ensure that the CSPs facilities/services are
compliant to various security standards (as mentioned in Clause 2.7.3.4 of
AMISP SBD v4 and its amendments floated by REC Limited) and should be
verified by third party auditors.

CSP should suitably address all the potential risks and issues in cloud
implementation including data security and privacy, increased complexity in
integration with existing environments, vendor lock-in, application portability
between different platforms, exit management / Transition-Out Services etc.

The Empanelled Agencies shall be responsible for providing the cloud data
centre services. It shall be up to the Empanelled Agencies, to identify the critical
service agreements with the concerned cloud data centre provider in order that
the Empanelled Agencies can meet and sustain the SLA for the AMI project as
per Clause 7.7 of AMISP SBD v4 floated by REC Limited.

All Services including data should be hosted in India

Exit Management / Transition-Out Services -The responsibilities of the CSP
during the Exit Management Period need to be agreed upon with the Utility and
they should assist the Utility in migrating the data etc.

The responsibilities of CSP include migration of the data, content and any other
assets to the new environment or on alternate cloud service provider’s offerings
and ensuring successful deployment and running of the Utility’s Solution on the
new infrastructure

The ownership of the data generated upon usage of the system, at any point of
time during the contract or expiry or termination of the contract, shall rest
absolutely with the Utility.

The Empanelled Agencies may also choose to procure the following Managed
Services (O&M — Cloud Services) from a Managed Service Provider (MSP) in
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addition to the cloud services to handhold the department in managing the
operations on the cloud. The scope of MSP may include:

a) Migration of Existing Applications to Cloud / Deploying of new
applications;

b) Operations & Maintenance Services on Cloud (e.g., Resource Management,
User Administration, Security Administration & Monitoring of Security
Incidents, Monitoring Performance & Service Levels, Backup, Usage
Reporting and Billing Management)

c¢) Exit Management & Transition-out Services, etc.
4.3.2  MeitY’s Guidelines

While the security, storage, data and compliance tools are provided by the CSP,
it 1s the Empaneled Agency’s responsibility to ensure that the CSPs
facilities/services are certified to be compliant to standards.

In the MeitY’s guidelines to Government Departments on Adoption /
Procurement of Cloud Services, the following are included as essential
certification by CSP. Empaneled Agencies also needs to ensure that the CSPs
facilities/services are certified to be compliant to the following standards
(indicative list provided below):

a) ISO 27001 - Data Center and the cloud services should be certified for the
latest version of the standards towards information security management
system

b) ISO/IEC 27017:2015-Code of practice for information security controls
based on ISO/IEC 27002 for cloud services and Information technology

c¢) ISO 27018 - Code of practice for protection of personally identifiable
information (PII) in public clouds.

d) ISO 20000-1 — Information Technology service management system
requirements

e) The CSP’s Data Center should conform to at least Tier III standard
(preferably certified under TIA 942 or Uptime Institute certifications by a
3rd party) and implement tool-based processes based on ITIL standards.

f) Payment Card Industry (PCI) DSS - compliant technology infrastructure for
storing, processing, and transmitting credit card information in the cloud

4.3.3  Functional Requirements of the CSP
4.3.3.1 Operational Management

a) CSP should provide access of cloud virtual machines either by SSH in case of
Linux and RDP in case of Windows servers.

b) CSP should enable Utility to get console access of cloud virtual machine from
portal and perform operations. There should be facility to view resource type-
wise (VM, database, storage etc.) quota usage. It should be possible to configure
automated alerts when the threshold of estimated quota is reached.
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g)

CSP should upgrade its hardware time to time to recent configuration to
delivery expected performance for this Project.

Investigate outages, perform appropriate corrective action to restore the
hardware, operating system, and related tools.

CSP should manage their cloud infrastructure as per standard ITIL framework
in order to delivery right services to Project.

The CSP should allow different users with different level of access on CSP
portal. For example, billing user should not be able to provision resources or
delete any resources

The CSP should allow quota management for each department/ISV/Group.
The resources to specific department/group/ISV should be as per allocated
quota only. If there is any request for more than quota request, then it should
be sent as request to admin.

4.3.3.2 Compatibility Requirements

a)

b)

c)

CSP should provide capability to import a Virtual Machine (VM) as an image
and support standard formats such as OVA, VMDK, VHD, and raw.

CSP should give provision to import cloud VM template from other cloud
providers.

CSP should ensure connectivity to and from cloud resources used for this
project is allowed to/ from other cloud service providers if required.

4.3.3.3 Cloud Network Requirement

a)

b)
<)

d)

g)

h)

CSP must ensure that the non-production and the production environments are
in separate VLANs in the cloud so that users of the two environments are
separated.

CSP must ensure that cloud VM are having private IP network assigned.

CSP must ensure that all the cloud VMs are in same network segment (VLAN)
even if they are spread across multi data centres of CSP.

CSP should ensure that cloud VMs are having Internet and Service Network
(internal) vINIC cards.

CSP should ensure that Internet vINIC card is having minimum 1 Gbps network
connectivity and service NIC card is on 10 Gbps for better internal
communication.

In case of scalability like horizontal scalability, the CSP should ensure that
additional require network is provisioned automatically of same network
segment.

CSP must ensure that public IP address of cloud VMs remains same even if
cloud VM gets migrated to another data centre due to any incident.

CSP must ensure that public IP address of cloud VMs remains same even if
cloud VM network is being served from multiple CSP data centres.
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)
k)

D

m)

CSP must ensure that the public network provisioned for cloud VMs is
redundant at every point.

CSP must ensure that cloud VMs are accessible from Utility private network if
private links P2P/MPLS is used by Utility

CSP must ensure that there is access to cloud VMs if Utility requires to access
it using IPSEC/SSL or any other type of VPN.

CSP should ensure that cloud VM network is IPV6 compatible.

CSP should ensure use of appropriate load balancers for network request
distribution across multiple cloud VMs.

4.3.3.4 Cloud data center specifications

a)

b)

<)
d)

All the physical servers, storage and other IT hardware from where cloud
resources are provisioned for this project must be within Indian data centres
only.

Selection of DC-DR site architecture shall be in accordance with applicable
laws including but not limited to the “Disaster Recovery Best Practices”
guidelines issued by the Ministry of Electronics & Information Technology
(MEITy) and as amended from time to time”.

The CSP data centres should have adequate physical security in place.

The Data Centre should conform to at least Tier III standard (preferably
certified under TTA 942 or Uptime Institute certifications by a 3rd party) and
implement tool-based processes based on ITIL standards.

4.3.3.5 Cloud Storage Service Requirements

a)
b)

c)

d)

€)

CSP should provide scalable, dynamic and redundant storage.

CSP should offer provision from self-provisioning portal to add more storage
as and when require by respective Utilities.

CSP should clearly differentiate its storage offering based on IOPS. There
should be standards IOPS offering per GB and high-performance disk offering
for OLTP kind of workload.

CSP should have block disk offering as well as file/object disk offering to
address different kind of Project needs.

The CSP should retain AMI data for [x] years <where x shall be defined based on
regulatory provisions>

4.3.3.6 Cloud Security Requirements

a)

b)

CSP should ensure there is multi-tenant environment and cloud virtual
resources of this project are logically separated from others.

CSP should ensure that any OS provisioned as part of cloud virtual machine
should be patched with latest security patch.
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g)

h)

In case, the CSP provides some of the System Software as a Service for the
project, CSP is responsible for securing, monitoring, and maintaining the
System and any supporting software.

CSP should implement industry standard storage strategies and controls for
securing data in the Storage Area Network so that clients are restricted to their
allocated storage

CSP should deploy public facing services in a zone (DMZ) different from the
application services. The Database nodes (RDBMS) should be in a separate
zone with higher security layer.

CSP should give ability to create non-production environments and segregate
(in a different VLAN) non-production environments from the production
environment such that the users of the environments are in separate networks.

CSP should have built-in user-level controls and administrator logs for
transparency and audit control.

CSP cloud platform should be protected by fully managed Intrusion detection
system using signature, protocol, and anomaly-based inspection thus
providing network intrusion detection monitoring.

4.3.3.7 Data Management

a)
b)

c)

CSP should clearly define policies to handle data in transit and at rest.

CSP should not delete any data at the end of agreement without consent from
Utility.

In case of scalability like horizontal scalability, the CSP should ensure that
additional generated data is modify/deleted with proper consent from Utility.

4.3.3.8 Managed Services

a)

Network and Security Management:

1. Monitoring & management of network link proposed as part of this
Solution. Bandwidth utilization, latency, packet loss etc.

1. Call logging and co-ordination with vendors for restoration of links, if
need arises.

1.  Addressing the ongoing needs of security management including, but
not limited to, monitoring of various devices / tools such as firewall,
intrusion protection, content filtering and blocking, virus protection,
and vulnerability protection through implementation of proper patches
and rules.

iv.  Ensuring that patches / workarounds for identified vulnerabilities are
patched / blocked immediately

v.  Ensure a well-designed access management process, ensuring security
of physical and digital assets, data and network security, backup and
recovery etc.
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Vi.

vii.

Viil.

Adding/ Changing network address translation rules of existing security
policies on the firewall

Diagnosis and resolving problems related to firewall, IDS/IPS.

Managing configuration and security of Demilitarized Zone (DMZ)
Alert / advise Utility(s) about any possible attack / hacking of services,
unauthorized access / attempt by internal or external persons etc.

b) Server Administration and Management:

1.

1i.

111.

1v.

Vi.

Vii.

Administrative support for user registration, User ID creation,
maintaining user profiles, granting user access, authorization, user
password support, and administrative support for print, file, and
directory services.

Installation/ re-installation of the server operating systems and
operating system utilities

OS Administration including troubleshooting, hardening, patch/
upgrades deployment, BIOS & firmware upgrade as and when
required/ necessary for Windows, Linux or any other O.S proposed as
part of this solution whether mentioned in the EOI or any new
deployment in future.

Ensure proper configuration of server parameters, operating systems
administration, hardening and tuning

Regular backup of servers as per the backup & restoration
Managing uptime of servers as per SLAs.

Preparation/ update of the new and existing Standard Operating
Procedure (SOP) documents on servers & applications deployment and
hardening.

4.3.3.9 Business Continuity Plan & Backup Services

As part of a business continuity plan, the Utility has made a business impact
analysis in the event of loss of AMI applications running in the cloud and
consequent loss of data to come up with a management plan for the associated risk
to business operations. Central to this risk management strategy, the Utility has
defined the following target objectives:

a) Recovery Time Objective (RTO): Duration of time and a service level within
which a business process must be restored after a disruption in order to avoid
unacceptable consequences associated with a break in continuity of service.
The RTO of [X hours] <hours defined in the tender by Utility> shall be met by
infrastructure redundancy and failover.

b) Recovery Point Objective (RPO): Interval of time that may pass during a
disruption before the quantity of lost data during that period exceeds the
business continuity plan’s maximum allowable threshold. The RPO of [X
hours] <hours defined in the tender by Utility> shall be met by a suitable backup
and replication strategy of operational data / application. The RPO shall
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define how fast the replicated data / application can be made available to the
target system after a disruption strikes.

With these two objectives, the CSP shall provide the following:

a)

b)

d)

g)
h)

i)
),
k)
D

CSP must provide backup of cloud resources. The backup tool should be
accessible

To perform backup and restore management as per policy & procedures
for backup and restore, including performance of daily, weekly, monthly,
quarterly and annual backup functions (full volume and incremental) for
data and software maintained on the servers and storage systems using
Enterprise Backup Solution.

Backup and restoration of Operating System, application, databases and
file system etc. in accordance with defined process / procedure / policy.
Monitoring and enhancement of the performance of scheduled backups,
schedule regular testing of backups and ensure adherence to related
retention policies

Ensuring prompt execution of on-demand backups & restoration of
volumes, files and database applications whenever required.

Real-time monitoring, log maintenance and reporting of backup status on
a regular basis. Prompt problem resolution in case of failures in the
backup processes.

Media management including, but not limited to, tagging, cross-
referencing, storing (both on-site and off-site), logging, testing, and
vaulting in fireproof cabinets if applicable.

Generating and sharing backup reports periodically

Coordinating to retrieve off-site media in the event of any disaster
recovery

Periodic Restoration Testing of the Backup
Maintenance log of backup/ restoration
CSP should provide network information of cloud virtual resources.

CSP must offer provision to monitor network uptime of each cloud VM.

4.3.3.10 Web Application Firewall (WAF) as Service

a)

b)
<)

d)

Cloud platform should provide Web Application Filter for OWASP Top
10 protection

CSP WAF should be able to support multiple website security.

CSP WATF should be able to perform packet inspection on every request
covering the 7th layers.

CSP WAF should be able to block invalidated requests.
CSP WAF should be able to block attacks before it is posted to website.
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g)
h)

),
k)

D

CSP WAF should have manual control over IP/Subnet. i.e., Allow or
Deny IP/Subnet from accessing website.

The attackers should receive custom response once they are blocked.
CSP must offer provision to customize response of vulnerable requests.

CSP WAF should be able to monitor attack incidents and simultaneously
control the attacker IP.

CSP WAF should be able to Grey list or Backlist IP/Subnet.

CSP WAF should be able to set a limit to maximum number of
simultaneous requests to the web server & should drop requests if the
number of requests exceed the threshold limit.

The WAF should be able to set a limit to maximum number of
simultaneous connections per IP. And should BAN the IP if the threshold
is violated.

m) CSP WAF should be able to set a limit to maximum length of path to URL.

n)

0)

p)

CSP WAF should be able to limit maximum size of request to Kilobytes.

CSP WAF should be able to limit maximum time in seconds for a client to
send its HTTP request.

CSP WAF should be able to BAN an IP for a customizable specified
amount of time if the HTTP request is too large.

CSP WAF should be able to limit maximum size of PUT request entity in
MB

The WAF should be able to close all the sessions of an IP if it is ban.

CSP WAF should be able to ban IP on every sort of attack detected and
the time span for ban should be customizable. There should be a custom
response for Ban IP.

The Dashboard should show a graphical representation of
1. Top 5 Attacked Websites.

1.  Top 5 Attacking IP.

. Top 5 Attack types.

iv.  Top 5 Attacked URLs.

For analysis purpose the Dashboard should contain following information:
1.  Number of requests to web server.

ii.  Number of attacks.

iii.  Number of Attackers.

iv.  Types of error messages and on. Of error messages sent to the users.

v.  Total Bytes sent during transaction
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4.3.3.11 Database support service

a) Installation, configuration, maintenance of the database (Cluster &
Standalone).

b) Regular health check-up of databases.

c¢) Regular monitoring of CPU & Memory utilization of database server, Alert
log monitoring & configuration of the alerts for errors.

d) Space monitoring for database table space, Index fragmentation monitoring
and rebuilding.

e) Performance tuning of Databases.

f) Partition creation & management of database objects, Archiving of
database objects on need basis.

g) Patching, upgrade & backup activity and restoring the database backup as
per defined interval.

h) Schedule/review the various backup and alert jobs.

1) Configuration, installation and maintenance of Automatic Storage
Management (ASM), capacity planning/sizing estimation of the Database
setup have to be provided and taken care by the Empanelled Agencies.

j) Setup, maintain and monitor the ‘Database replication’ / Physical standby
and Assess IT infrastructure up-gradation on need basis pertaining to
databases

4.3.3.12 Factory acceptance testing:

4.3.4

a) The functional performance test shall verify all features specified in
respective technical specifications of equipment/ systems along with cloud
services & software using selected communication paths.

b) The data exchange between central systems shall also be simulated in the
factory test environment. Contractor shall submit the documents for tests
and test procedures for approval of Utility.

Security

Further, commercial CSPs offer cloud services to multiple consumers. In such an
environment, the security controls and compliance to various standards (Including
ISO 27001, ISO 27017, and ISO 27018) should be verified by third party auditors.
Third-party certifications and evaluations provide assurance that effective physical
and logical security controls are in place.

Although, the Cloud Service Providers (CSPs) offer assurances of effective physical
and logical security controls through the third-party certifications such as ISO 27001,
ISO 27017, ISO 27018, etc. and also may provide a host of security services such as
encryption, web application firewall, etc., it is the responsibility of the Empanelled
Agencies to define the security services that need to be implemented for their
workloads depending on the nature of the applications / data hosted on the cloud.
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Now a days, CSPs offer tools and features to help consumers to meet their security
objectives concerning visibility, auditability, controllability, and agility. These tools
and features provide basic but important security measures such as Distributed
Denial of Service (DDoS) protection and password brute-force detection on CSP’s
accounts.

However, the following basic security features should be ensured by any CSP-
a) Strong encryption capabilities for data in transit or at rest
b) Firewalls — instance and subnet levels

c) Identity and Access Management (IAM): Control users' access to cloud services.
Create and manage users and groups, and grant or deny access

d) Managed Threat Detection: Managed threat detection service that provides you
with a more accurate and easy way to continuously monitor and protect your
cloud accounts and workloads

e) Managed DDoS Protection: Managed Distributed Denial of Service (DDoS)
protection service that safeguards web applications running on cloud.

f) Web Application Firewall: Helps protect your web applications from common
web exploits that could affect application availability, compromise security, or
consume excessive resources.

g) Key Management Service (KMS): Managed service that makes it easy for you
to create and control the encryption keys used to encrypt your data

h) Certificate Manager: Easily provision, manage, and deploy Secure Sockets
Layer/Transport Layer Security (SSL/TLS) certificates.

1) Cloud HSM: Meet regulatory compliance requirements for data security by
using dedicated Hardware Security Module (HSM) appliances within the
Cloud.

j) Inspector: Automated security assessment service that helps improve the
security and compliance of applications deployed on cloud

k) Organizations: Policy-based management for multiple consumer accounts.
With Organizations, you can create groups of accounts and then apply policies
to those groups.

CSPs also offers access to additional third-party security tools (e.g., IDS / IPS,
SIEM) to complement and enhance the consumers’ operations in the Cloud. The
third-party security tools complement existing Cloud services to enable consumers
to deploy a comprehensive security architecture. These security tools on cloud are
equivalent and identical to the existing controls in an on-premises environment.

The Empanelled Agencies needs to review and validate the security configurations,
review the notifications and patches released by the CSP and validate that the same
is being taken into consideration during operations, confirm that the audit trails (e.g.,
who is accessing the services, changes to the configurations, etc.) are captured for
supporting any downstream audits of the projects by the finance or audit
organization such as STQC.
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435  Reporting

Further, the Empanelled Agencies should insist on the following regular reporting
by CSP during the contract:

a) Availability of the cloud services being used

b) Summary of alerts that are automatically triggered by changes in the health of
those services.

¢) Summary of event-based alerts, providing proactive notifications of scheduled
activities, such as any changes to the infrastructure powering the cloud resources

d) Reports providing system-wide visibility into resource utilization, application
performance, and operational health through proactive monitoring (collect and
track metrics, collect and monitor log files, and set alarms) of the cloud resources

e) Auto-scaling rules and limits

f) In case of any un-authorized access, the Agency should provide logs of all user
activity within an account, with details including the identity of the API caller,
the time of the API call, the source IP address of the API caller, the request
parameters, and the response elements returned by the cloud service. This is
required to enable security analysis, resource change tracking, and compliance
auditing

g) Report of all the provisioned resources and view the configuration of each.
h) Summary of notifications, triggered each time a configuration changes
1) Incident Analysis in case of any un-authorized configuration changes.

j) Summary of alerts with respect to security configuration gaps such as overly
permissive access to certain compute instance ports and storage buckets,
minimal use of role segregation using Identity and Access Management (IAM),
and weak password policies

k) Summary of security assessment report that identifies the possible
improvements (prioritized by the severity) to the security and compliance of
applications deployed on cloud

1) Report on upcoming planned changes to provisioning, either possible
optimizations, if any, indicating how the underutilized services can be reduced
to optimize the overall spend, or required enhancements (e.g., upgrade to
additional storage) to meet the service levels defined in the EOL.

4.4 Database
441  Initial Database Generation
Development Tools

The Empanelled Agencies shall provide all necessary software tools for the
development and maintenance of the databases required for AMI application.

This tool shall be capable of managing the entire system database. The database
development software tool delivered with the system shall be used to generate,
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4.4.2

443

444

integrate and test the database. The system must support export of data into XML
format.

The database development tool shall facilitate exchange of both incremental and full
data in standard exchange format. The product should have facility to export and
import databases from different vendors applications.

Management

The database manager shall locate order, retrieve, update, insert, and delete data;
ensure database integrity; and provide backup and recovery of database files. The
database manager shall generate and modify all AMI application data by interfacing
with all database structures. In systems with a distributed database, the database
manager shall have access to all portions of the database wherever stored.

Execution of the database manager in any server of the system shall not interfere with
the on-line functions of AMI applications including the normal updating of each
server's real-time database. In a primary server, database editing shall be limited to
viewing functions, database documentation functions and functions that change the
contents but not the structure of the database. Editing the on-line database shall not
affect the operation of the primary/backup configuration.

The database manager shall include the mechanisms, in both interactive and batch
processing modes, to perform the following functions:

a) Add, modify and delete database items and data sources such as data links, and
local I/0.

b) Add, modify and delete application program data

c¢) Create a new database attribute or new database object
d) Resize the entire database or a subset of the database
e) Redefine the structure of any portion of the database.

The Empanelled Agencies shall be required to provide whether they require or
impose any particular hardware and database management techniques to achieve
above functionality.

Tracking Changes

The database manager utility shall maintain Audit trail files for all changes made by
all users (both online/off-line). The audit trails shall identify each change including
date and time stamp for each change and identify the user making the change. Audit
trail of past [1] year edit operations shall be maintained.

Integration

The System should support exchange of data from utility’s computerized billing &
collection, consumer indexing and asset mapping systems residing at different
Servers.
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4.5

Display Generation, Management and Integration (Display Management and
Reporting)

The Empaneled Agency shall provide necessary software tools preferably browser
based for the generation, management and Integration of AMI application displays.

The displays shall be generated and edited interactively using this display generation
software delivered with the system. All displays, symbols, segments, and user
interaction fields shall be maintained in libraries. The size of any library and the number
of libraries shall not be constrained by software. The display generator shall support the
creation, editing, and deletion of libraries, including copying of elements within a
library and copying of similar elements across libraries. Execution of the display
generator functions shall not interfere with the on-line AMI application functions.

Displays shall be generated in an interactive mode. The user shall be able to
interactively:

a) Develop display elements

b) Link display elements to the database via symbolic point names
c) Establish display element dynamics via database linkages

d) Define linkages to other displays and programs

e) Combine elements and linkages into display layers

f) Combine display layers into single displays.

All workstation features and all user interface features defined in this specification shall
be supported by the display generator software.

The display generator shall support the addition, deletion and modification of
segments, including the merging of one segment with another to create a new segment.

Displays shall not be limited by the size of the viewable area of the screen.

The displays shall be constructed from the display elements library. The display
definition shall allow displays to be sized to meet the requirements of the AMI
application for which they are used. The display generation software shall allow
unbroken viewing of the display image being built as the user extends the size of the
display beyond the screen size limits.

The display generator shall support the integration of new and edited displays into the
active display library. During an edit session, the display generation software shall
allow the user to store and recall a partial display. To protect against loss of display
work when a server fails, the current work shall be automatically saved every five
minutes (user adjustable) to an auxiliary memory file.

The display generator shall verify that the display is complete and error-free before
integrating the display into the active display library. It shall not be necessary to
regenerate any display following a complete or partial system or database generation
unless the database points linked to the display have been modified or deleted.

The system shall generate reports for all the modules in user-defined formats. The
system will have a graphical user interface with a capability for generating customized
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4.6

4.6.1

4.6.2

reports, apart from the regular ones mentioned above, as per the requirement of
management and operations staff. Display of statistical data shall be presented
additionally in graphical formats such as bar- graph/pie diagram etc. for convenience
of analysis.

Software Utilities

Empaneled Agency shall supply all software utilities used to develop and maintain
these software, whether or not specifically described by this Specification. The
software utilities shall operate on-line (in background mode) without jeopardizing
other application functions running concurrently. Utility software shall be accessible
from workstations, processor terminals and servers.

Auxiliary Memory Backup Utility

Software utility, to take back-up of auxiliary memory files of server and workstation
onto a user- selected archival device such as SAN, shall be installed. Backup shall be
maintained for the entire duration of contract period. The backup utility shall allow
for user selection of the files to be saved based on:

a) Server and workstation

b) File names (including directory and wildcard designations)
c) File creation or modification date and time

d) Whether or not the file was modified since the last backup.

Further a utility for taking image backup of auxiliary memory files of the Servers and
workstations shall be provided. The utility shall allow restoration of the
servers/workstation from this image backup without requiring any other software.
An image backup of the as built system of each of the Servers and workstations shall
be provided on a user-selected archival device such as SAN, which shall be used to
restore the system. Automatic full or incremental back up capability of selected
systems at user defined intervals shall be provided. It should be possible to restore or
recover any software/system at a selected time from backup.

On-Line Monitoring Diagnostics Utility

On-Line monitoring diagnostic programs shall be provided for verifying the
availability of the backup equipment and for limited testing of devices without
interfering with on-line operations of AMI application system or the failover
capability of the devices.

Redundant communication line interface equipment shall be tested by periodically
retrieving data over these lines and checking for the ability to communicate with the
redundant channel for any errors.

Designated backup server(s) and associated auxiliary memories shall be
automatically tested for proper operation to ensure they are ready if needed for a
failure over contingency. Any failure to perform diagnostic functions correctly shall
cause an alarm to be issued.
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4.6.3  Data Exchange Utilities

Facility of data export and import between this system and external systems shall be
provided through web services.

4.6.4  Other Utility Services
AMI Application management shall include the following utility services:

a) Loading and storage of information from labelled portable media storage units
as dictated by the requirements of this specification.

b) Preparation of .pdf output for the displays/reports available in the AMI
Application system. It should also be possible to export all the reports to any MS-
Office format.

¢) Displays and Reports for Web server -The Empanelled Agencies shall provide
utilities for preparing displays and reports suitable for Web publishing. These
utilities shall be used to generate, all required displays and reports from the
system displays and reports, automatically (without requiring rebuilding).

d) Online access to user and system manuals for all software products (e.g.,
Operating System and Relational Database Software) and AMI applications
shall be provided with computer system

e) Antivirus Software - All computers and firewalls shall be provided with the latest
antivirus software as on date of supply. The antivirus software shall have the
capability of having its virus definitions updated from time to time. The
Empanelled Agencies shall be responsible for the maintenance & update of the
antivirus software during the contract period.

f) Software Upgrade-The Empanelled Agencies shall be responsible for the
maintenance & update of the patches and signatures of operating system,
applications (AMI Applications) system and Web based System up to the
contract period.

g) Automated patch management and anti-virus tools shall be provided to expedite
the distributions of patches and virus definitions to the system using an
orchestration facility.

These tools should consider the possibility to use standardized configurations for IT
resources.

4.7  Cyber Security — General Guidance

Cyber security governance problems are unique as well as evolving therefore, they
cannot be dealt with a traditional approach. For establishing secure and resilient
Smart Meter systems, a standardized cybersecurity framework should be adopted by
the Empanelled Agencies in consultation with the Utility and relevant stakeholders.
The key elements of the cyber security framework must include:
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a)

b)

d)

Differentiation of stakeholders into broad categories to aid in proper distribution
of responsibilities among stakeholders and avoid overlapping

Defined set of responsibilities for each stakeholder group. As a result, the
decision-making process is streamlined, and proper management hierarchy is
established for handling the reported cyber-attacks. The roles and responsibilities
are divided into two groups:

1.  Cyber - strategy and governance: The responsibilities under this group
relates to the policy and decision-making aspects of cyber security
framework

ii.  Cyber security — risk, operations and compliance: This group comprises
of responsibilities relating to the operational parts of implementing cyber
security policies

Standardization of security practices and abundant guidance from knowledge
bodies while implementing security controls and processes. There are multiple
global security standards and Indian standards that are relevant in context of
underlying technologies used in smart meters:

1.  National Institute of Standards and Technology (NIST) has developed a
framework for Cyber Physical Systems (CPS). The Framework provides a
taxonomy and organization of analysis that allow the complex process of
studying, designing, and evolving CPS to be orderly and sufficiently
encompassing.

i1.  Department of Electronics and Information Technology (DeitY),
Government of India has developed a National Cyber Security Policy. It
aims at protecting the public and private infrastructure from cyber- attacks.
The policy also intends to safeguard "information, such as personal
information (of web users), financial and banking information and
sovereign data”.

Cyber security incident management: The ISO/IEC Standard 27035 outlines a
five-step process for security incident management, including:

1.  Prepare for handling incidents.

11.  Identify potential security incidents through monitoring and report all
incidents.

1.  Assess identified incidents to determine the appropriate next steps for
mitigating the risk.

1v.  Respond to the incident by containing, investigating, and resolving it

v.  Learn and document key takeaways from every incident

Notwithstanding the measures suggested above, the following guidelines/strategies
shall be taken care of by the Empaneled Agencies for making the entire AMI system
including the NOMC immune to Cyber Attacks.

a)

All the Hardware, OS and application software shall be hardened.
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4.8

g)

h)
i)

)
k)

D

m)

Application, scanning and hardware scanning tools shall be provided to identify
vulnerability & security threats.

Data shall be encrypted at system/device/technology level.

Network Zoning shall be implemented as per the proposed architecture.
However, the Empanelled Agencies may suggest other methods of network
architecture without compromising the security of the System.

Internal user shall be allowed to access all adjacent zones. However, they will
not have access to remote network zone.

While procuring cyber security items testing must be done and the system must
be secure by design.

Residual information risk shall be calculated by Empanelled Agencies and same
shall be submitted to the Utility for approval.

All default user id & passwords shall be changed.

All log in/out and cable plugs in/ out shall also be logged in Central Syslog
Server.

Penetration & Vulnerability assessment test from CERT-IN certified auditors
during SAT & Operations and Maintenance period before every release.

Auditing by third party during SAT and Bi-annually during operations and
maintenance period shall be in the scope of Empaneled Agency.

As the computer system in NOMC has access to external environment the
Empanelled Agencies shall document and implement Cyber Security Policy/Plan
in association with the Utility to secure the system.

Latest Cyber Security Guidelines issued by CERT-In specified at
http://www.cert-in.org.in/, Ministry of Power (including “Testing of all
equipment, components, and parts imported for use in the power Supply System
and Network in the country to check for any kind of embedded malware /trojans/
cyber threat and for adherence to Indian Standards — Regarding” vide Order No.
No0.9/16/2016-Trans-Part(2) published by Ministry of Power, Government of
India dated 18 November 2020 and amended from time to time) or any other
competent authority shall be followed.

Empanelled Agencies shall adhere with the appropriate security algorithm for
encryption and decryption as per established cyber security guidelines. For
smooth functioning of the entire system, it is essential that the Empanelled
Agencies shall provide in the form of a document enough details of such algorithm
including the mechanism of security key generation to the Utility. In case of
proprietary or secret mechanism, the same shall be kept in a secured escrow
account.

Data Privacy

Empaneled Agencies should describe ensure that the system is compliant with the
applicable provisions of the “Reasonable security practices and procedures and
sensitive personal data or information Rules, 2011 (IT Act)” as well as shall be
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committed to work with Utility for compliance to Personal Data Protection
requirements. In this regard, the general elements of the data privacy framework may
include:

a)

b)

<)

The Utility shall be the sole custodian of the Smart Meter data. The Empaneled
Agencies and its contracted vendors will have limited need basis access to the data.
In case of pre-mature termination or at the end of contract, the Empaneled
Agencies and the contracted vendors should relinquish all access to the data and
transfer the same to the Utility.

Empaneled Agencies is required to prepare and submit a “Privacy by Design”
document to the Utility which details out all the policies, practices, processes and
technologies employed to manage, and process the Smart Meter data in a secure
manner. This should also include the details on methods of anonymization applied
to the personal Smart Meter data based on data types defined below:

1. Aggregated Data: No identification individually and at neighborhood level
unless explicitly required to report

ii.  Anonymized Data: A data set which has individual Smart Meter data but
without any personally identifiable information like consumer name,
account number, address etc.

iii.  Personal Data: A data set with Smart Meter data tagged with personally
identifiable information.

AMI system should enable the Utility to get the consumer consent on sharing and
processing of Smart Meter data based on following criteria

1. Consumer consent not required

1) If any type of Smart Meter data is processed by the Ultility or a third
party on behalf of Utility for the purpose of generating bills, identifying
theft, network planning, load forecasting or any related activities that
can enable the Utility to fulfil its duty as a licensee.

2) If any type of Smart Meter data is requested by the law enforcement
agencies.

3) If aggregated or anonymized data is shared with not-for-profit
academics, policy research, civil society entities for research that can
benefit the sector in general.

ii.  Opt-out consumer consent

1) Ifany type of smart meter data is shared with or processed by any third-
party commercial entity to provide services other than as enabled by
regulation. In this case, the AMI system should enable the Utility to
conduct the following consumer consent process

e Consumer should be notified and given a time to opt-out

e Consumer should have the right to change his/her option through
the app/web account/direct communication to Utility.
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d) AMI system should enable following Data sharing protocol

1.  Data should be shared by providing finite and secure access to the
system. The access can be modified or terminated as need be.

ii.  Sharing of part/full database shall be subject to review and consent of
Utility.
e) All data sharing shall be recorded and periodically submitted to utility for review/
regulatory requirement

f) Empaneled Agencies should have a data breach response plan and should
communicate to the utility and consumers in case of any data breach from AMI
system

g) Empaneled Agencies is responsible to conduct 3rd party data privacy audit at least
once every year based on evaluation criteria pre-identified by the Utility in
consultation with data experts. The audit report should be made available to
Utility. Empaneled Agencies to take necessary actions on audit observations in
consultation with the utility.

5. TESTING REQUIREMENT

a) For pluggable NIC modules, the type tests shall be carried out with the NIC module
integrated in the Test bench and DCUs being supplied under the project.

b) Type Tests and Data Exchange Protocol Tests shall be certified or performed by
nationally/internationally reputed laboratories using material and equipment data sheets
and test procedures that have been developed for the project. The test procedures shall be
formatted as in the specifications and shall include a complete list of the applicable
reference standards before commencement of test (s).

c) Firstly, the supplier shall have to conduct the following Meter Configurations :-

1.  RTC Sync
11.  Demand integration period

1i.  Profile capture grid

iv.  Activity calendar TOU
v. Load Limit

vi. LLS and HLS security keys

vii.  MD Reset

d) Secondly, based on the meter on test bench (10 Meters approx.) and random data fed in
the same, the following tests to be conducted : -

Data Type Performance Requirement

1. Load Profile Data Read
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Data Type

Performance Requirement

One-month block load profile for installed
meters

From 100% of the meters in 12 hours
after the midnight

2. Billing Profile Data Read

Billing profile data for installed meters

From 100% of the meters in 12 hours
after the midnight

3. On-Demand Remote reads of meters

Collection of 7 days of interval energy data
and the current total accumulated energy
from a selected individual meter

Within 2 minutes

4. Remote connect / disconnect

Action to response for individual meter

Less than 3 mins

5. Ping Response with acknowledgement/ response for selected meters

For installed meters

Action performed at 100% of meters
within [5] minute; and

For an individual meter

Action performed within 3 seconds

6. Meter loss and restoration of supply

Receiving of alert for all affected AMI meters

Alert to be received within 3 minutes for
60% of meters

7. Meter Tamper Alerts

Receiving of alert for an individual meter

Alert to be received within 3 minutes

8. Power Quality Alerts

Receiving of alert for an individual meter

Alert to be received within 5 minutes

9. Firmware upgrade with acknowledgement

For meters on Test Bench

Action performed at all of meters within
[18] hours
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Data Type

Performance Requirement

Action performed at 99.9% of meters
within [24] hours

10. Remotely altering settings in meter

For installed AMI meters (for a batch of at
least 20% of installed base)

Action performed at 100% of meters
within [8] hours; and

Action performed at 100% of meters
within [24] hours

11. Remotely read events logs

For reading the full event log for installed
AMI meter

Action performed at 90% of meters
within [30] minutes; and

Action performed at 100% of meters
within 1 hour; and

12. Computation of Billing Determinants

For all installed meters

Action performed in [2] hours

13. Prepaid Recharge

Payment success to consumer
acknowledgement

Within 5 mins

Payment success to meter update

e From 90% of meters within 30
minutes

e From 100% of meters within 1 (one)
hour

14. Disaster Recovery Capability

Recovery Time Objective (RTO)

[4 hours] as agreed

Recovery Point Objective (RPO)

[2 hours] as agreed

15. On-Demand Remote reads of meters
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Data Type Performance Requirement

Collection of 7 days interval energy data and
the current total accumulated energy from
meter on test bench

90% complete within 2 hrs
100% complete within 4 hrs

16. Loss and Restoration of Electricity

Alert with come from 60% of meters in 5

Supply shall be removed from all the meters )
minutes

17. Tamper Alert

One of the tamper shall be triggered Tamper alert shall come within 5 minutes

a)

b)

c)

d)

g)

6. TERMS OF CONTRACT

The EOI shall empanel the vendors initially for 1 year extendable up to 1 year on the
same Terms and Conditions.

The Period of engagement shall be as per the definitive agreement executed for project at
hand and shall be not less than 120 months.

The Bidder shall have to adhere to the minimum requirement of SBD v4 of AMISP floated
by REC Ltd. and its amendments issued thereafter. Furthermore, the Bidder shall have to
conform to the requirements of Utility specifications pertaining to the project.

The Service Provider shall have to sign Contract/ Agreements and provide Contract
related Forms, PO/WO etc, Performance/Client Certificates and other
technical/commercial/statutory documentation at no cost to RECPDCL with respect to
the documents to be submitted during submission of tenders or during the duration of
contract, if in case work 1s awarded to the Bidder as requested from time-to-time with. For
clarity, the documents required shall be in line with the requirements as per the of the
AMISP SBD v4 meant to participate in various AMISP tenders and to execute AMISP
contracts and implement the AMI projects.

RECPDCL shall be usage the credentials of empaneled agency for the purpose of bid
submission for various AMISP projects. In case any new documentation is required, the
same shall be sought by RECPDCL on case-to-case basis.

The Empaneled agency shall have to enter into agreement with RECPDCL as per Form-
23 of SBD v4 and issue Form-22 of SBD v4 to enable RECPDCL to bid for various
AMISP projects from time to time.

RECPDCL is also in the process of Empanelling Meter Manufacturers and MDM with
SI service provider. The HES and Communication Infrastructure Service Providers shall
have the responsibility to integrate their HES and Communication Infrastructure with all
the meter manufacturers and MDMS system providers empanelled under this EOL
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h)

)

k)
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Accordingly, all Service Providers of HES and Communication Infrastructure applying
under this EOI shall be required to extend all possible support to Meter Manufacturers
and MDM system provider engaged under separate EOI for integration of their HES and
Communication Infrastructure with meter manufacturers and MDMS system providers.
This envisages that all meter makes are integrated with all meter manufacturers and
MDMS system providers empaneled by RECPDCL. It shall be responsibility of all HES
service providers to integrate with all meter makes and MDMs empaneled by RECPDCL.

Post preliminary empanelment, RECPDCL shall provide 7 working days among all the
parties (meter manufacturers and HES and Communication Infrastructure Service
Providers along with and MDMS system providers) to integrate their respective
component. No cost shall be paid by RECPDCL to either parties for this integration.
Additional integration shall also have to be performed on project-to-project basis.

The HES & Communication Infrastructure and MDMS & Smart Meter integration is a
precursor activity for the empanelled vendors before calling for Financial Quotations.

The Empaneled Agency shall onboard the Communication System Provider, in case
Cellular network is required.

Based on above activities, RECPDCL shall participate in AMISP tender. The Bidder shall
have to provide quotations for smart meters as requested from time-to-time by RECPDCL
in line with Annexure B. The financial quotation shall be valid till the end of bid validity
period of AMISP tender at hand. In case the bidder doesn’t reply within stipulated time
period, RECDPCL shall proceed with other bidders.

The communication technology to be offered for an AMISP Project shall be under the
scope of the Empanelled Agencies. The communication technology thus offered shall
maintain the SLAs as required by SBD version 4 and its amendments. There might be
additional SLA standards required by Utility which shall have to be adhered by the
Empanelled Agencies.

m) RECPDCL shall sign Definitive Agreement with the empanelled agencies on case-to-case

basis on successful award of AMISP contract to RECPDCL.

n) In case RECPDCL is successfully awarded an AMISP contract, RECPDCL shall award

0)

the same to the empaneled HES and Communication Infra service provider based on the
L1 quote. RECPDCL in interest of project and priorities of DISCOM may vary the
quantity of allocation during the execution of project or involve one or more HES service
provider in a given project at hand.

Payment Terms:

a. 25% - Successful integration of HES system on site with MDM system and Meter
Manufacturer empaneled by RECPDCL which are as follows:

1. 5% - Conduct of successful VAPT of AMISP system inclusive of Meter and
MDM solution

ii. 5% - Conduct of Third Party Cyber Audit (the third party shall be appointed
by RECPDCL)

1i1.  10% - Successful integration and SAT of HES system on site with MDM
system and Meter Manufacturer empaneled by RECPDCL.
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b. 5% - At the time of Project Go-Live
c. 70% - Equal Monthly instalments during O&M Phase.

p) RECPDCL shall keep a Performance Bank Guarantee at the time of Contract Agreement,
the amount and validity of PBG shall be in line with AMISP Contract and shall be
proportionate with AMISP PBG.

q) Atthe end of installation milestone of AMISP Project, 27 Months, 10% retention shall be
released at the submission of equivalent Bank Guarantee.
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Annexure A — Covering Letter

[Reference No.]

From:

[Address of the Bidder]
[Telephone No., Fax No., Email]
[Date]

To:
[RECPDCL]
[Address]

Sub: EOI for providing HES and Communication Infrastructure for Advance
Metering Infrastructure (AMI) Prepaid Solution

Ref: [Tender Details]

Dear Sir/ Madam,

We, the undersigned ................ [Insert name of the Bidder/ having read, examined and
understood in detail the EOI for providing HES and Communication Infrastructure for
Advance Metering Infrastructure (AMI) Prepaid Solution basis hereby submit our Bid
comprising of Technical Bid.

1. We give our unconditional acceptance to the EOI including but not limited to all its
instructions, terms and conditions, and formats attached thereto, issued by RECPDCL,
as amended. In token of our acceptance to the EOI, the same have been initialed by us
and enclosed to the Bid. We shall ensure that our Consortium shall execute such
requirements as per the provisions of the EOI and provisions of such EOI shall be binding
on us.

2. Fulfilment of Eligibility

We undertake that we fulfil the Qualifying Criteria stipulated in the EOI and fulfil all the
eligibility requirements as the Bidder as outlined in the EOI.

3. No Deviation

We have submitted our Bid strictly as per terms and formats of the EOI, without any
deviations, conditions and without mentioning any assumptions or notes in the said format.

4. Acceptance

We hereby unconditionally and irrevocably agree and accept that the decision made by
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RECPDCL in respect of any matter regarding or arising out of the EOI shall be binding on
us. We hereby expressly waive any and all claims in respect of Bid process.

We confirm that there are no litigations or disputes against us, which materially affect our
ability to fulfil our obligations with regard to fulfilling our obligations as per the EOL.

5. Familiarity with Relevant Indian Laws and Regulations

We confirm that we have studied the provisions of the relevant Indian laws and regulations
as required to enable us to submit this Bid and execute the EOI Documents, in the event of
our selection as Selected Bidder. We further undertake and agree that all such factors as
mentioned in the EOI and have been fully examined and considered while submitting the
Bid.

6. Compliance with applicable laws/ guidelines for public procurement in India

We confirm that we shall adhere to applicable laws for public procurement in India including
the guidelines issued in Order No. F/No.6/18/2019-PPD by Ministry of Finance,
Department of Expenditure, Public Procurement Division dated 23 July 2020, Order No
No0.9/16/2016-Trans-Part (2) dated 18 November 2020, latest Government of India
Guidelines for Make in India, Domestically manufactured products, Atmanirbhar Bharat and
circulars DIPP Office Memorandum No. P-45021/2/2017-PP (BE-II) date:16th Sept. 2020,
MeitY Circular No.1(10)/2017-CLES dated 06.12.2019 and Order No. 11/05/2018-Coord.
by the Ministry of Power dated 17 September 2020 including any amendments or
modifications to the same from time to time.

7. Contact Person

Details of the contact person representing Bidder (registered Company) for the EOI are
furnished as under:

Name: ..o
Designation: .........oouiiiiii i
COMPANY: .ottt
AdddIeSS: .o
MODILE: ..
Phone: ..o

FaX: oo

Email: oo

1. We are submitting herewith the Bid containing duly signed formats, both in electronic
and physical forms, (duly attested) as desired by you in the EOI for your consideration.

8. It is confirmed that our Bid is consistent with all the requirements of submission as stated
in the EOI and subsequent communications from RECPDCL.

9. The information submitted in our Bid is complete, strictly as per the requirements
stipulated in the EOI and is correct to the best of our knowledge and understanding. We
would be solely responsible for any errors or omissions in our Bid.
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10. We confirm that all the terms and conditions of our Bid are valid for acceptance for a
period of 1 (one) year from the Bid Submission Deadline.

11. We confirm that we have not taken any material deviation so as to be deemed non-
responsive with respect to the provisions stipulated in the EOI.

12. We confirm that no order/ ruling has been passed by any Competent Court or
Appropriate Commission against us or any of our Consortium Members or in the
preceding 1 (one) year from the Bid Submission Deadline for breach of any contract and
that the Bid Security submitted by us or any of our Consortium Members has not been
forfeited, either partly or wholly, in any bid process in the preceding 1 (one) year from the
Bid Submission Deadline.

13. We confirm that we are not currently blacklisted/debarred/banned/suspended as per
clause 5 under Section 4 of this EOI.

14. A brief information regarding Sole/Lead Bidder is as follows:

S. No. Information Requirement Details
1 Company Name and Details
2 Address of its place of business in India
3 List of board of directors or regulating/controlling body
4 Attested copy of Certificate of Registration/

Incorporation issued by the Registrar of Companies

5 Memorandum and Articles of Association or document
constituting the company and regulating its affairs

6 Certificate of Commencement of Business issued by the
Registrar of Companies

7 Copy of the Goods and Services Tax (GST) Registration
Certificate

8 Provident Fund (PF) Certificate indicating PF Code

9 Copy of Permanent Account Number (PAN) Card

10 Copy of the Goods and Services Tax (GST) Registration
Certificate

11 Audited annual financial statements and financial Net
worth for the last three years

12 Any other papers or documents required by PIA at a later
stage or in future
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We are submitting the relevant documents as proof of above declaration.

Dated the ................ [Insert date of the month] day of ................ [Insert month, year| at
................ [Insert place].

Thanking you,

Yours Sincerely,

[Insert Signature here]

[Insert Name here]

[Insert Designation here]
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Annexure B — Draft Format for Request for Quotation

Letter No.:

To:

[Name of Authorized Person]
[Address of the Bidder]
[Telephone No., Fax No., Email]
[Date]

Sub: Request for Quotation (RfQ) under EOI NO: RECPDCL/SM/2024-25/002

Sir,

In line with the governance of EOI preferred in the subject line, you are requested to send
your quotation for supply of smart meters under the following categories for their
respective quantities.

Sr. No. | Category Quantity Price

1. Number of Consumers

The terms and conditions of the EOI shall prevail viz-a-viz, technical specifications,
timelines, splitting among others. You are requested to submit your financial offer in a
sealed envelope to the signatory of this letter within three (3) working days of this letter.

Looking forward towards an early reply.

Annexure: Draft Category — wise specification of Smart Meters
Your sincerely,

[Name of HoD Smart Metering]

[Designation]
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Annexure C — Record of Similar Work Done

Confirm
Name of PO/ WO attachment
Technically Rela.tllfltll:hlp Date of PO/| Contract C No. of Description Value COI}I a(l)lf .
Evaluated Wit e WO Period onsumer, of Work attachment | Installation
S. No. . Bidder Nodes, etc. (InINR) |of PO/ WO| Milestone/
Entity (ies) .
execution
certificate
1.
2.
3.
4.
5.
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Annexure D — Consortium Agreement

[To be on non-judicial stamp paper of Rupees One Hundred Only (INR 100/ -) or appropriate value
as per Stamp Act relevant to place of execution, duly signed on each page. Foreign entities submitting
Bid are required to follow the applicable law in their country.]

FORM OF CONSORTIUM AGREEMENT BETWEEN

MYSe i , MY/S. , M/s.
.......................................... , AND M/s. ..cccoeevvvvvviiiciieeeeee ... for empanelment for
EOI No. [Tender Details] (the “EOI”) dated [Date]

1. THIS Consortium Agreement (hereinafter referred to as “Agreement”) executed on this

.......... [date] day of .......... [month], .......... [year] between
2. M/S. i , a company incorporated under the laws of
.................... and having its Registered Office at ........................ccevunveeenn....., (hereinafter

called "Party 1,” or “Lead Consortium Member” which expression shall include its
successors, executors and permitted assigns);

3. M/S. , a company incorporated under the laws of
.................... and having its Registered Office at ......................eceevvvenneeenee...., (hereinafter
called "Party 2,” which expression shall include its successors, executors and permitted
assigns);

4, M/S. o, , a company incorporated under the laws of
.................... and having its Registered Office at ........................ccevvvneeeenee...., (hereinafter
called "Party 3,” which expression shall include its successors, executors and permitted
assigns);

6. M/S. i , a company incorporated under the laws of
.................... and having its Registered Office at ........................ccevvvneeeenee...., (hereinafter
called "Party n,” which expression shall include its successors, executors and permitted
assigns);

[The Empanelment Consortium should list the name, address of its registered office and other details of
all the Consortium Members above.]

WHEREAS the Parties abovenamed are entering into this Consortium Agreement for the
purpose of submitting the Bid in response to the EOI and in the event of selection as Selected
Bidder to comply with the requirements as specified in the EOI and ensure execution of the
Contract as may be required to be entered into with RECPDCL.

Party 1, Party 2, Party 3, ... and Party n are hereinafter collectively referred to as the “Parties”
and individually as a “Party.

WHEREAS the EOI stipulates that the Bidders applying as an Empanelment Consortium
shall submit a legally enforceable Consortium Agreement in a format specified in the EOI,
whereby each Consortium Member undertakes to be liable for its Roles and Responsibilities,
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provide necessary guarantees and pay required fees as required as per the provisions of the
EQI, as specified herein.

WHEREAS any capitalized term in this Agreement shall have the meaning ascribed to such
term in the EOI document.

NOW THEREFORE, THIS AGREEMENT WITNESSTH AS UNDER:

In consideration of the above premises and agreement all the Parties in this Consortium do
hereby mutually agree as follows:

1.

In consideration of the selection of the Consortium as the Empanelment Consortium by
Utility, we the Members of the Consortium and Parties to the Consortium Agreement do

hereby unequivocally agree that M/S.......ccceeeeiiiiiiiiiiieeeiiiiiiciee e [Insert name
of the Lead Member]/, shall act as the Lead Member as defined in the EOI for self and agent
for and on behalf of M/s. .......ovvviiiiiiiiiiiiiiiiiiiiiiiiii s IMI/S. i

MYS. i ,and M/s. oo, [the names of all

the other Members of the Consortium to be filled in here].

The Lead Consortium Member is hereby authorized by the Members of Consortium and
Parties to the Consortium Agreement to bind the Consortium and receive instructions for
and on behalf of all Members. The Roles and Responsibilities of all other members shall
be as per the Annexure to this Agreement.

In the event the Consortium is selected pursuant to the Empanelment Process, the
shareholding of all each of the Consortium Members during the entire time of
empanelment in the Consortium shall be as under:

Name of the
Empanelment Name of the Relationship
S Company/ Member Company v]s;lig:lf;)l/e % of equity
’ in investing in the participation in the
No. equity of the Member of the
case of a SPV Empanelment SPV
Empanelment Consortium
Consortium
1. |Lead Consortium (Not Less than 51%)
Members
2. | Consortium Member (Not Less than 10%)
1
3. | Consortium Member (Not Less than 10%)
2
4. | Consortium Member (Not Less than 10%)
3
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5. | Consortium Member (Not Less than 10%)
4

10.

11.

12.

13.

Each Consortium Member undertakes to be individually liable for the performance of its
part of the Roles and Responsibilities without in any way limiting the scope of collective
liability envisaged in this Agreement in order to meet the requirements and obligations of
the EOI. The Lead Consortium Member shall be liable and responsible for ensuring the
individual and collective commitment of each of the Members of the Consortium in
discharging all their respective Roles and Responsibilities.

In case of any breach of any of the commitment as specified under this Agreement by any
of the Consortium Members, the Lead Consortium Member of the Consortium shall be
liable to meet the obligations as defined under the EOL.

Except as specified in the Agreement, it is agreed that sharing of responsibilities as
aforesaid and obligations thereto shall not in any way be a limitation of responsibility of
the Lead Member under these presents.

The Members expressly agree to adhere to all the terms and conditions of the EOI and
confirm that we don’t have any Conflict of Interest (as defined in the EOI).

This Consortium Agreement shall be construed and interpreted in accordance with the
Laws of India and Courts at [Place] shall have the exclusive jurisdiction in all matters
relating thereto and arising there under.

It is hereby agreed that the Lead Consortium Member shall furnish the Bid Security, as
stipulated in the EOI, on behalf of the Empanelment Consortium.

It is hereby agreed that in case of selection of Empanelment Consortium as the AMISP,
the Parties to this Consortium Agreement do hereby agree that they shall furnish the
Performance Security and other commitments to Utility as stipulated in the EOI and
AMISP Contract. The Lead Member shall be responsible for ensuring the submission of
the Performance Security and other commitments on behalf of all the Consortium
Members.

It is further expressly agreed that the Consortium Agreement shall be irrevocable and, for
the AMISP, shall remain valid over the term of the Project, unless expressly agreed to the
contrary by Ultility.

The Lead Consortium Member is authorized and shall be fully responsible for the
accuracy and veracity of the representations and information submitted by the
Consortium Members respectively from time to time in response to the EOI for the
purposes of the Bid. The representation by the Lead Member shall be deemed to be on
behalf of and binding on all members of the Consortium.

It is expressly understood and agreed between the Members of the Consortium and Parties
that the responsibilities and obligations of each of the Members shall be as delineated as
annexed hereto as Annexure-A forming integral part of this Agreement. It is further agreed
by the Members that the above sharing of responsibilities and obligations shall not in any
way be a limitation of responsibilities and liabilities of the Members, with regards to all
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matters relating to the execution of the Bid and implementation of the Project envisaged
in the EOI Documents.

14. Tt is clearly agreed that the Lead Consortium Member shall ensure performance indicated
in the EOI In the event one or more Consortium Members fail to perform its/ their
respective obligations, the same shall be deemed to be a default by all the Consortium
Members.

15. It is hereby expressly agreed between the Parties to this Consortium Agreement that
neither Party shall assign or delegate or subcontract its rights, duties or obligations under
this Agreement to any person or entity except with prior written consent of Utility.

16. This Consortium Agreement:

a) has been duly executed and delivered on behalf of each Party hereto and constitutes
the legal, valid, binding and enforceable obligation of each such Party;

b) sets forth the entire understanding of the Parties hereto with respect to the subject
matter hereof; and

c) may not be amended or modified except in writing signed by each of the Parties and
with prior written consent of Utility.

FOr M/s. oo
Common Seal Of ........c.ccccovvveveeennn. (Party 1)
has been affixed in my/ our presence

' [Signature of Authorized Representative]
pursuant to Board Resolution dated

[Name of the Authorized Representative]

[Designation of the Authorized Representative|

Witness 1

[Signature of Witness 1]

Designation

Witness 2

[Signature of Witness 2]

56 | Page



Designation:

N. Common Seal of | For  M/s. i
.................................. has been affixed | (Party N)
in my/ our presence pursuant to Board

. Sionature of Authorized Representative,
Resolution dated ..................... [Sig f P /

[Name of the Authorized Representative]
[Designation of the Authorized Representative]

N.1. Witness 1 N.2. Witness 2
[Signature of Witness 1] [Signature of Witness 1]
Name
Name: Designation:
Designation:
Annexure-1

Role and Responsibility of each Member of the Consortium:

1. Roles and Responsibilities of the Party 1 (Lead Consortium Member):
2. Roles and Responsibilities of the Party 2

3. Roles and Responsibilities of the Party 3

N. Roles and Responsibilities of the Party N

57| Page



Data Type

Annexure E — SLA penalties

Performance
Requirement

(Averaged over a
month)’

SLA Penalty
Calculation (For
understanding purpose

only)

A. Scheduled Tasks

1. Scheduled Interval data readings

Periodic collection
of the interval load
profile data for the
2

day

From 95% of
meters within 8
hours

Deduction of 0.2% of
AMISP Service Charge
for every 1% or part
there of capped at 1%

penalty

Maximum Penalty of
1% if action takes place
for <91% of meters

2. Scheduled Interval data readings

Periodic collection

of the interval load

profile data for the
day’

From 98% of
meters within 12
hours

Deduction of 0.2% of
AMISP Service Charge
for every 1% or part
there of capped at 1%

penalty

Maximum Penalty of
1% if action takes place
for <94% of meters

3. Scheduled daily meter readings

Previous days™
interval energy
and total
accumulated
energy

From 99.5% of
meters within 24
hours after
midnight

Deduction of 0.2% of
AMISP Service Charge
for every 1% or part
there of capped at 2%

penalty

Maximum Penalty of
2% if action takes place
for <90.5% of meters

4. Scheduled billing profile data for the bill period

Collection of
billing data for the
bill period

From 99.5% of
meters within 72
hours of the
scheduled periodic
collection/ end of
the billing period
and From
remaining 0.5% of

Deduction of 0.5% of
AMISP Service Charge
for every 0.5% or part
there of capped at 3%

penalty

Maximum Penalty of
3% if action takes place
for <97.5% of meters

! Local intervention allowed to achieve SLAs

2 Assuming interval of 30 minutes. <In case, Utility aims to change the interval, accordingly the performance
requirement may need to be changed>

3 Assuming interval of 30 minutes. <In case, Utility aims to change the interval, accordingly the performance
requirement may need to be changed>

4 All previous days from the last billing cycle
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Data Type

Performance
Requirement

(Averaged over a

SLA Penalty
Calculation (For
understanding purpose

only)

month)’

meters within 168
hours of the
scheduled periodic
collection/ end of
the billing period.
Please refer to
Annexure K for
the billing
schedule

B. Remote Actions / tasks performed by AMI System

5. For remote connect/disconnect with acknowledgement/ response for selected meters

Remote connect /
disconnect of the
AMI meters

Action performed
at 90% of meters
within 15 minutes

Deduction of 0.5% of
AMISP Service Charge
for every 0.5% or part
there of capped at 2.0%

penalty

Maximum Penalty of
2.0% if within 15
minutes, delivery takes
place for <88.5% of
meters

6. For remote connect/disconnect wit

h acknowledgement/ response for selected meters

Remote connect /
disconnect of the
AMI meters

Action performed
99.5% of meters
within 6 hours

Deduction of 0.25% of
AMISP Service Charge
for every 0.5% or part
there of capped at 1.0%

penalty

Maximum Penalty of

1.0% if within 6 hours,

delivery takes place for
<98% of meters

C. System Availability

7. Availability of AMI System per month

Auvailability of
AMI System per
month

>99.5%

Deduction of 0.4% of
AMISP Service Charge
for every 0.5% or part
there of reduction in
availability capped at
4.0% penalty

Maximum penalty of
4% shall be deducted
when system availability
1s <95.0%
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Form 22: Manufacturer Authorization Form (MAF)
(On Letterhead of Bidders)

To:

[RECPDCL]
[Address]

Dear Sir/Ma’am,

We [insert: name of Manufacturer] who are established and reputable manufacturers of [insert: name
and/or description of the plant & equipment] having production facilities at [insert: address of factory]
do hereby authorize [insert: name & address of Bidder] (hereinafter, the “Bidder”) to submit a bid,
and subsequently negotiate and sign the Contract with you against [insert: title and reference number
of Invitation for Bids] including the above goods and services.

We hereby extend our full guarantee and warranty for the above specified plant & equipment materials
or other goods offered supporting the supply, installation, commissioning and achieving of
Operational Go-live of the plant by the Bidder against these Bidding Documents, and duly authorize
said Bidder to act on our behalf in fulfilling these guarantee and warranty obligations. We also hereby
declare that we and ............... , [insert: name of the Bidder] have entered into a formal relationship
in which, during the duration of the Contract (including warranty / defects liability) we, the
Manufacturer or Producer, will make our technical and engineering staff fully available to the
technical and engineering staff of the successful Bidder to assist that Bidder, on a reasonable and best
effort basis, in the performance of all its obligations to the Purchaser under the Contract.

For and on behalf of [insert: name of Manufacturer]

Signed:

Date:

In the capacity of [insert: title of position or other appropriate designation] and this should be signed
by a person having the power of attorney to legal bind the manufacturer.

Date:.....cccooovvnn.

Place:................... (S1gNALUTE)....ooiieiiiiiiiiiie e
(Printed NAmMe)........coooovvviieeeeeieeieeee e e

(DesiNation).........eeeeeiririireeneeeiiiiieeeeeeeeiiee e e eeeeaiaans
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(Common Seal).........c.ooiiiiiiieeeiieiie e
Note:

1. The letter of Undertaking should be on the letterhead of the Manufacturer and should be signed by
a person competent and having Power of Attorney to legally bind the Manufacturer. It shall be
included by the Bidder in its bid.

2. Above undertaking shall be registered or notarized so as to be legally enforceable.
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Form 23: Format of Agreement to be entered by sub-contractors with the
sole bidder / lead member of a Bidding Consortium

[To be on non-judicial stamp paper of Rupees One Hundred Only (INR 100/-) or appropriate value as per Stamp
Act relevant to place of execution, duly signed on each page. Foreign entities submitting Bid are required to follow
the applicable law in their country.]

FORM OF AGREEMENT BETWEEN

MY7S. i, JAND MYS. e, for bidding for Tender No.
[Tender Details] (the “EOI”) dated [Date] as per its Clause 4.3.2

1. THIS Agreement (hereinafter referred to as “Agreement”) executed on this .......... [date] day of
.......... [month], .......... [year] between

2. M/S. i , a company incorporated under the laws of .................... and
having its Registered Office at....................ccoevvviviiiiiivnnnn. , (hereinafter called "Party 1,” or “Lead

Consortium Member” or “Sole Bidder” which expression shall include its successors, executors
and permitted assigns);

30 MY/Se i , a company incorporated under the laws of ................... and
having its Registered Office at ..............cceooviviiieeeiiiiinnnnn... , (hereinafter called "Party 2,” or “Sub-
contractor” which expression shall include its successors, executors and permitted assigns);

[The Sub-contractor should list the name, address of its registered office and other details above.]

WHEREAS the Parties abovenamed are entering into this Agreement for the purpose of submitting
the Bid in response to the EOI and in the event of selection as Selected Bidder to comply with the
requirements as specified in the EOI and ensure execution of the AMISP Contract as may be required
to be entered into with Utility.

Party 1, and Party 2, are hereinafter collectively referred to as the “Parties” and individually as a
“Party.

WHEREAS the EOI stipulates that the sub-contractors shall submit a legally enforceable Agreement
in a format specified in the EOI, whereby each sub-contractor undertakes to be liable for its Roles and
Responsibilities, provide necessary guarantees and pay required fees as required as per the provisions
of the EQI, as specified herein.

WHEREAS any capitalized term in this Agreement shall have the meaning ascribed to such term in
the EOI document.

NOW THEREFORE, THIS AGREEMENT WITNESSTH AS UNDER:
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In consideration of the above premises and agreement all the Parties in this Consortium do hereby
mutually agree as follows:

1.

10.

In consideration of the selection of the bidder by the Utility, we as the sub-contractor to the sole
bidder/ lead member of the bidding Consortium and Party to this Agreement do hereby

unequivocally agree that M/S............oovvvimiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeens [Insert name of the Sole
bidder/ Lead Member of the bidding consortium], shall act as the Lead Member as defined in the EOI
for self and agent for and on behalf of M/s. .............oeoiiiiiiiiiiiiiiiiiien, , [the name of the sub-

contractor to be filled in here].

The Roles and Responsibilities of the sub-contractor shall be as per the Annexure to this
Agreement.

Th sub-contractor undertakes to be individually liable for the performance of its part of the Roles
and Responsibilities without in any way limiting the scope of collective liability envisaged in this
Agreement in order to meet the requirements and obligations of the EOI. The Sole bidder/ Lead
Consortium Member shall be liable and responsible for ensuring the individual and collective
commitment of the sub-contractor in discharging their respective Roles and Responsibilities.

In case of any breach of any of the commitment as specified under this Agreement by the sub-
contractor, the Sole bidder/ Lead Consortium Member shall be liable to meet the obligations as
defined under the EOI.

Except as specified in the Agreement, it is agreed that sharing of responsibilities as aforesaid and
obligations thereto shall not in any way be a limitation of responsibility of the Sole bidder/ Lead
Consortium Member under these presents.

The Members expressly agree to adhere to all the terms and conditions of the EOI and confirm
that we don’t have any Conflict of Interest (as defined in the EOI).

This Agreement shall be construed and interpreted in accordance with the Laws of India and
Courts at [Place] shall have the exclusive jurisdiction in all matters relating thereto and arising
there under.

It is further expressly agreed that the Agreement shall be irrevocable and, for the AMISP, shall
remain valid over the term of the Project, unless expressly agreed to the contrary by Utility.

The Sole bidder/ Lead Consortium Member is authorized and shall be fully responsible for the
accuracy and veracity of the representations and information submitted by the Sub-contractor
respectively from time to time in response to the EOI for the purposes of the Bid. The
representation by the Sole bidder/ Lead Consortium Member shall be deemed to be on behalf of
and binding on the sub-contractor.

It is expressly understood and agreed between the Sole bidder/ lead consortium member and the
sub-contractor that the responsibilities and obligations of each of the Members shall be as
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delineated as annexed hereto as Annexure-A forming integral part of this Agreement. It is further
agreed by the Members that the above sharing of responsibilities and obligations shall not in any
way be a limitation of responsibilities and liabilities of the Members, with regards to all matters
relating to the execution of the Bid and implementation of the Project envisaged in the EOI
Documents.

11. It is clearly agreed that the Sole Bidder/ Lead Consortium Member shall ensure performance
indicated in the EOI. In the event the sub-contractor fails to perform its/ their respective
obligations, the same shall be deemed to be a default by the Sole Bidder/ Lead Consortium
Member.

12. Ttis hereby expressly agreed between the Parties to this Agreement that neither Party shall assign
or delegate or subcontract its rights, duties or obligations under this Agreement to any person or
entity except with prior written consent of Utility.

13. This Agreement:

a) hasbeen duly executed and delivered on behalf of each Party hereto and constitutes the legal,
valid, binding and enforceable obligation of each such Party;

b) sets forth the entire understanding of the Parties hereto with respect to the subject matter
hereof; and

c) may not be amended or modified except in writing signed by each of the Parties and with
prior written consent of Utility.

Common Seal of ............ooovvviviiiininnnnnn. has | FOr M/s. ..ovoeiiiiiiiicieeceecieeeeees (Party 1)
been affixed in my/ our presence pursuant to

Signature of Authorized Representative,
Board Resolution dated ..................... [Sie ) P /

[Name of the Authorized Representative]

[Designation of the Authorized Representative]

‘Witness 1

[Signature of Witness 1]

Designation

‘Witness 2
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[Signature of Witness 2]
Name:

Designation:

N. Common Seal of ..........cccoeoiiiiiiieeiiinnn,
has been affixed in my/ our presence

pursuant to Board Resolution dated

FOTr M/S. wueiieeeieeeeeeieiieeeeie (Party 2)
[Signature of Authorized Representative]

[Name of the Authorized Representative]

[Designation of the Authorized Representative]

N.1. Witness 1

[Signature of Witness 1]

N.2. Witness 2

[Signature of Witness 1]

Name Name
Designation: Designation:
Annexure-A

Role and Responsibility of each Member of the Consortium:

1. Roles and Responsibilities of the Party 1 (Sole Bidder/ Lead Consortium Member):

2. Roles and Responsibilities of the Party 2 (Sub-contractor)
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