Appointment of Advanced Distribution Management System (ADMS) Implementing Agency (ABMS8r Implementation of
ADMS in BEST under Revamped Distribution Sector Scheffe/ TendeNo RECPDCL/BEST/ADMS /e-Tender/202t
22/2464 Dated: 24.01.2022

Notice Inviting Tender (NIT)

(Invited through e-Tendering mode only)

For

Appointment of Advanced Distribution Management
System (ADMS) Implementing Agency (ADMSIA)
for Implementation of ADMS in BEST under
RevampedDistribution Sector Scheme

No. RECPDCL/BEST/ADMS /e Tender/202%122/2464 Dated: 24.01.2022

REC Power Development & Consultancy

Limited (RECPDCL)
(A wholly owned subsidiary oMns¥d Lt d., a O6Navar
Power, Govt. of India) CIN No. of RECPDCL: U40101DL2007GOI1165779

Corporate office
REC Power Development &

Consultancy Limited Plot Number
1-4, REC World Headquarters-D
Block Sectof29, Gurugram
122001, Haryana
Website:www.recpdcl.in

Description of task,-¢ender submission format and procedure is provided in the NIT document available on
RECPDCL website www.recpdcl.in), REC website www.recindia.nic.in), etendering website
(www.tenderwizard.com/REC), Central Public Procurement Portabw.eprocure.gov.in

Important Dates
Date of Release of NIT / Tender 24.01.2022
Last date for queries/ seeking clarification 11.022022 at 17:00 Hours
Pre Bid Meeting 15.02.2022 at 11:00 Hours
Last date of submission of Bid 04.032022 at 11:00 Hours
Date ofOpening of Bids 04.032022 at 15:00 Hours

Note: Online registration has to be done denadering website i.evww.tenderwizard.com/RECin general,
activation of registration may take abambximum 24 hours subject to the submission of all requisite
documents required in therocess.

Sd (S.C.Garg)
Addl. C.E.O.

[This document is meant for the purpose of engaging of agencies against this tender and should not be
transferred, reproduced or otherwise used for purposes other than specified/issued]
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IMPORTANT NOTICE

An incomplete and/or ambiguous and/or conditional and/or late response is liable to be ignored/ summarily
rejected.

The bidder must attest trwiginal tender document with authorized signature and stamp as an
acceptance of the TENDER terms and conditions and submit the same along with the tender
response.

The submission and opening of bids will be through-eendering process. Tender document
can be downloaded from the websiteraww.tenderwizard.comRECor from e-tender link given
in RECPDCL Website, viz. www.recpdclin or from Govt. e-procurement portal (CPP) viz.
WWW.eprocure.gov.in

Note:

a)

b)

c)

To participate in the Bid submission, it is mandatory for the bidders to haver uB and
password. For this purpose, the bidder has to register itself with RECPDCL thrBugtueement
website given above. Please also note that the bidder has to obtain digital signature token for
applying in the tender. In this connection, vendoyrakso obtain the same from Tender Wizard.

The steps to be followed for the registration process are gelew:

Go to websiténttp://www.tenderwizard.com/REC
Click the link ' RegisteMe'

Entre thedetail about the bidder as dermat.

=A = =4 =4

Click 'CreateProfile’
Bidder will get confirmation with Logiid andPassword
Steps for application for Digital Signature from Tender Wizard are givenbelow:

9 Download the Application Form from the webditgp://www.tenderwizard.com/REEollow
the instructions as provided.

9 In case of assistance please contact the person under emntact
To aid bidders the detiled bidder manual on submission of EBid is annexed to this tendedocument

NOTE: The Bidders are advised to obtain digital signature (Level 3) and register themselves
at www.tenderwizard.com/RE@ell in advance. Please note that RECPDCL does not own
any responsibility in case any lbier(s) fail(s) to apply due to nepossession/ nen
registration/ compatibility issue of Digital Signature with the application.


http://www.tenderwizard.com/REC
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Tender Information

Tender Reference No.

Work Item Title/ Description

Appointment of AdvancedDistribution Management System (ADMS
Implementing Agency (ADMSA) for Implementation of ADMS in BEST|
under Revamped Distribution Sector Scheme

Mode of Tendering

Open (eTendering)

Tender Release Date

24.01.2022

Date of PreBid Meeting

15.022022at 11:00 Hours (IST)

To join the video meeting, click this link:

meet.google.com/cigvyg-jyk

To join by phone instead, dial (US) +1 38851373 and enter this PIN: 4
597 035#

More phone numbers: https://tel. meethptyg-jyk?pin=1889064243432

Last Bid Submission date

04.032022 up to 11:00 Hours (IST)

Date of Opening of Bid

04.032022 at 15:00 Hours (IST)

Location of Bid submission/

Plot Number {14, REC World Headquarters-Block, Sector29, Gurugram

Opening 1 122001, Haryana

Tender Category Services

EMD Fee 20,50,000-

PBG 1. Within 5 days from the date of issue of LOA, successful bidder

deposit Performance Bank Guarantee (PBG) fees @ 10% of th
contract value to RECPDCL with validity till completionagsigned wol
as per requirement of RECPDCL.

2. The said PBG will be refunded after the completion and subm
project closure report, subject to completion of all work as specif
tender.

3. The PBG shall be forfeited as follows without prejudice to Biddel
being liable for any further consequential loss or damage incur
RECPDCL: a) Hundred percent (100%) PBG amount furnished,
Successful Bidder fails to submit deliverables as per scope of work|
the satisfaction of RECPDCL b) Hundredrpent (100%) PBG amol
furnished, if allinclusive work are not carried out as specified in the t
document for successful completion of the assignment. c) In all the|
cases corresponding uncompleted work shall stand canceled.

Duration of Assignment

2 Years

Address of Correspondence/ for

Bid Submission

Addl. CEO RECDPCL Engineerinty

REC Power Development and Consultancy Limited

Plot Number 14, REC World Headquarters;Block, Secto29,
Gurugrami' 122001, Haryana

e-mail: co.delhi@recpdcl.in

e-mail: scgarg@recpdcl.in

Contact Person

Shri Alok Singh
General Manager (Tech.)

Email: aloksingh@recpdcl.in



mailto:co.delhi@recpdcl.in
mailto:aloksingh@recpdcl.in
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Shri Swapn Piyoosh

Dy. Manager (Tech.)

Email: swapn.piyoosh@recpdcl.in
Contact No: +91 8527730111

Support Team Contact Details

E 1 Tender wizard:

Help desk No 011-49424365fwhelpdesk680@gmail.com
Sh. Amrish-8799753401twhelpdesk934@gmail.com

Sh. Krishna 8800900127twhelpdesk51@gmail.com
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INSTRUCTIONS TO AGENCIES
Agencies shall submit their responses online througiméering websitesww.tenderwizard.com/REC
1. The submission andopening of Bids will be through etendering process.

Agencies can download EOI tender document from the RECPDCL web site i.e.,
http://www.recpdcl.in (or) portal.recpdcl.in (or) www.recindia.nic.in (or)
www.eprocure.gov.inand etendering registered link is given in RECPDCL
website i.ewww.tenderwizard.com/REC

Note: In order to participate in-Bid submission, it is mandatory for agencies to have
log-in User ID and Password. For this purpose, the agency has to register with
RECPDCL throuy tender Wizard website given below. Please note that the agencies
have to obtain Class 3 digital signature token with signing & encryption certificate, for
applying the Bid. Applying agencies may also obtain the same from tender Wizard.

Steps forReqistration

Go to websitdnttp://www.tenderwizard.com/REC
Click the Metnk O6Regi ster
Enter the details about thetendering as pdormat

Cl i ck 6 Cr etentlee willRyetanrifiimhatierdwath Login ID and
Password

1
1
1
1

Note: Online registration has to be done atterdering website i.e.
www.tenderwizard.com/RE@ order to submit all requisite documents mentioned in
this EOI docurant. Activation of OrLine registration may take about maximum 24
hours. It is the responsibility of the bidder to register in advance.

2. Steps for application for Digital Signature from EOI Wizard:

Download the Application Form from the webdité://www.tenderwizard.com/REC.
Follow the instructions as provided therein. For any kind of support related to e
submission of bids at tender wizard pogtall may contact at their helpdesk numbers
(Shri Sandeep Gautan08800496478; Shri Harsh Jai09999297644; Shri Sameer
Jha- 09650793709) and for tender related queries you may contact RECPDCL officials
whose address is given in this tender document.

Bids should be submitted through online mode on  website
www.tenderwizard.com/RECithe prescribed form.


http://www.tenderwizard.com/REC
http://www.recpdcl.in/
http://www.recindia.nic.in/
http://www.eprocure.gov.in/
http://www.tenderwizard.com/REC
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Sectionll. Instructions to Bidders
Tableof Clauses Instructiongo Bidders

ClauseNo | Descriptbn
A. General
1. Mode & Typeof bidding
2. Scopeof Bid
3. Sourceof Funds
4. CorruptPractices
5. Eligible Bidders
6. Eligible GoodsandRelatedServices
B. Contentsof Bidding Document
7. Sectionof theBidding Document
8. Clarification of Bidding Document
9. Amendmenbf Bidding Document
C. Preparation of Bids
10. Costof Bidding
11. Languageof Bid
12. DocumentComprisingthe Bid
13. Bid SubmissiorSheetandPriceSchedules
14. AlternativeBids
15. Bid Pricesand Discounts
16. Currencief Bid
17. DocumentsEstablishinghe Eligibility of the Bidder
18. DocumentsEstablishinghe Conformityof the GoodsandRelated Service®
theBidding Document
19. Periodof Validity of Bids
20. Bid Security
21. FormatandSigningof Bid
D.  Submissionand Opening of Bids
22. SealingandMarking of Bids
23. Deadlinefor Submissiorof Bids
24. LateBids
25. Withdrawal,SubstitutionandModification of Bids
26. Bid Opening
E. Evaluation and Comparison of Bids
27. Confidentiality
28. Clarificationof Bids
29. Responsiveness TechnicalProposal
30. Non conformities Errors,andOmissions
31. PreliminaryExaminationof Bids
32. Examinationof TermsandConditions;TechnicalEvaluation
33. Margin of Preference
34. Evaluation of Bids
35. Comparisorof Bids
36. Postqualificationof the Bidder
37. P u r ¢ h Rightta AéceptAny Bid, andto Reject Anyor All Bids
F.  Award of Contract
38. | Award Criteria
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39. P u r ¢ h RighttaVarg Quantitiesat Time of Award
40. Notification of Award

41. Signingof Contract

42. Performancé&ecurity

43. Local Conditions

44, Annulmentof award

45. Ineligibility for participationin re-tender

46. Restrictionson procuremenirom a Bidderof acountrywhich sharesland

borderwith India
47. IndependenExternalMonitors (IEM)s
G. Interpretation
48. Interpretatiorof the MTS andthe RFPdocument
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A. General

1. Mode & Type

1.1. The bidding shall be done online through-tender portdhs

of bidding mentioned in BDS) oomestic Competitive Bidding (DCB}Ringle
StageTwo Envelopebidding. Biddersare advisedto go throughthe
guidelinesprovidedat etenderportalfor online bidding.
2. Scope oBid 2.1.In support of the Invitation for Bids indicated in the Bid Data Sh
(BDS), the Utility, as indicated in the BDS, issuesthis Bidding
Document for the supply of Goods and Related Services incids
thereto as specified in the Scope of Work at Section VI. The namé
identificationnumberof the DomesticCompetitive Bidding (DCBare
providedin the BDS.
3. Sourceof 3.1. Shallbe Governedby RDSSGuidelines.
Funds
4. Corrupt 4.1  Utility requiresbiddersto observethe higheststandardof ethics
Practices duringthe procurement arekecution osuchcontracts.

(@ The followingdefinitionsapply:

A @ Cor rpurpatc t means éhe offering, giving
receiving, or soliciting, directly or indirectly, of
anythingof valueto influencethe actionof any party
in the procurementprocessor the executionof a
contract;

A AFr auguh e meaosa inisrepresentatioror
omissionof factsin orderto influencea procurement
proces®rtheexecutionof a contract;

A fc ol Ipu saicvrdeansa scliemeor arrangement
betweertwo or more bidders, with or without the
knowledgeof the Utility, designedto influence the
action of any party in a procurementprocessor the
executionof acontract;

A fc o e pc iax¢ émeanshaniingor threateningo
harm, directly or indirectly, personspr their property
to influence their participation in a procurement
process,or affectthe executionof a contract;

(b) Utility will rejecta proposalfor the award of Contractif it
determinesthat the bidder recommendedor award has,
directly or throughan agent,engagedn corrupt, fraudulent,
collusive,or coercivepracticedn competingor theContract

(c) Utility will declare a firm ineligible, either indefinitely or for
stated period of time, to be awarded a contract if it at any 1
determines that the firm hangaged in corrupt or frauduler,
practices in competing for or in executing a contract of
Utility.
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4.2 In continuance of ITB clause 4.1 above, thedal Agency willcancel

the portion of the fund allocated o contract for goodsyorks or
servies if it at any time determinesthat corrupt or fraudulent
practiceswere engagedin by representative®f the Utility or a
beneficiary of the fund, during the procurement oreakecution of
that contract, without the Utility having taken timelgdapprriate
remedialactionsatisfactoryto the Nodal Agency.

4.3 Any communication between the bidder and the Utility relatedatiers

of allegedfraud orcorruptionmustbe madein writing.

By signing the contract, the bidder shall represent thatither the
owner of the Intellectual Property Rights (IPR) the hardware,
softwareor materialoffered,or thatit hasproperauthorizatiorand/or
license to offer them from the owner of such rights. Forptmpose
of this clause, IPR shall be definedthe GCC Clause 18Villful
misrepresentatiornf thesefacts shall be considereda fraudulent
practice subjectto the provisionsof Clauses4.1to 4.3

above without prejudiceo otherremedieghat the Utilitymaytake.

5. Eligible Bidders

51

5.2.

5.3.

. Bidders meeting theeligibility criteria as outlined inSectionlV

Eligibility Criteriaof this document.

Bidding is open to bidders fromithin India, subject to fulfillment
of conditions specified in ITB Clause 47 i Re st r prc
procurement from 8idder of a country which shares a land borg
withl ndi ao.

Biddersdebarredas per Office memoranduniNo F.1/20/2018PPD
Dated02.11.2021or any amendmentshereofshall not be eligible
to participate.

6. Eligible Goods
and Related
Services

6.1.

6.2.

Forthepurposeof this Clausethetermit G o o mhdudeshardware,

software networkingequipmentind cables;andii Re | sad rewdi

includes services such as insurance, transportation, associated
documentationinstallation,customizationintegration, field survey,
testing and commissionirtggaining, technicalsupport,maintenance,
repair and othernecessargervicesto be providedby the selected

bidderandnecessary for successful implementation of the projec
specifiedin the contrat

In case Bidder that does not manufacture or produce the Gog
offersto supplyshallsubmittheMa n u f a cAutharizatiofusing
the form included in Section V Form-4 Bidding Forms to
demonstrate that it has been duly authorized by the mantgactu
producer othe Goods tsupplythese Goods.
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B. Contentsof Bidding Document

7. Sectionsof the 7.1. The Bidding Document consists of the sections as indicated beg
Bidding and should be read in conjunctiorwith any Addendaissuedin
Document accordancevith ITB Clauses.

i Sectionl. IFB

1 Sectionll. Instructionsto Bidders(ITB)

1 Sectionlll. Bid DataShee{BDS)

1 SectionlV. Eligibility Criteria

1 SectionV. Bidding Forms;Attachments& Formats
1 SectionVi. Scope ofWork

1 SectionVlIl. GeneralConditionsof Contract(GCC)

1 SectionVIIl. SpecialConditionsof Contract(SCC)

7.2. The Invitationfor Bids (IFB) issuedby the Utility is a part ofthe
BiddingDocument.

7.3. The Utility is not responsible for the completeness of the Bidd
Document and its addenda, if they were not obtained directly f
the Utility.

7.4. The Bidder is expectedto examineall instructions,forms, terms,
and specifications in the Bidding Document. Failure to furnish
information or documentation required by tBalding Document
may resultin therejectionof theBid.

10
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8. Clarification of A prospectiveBidderrequiringany clarificationof the Bidding Document
Bidding shall put the query under Clarification tab of thelioe bid prior to the
Document clarification end date. UTILITY will respond to any requefsr

clarification or modification of the bidding documents that it rece
within the time line specified.

Utility will post the Clarifications unde€larification/Corrigendum tab &
e-tenderwebsite. Biddersan viewthese clarifications.
Bidders are advised to regularly check under Clarification/Corriger
tabregardingpostingof clarification,if any.

8.1 Bidders must check th€larifications issued before submission
Bid. Should the Utility deem it necessary to amend the Bidd
Document as a result of a clarification, it shall do so and upload
amendments in the tender on theerder portal Should the Utility
deem it necssary to amend the Bidding Document as a result ¢
clarification,it shalldo sofollowing theproceduraunder ITB Clause
9 andSub Claus&4.2.

8.2 TheBidderis advisedo visit andexaminehesitewherethefacilities
are to be installed and its surroimgk and obtain for itsedh its own
responsibility all information that may be necessarnpfeparinghe
bid and enteringinto a contractfor supply and installation of the
facilities. The costs of visiting the site shall berneby the bidder
fully.

8.3 The Bidder and any of its personnelor agentswill be granted
permissionby the Utility to enteruponits premisesand landsfor
the purpose of such inspection, but only upon the express cong
that the Bidder, its personnel and agents will deand indemnify
the Utility and its personnel and agents from and against all liab
in respect thereof and will be responsible for death or persgma,
loss of or damage to property and any other loss, daroagesand
expenses incurregb aresult oftheinspection.

8.4 The Utility will organize a préid conference at the time and plag
indicated in BDS. The purpose of the conference will be to cla
issues and answer gueries that the bidders might have. Biddel
requested to submit tlygieries in writing to reach the Utility niatter
than 3 days before the conference. Queries and responsebesh
communicated in accordance with ITB Clause 8.1. Any
modifications to the Bidding document listed in ITB Clause
which may become necesgagis a result of prbid conference /
clarifications shall be made by the Utility exclusively by issui
Addendum and not through the clarifications of the prebid
conference.

8.5 Further, no queries from Bidders shall be entertained after last
of receiptof Queries/PraBid Conferencdif applicable)asspecified
in IFB. Accordingly, any query(ies) received from bidagtsr the
cutoff date shall not be considered and bidders to sutireitoid
based on the bidding documents (and amendments / Erré
Clarificationsetc.thereof)issued.

11
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9. Amendment of
Bidding
Document

9.1

9.2

9.3

9.4

9.5

At any time prior to the deadline for submissiofthe Bids, theJtility
mayamend the Biddin@ocument byssuingaddenda.

TheUtility, atits discretionfor anyreasorwhetheratits owninitiative
or in response to a clarification requested by a bidderaddymodify
or removeany elementof the Goods (including hardware, software,
networking, etc) or any component of RelaB=tviceentirely or any
part thereof from the bid documenttill thetime of Bid Submission
Date. The amendments will be posted -ateaderingwebsité andit
will beassumedhatthe informationcontained therein has been takg
into account by the Bidder in its BBidders are adved to regularly
check etendering website regardiqpgstingof Amendment, if any.

In order to provide prospective Bidders reasonable time in whic
take the amendment into account in preparing their bids, the Ut
may,atits discretion extendthelast datdor thereceiptof Bids.

Any addendum issued shak partof theBidding Documentandshall
be communicatedn writing to all who have obtainedthe Bidding
Documentdirectly from theUtility.

To give prospectiveBidders reasonableime in which to take an
addendum into account in preparing their Bids, the Utility may, at
discretionextendthedeadlingfor thesubmissiorof the Bids, pursuant
to ITB SubClause 24.2.

C. Preparation of Bids

10. Costof Bidding

10.1TenderFeeasmentionedn IFB.
10.2 The Bidder shall bear all costs associated with the preparation

submission of its Bid, and the Utility shall not be responsible or lia
for these costs, regardless of the conduct or outcome of the big
process.

11. Language ofBid

111

The Bid, as well as all correspondence and documents relating {
Bid exchanged by the Bidder and the Utility, shall be written in
English. Supporting documents and printed literature that are pa|
the Bid may be in anotherlanguageprovidedthey are accompanied
by anaccuratdranslationof therelevantpassagei English, inwhich

case, for purposes of interpretation of the Bid, such translatiah

govern.

The English Translation of the documesstsall be carried ouby
professionaltranslatorsand the translator shall certify that he is
proficientin bothlanguage# order to translatde documentindthat
the translation is complete and accurate. Further, translationbgha
authenticatedby the Indian Consulatdocatedin the Countrywhere
the documentshave beenissuedor the Embassyof that Countryin
India.

! Fore-tenderingwebsitepleaseefer IFB

12
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12.Documents
Comprising the
Bid

Single StageTwo EnvelopeBidding procedureshall be followed
throughe-tenderingportalfor the subjectpackageasunder:

Envelopel: Techno-Commercial
Envelopell: Price Bid

The Envelopd ("TechneCommercial Bid") shall be evaluated fg
completenessand in regard to fulfilment of the qualification
requirements aneligibility conditions. TheEnvelope Il ("Price
Bid") shall be considered for opening from those bidders who h
been considered qualified and whose TeeBommercial Bids have
beenfoundto beresponsive andhall be opertbas petthe IFB.

12.1

Techno-Commercial Bid (Envelopel)
TheTechneCommerciaBid shallcompriseof thefollowing:

12.1.1

Documentgo besubmittedn physicalformin separatsealedenvelop
(s) duly markedin accordancewith ITB clause titled 6 S e adnd

Markingof PhysicalDo c ument s 0 :

a) Attachment 1: Bid Security (To be given offline in physicg
form and copy to be wuploe
Tendering System) & Tender Fee (To be given offline
physicalform and copy to be uploadedin Covertype 6 F e
of eTendering System, in case tender fee is submitted in
formof DemanddraforBanker 6 s Cheque
Bid securityshallbefurnishedn accordancaith ITB Clause
titled O6Bid Securityd Feeatfd
applicable)shallbe submittedin the form of a Demanddraft
in favor of REC Power Development and Consultancy, L
Payable aNew Delhi
<Utility to check the compatibility of the tendering
portal>Biddersalsohaveanoptionto pay Tender~eedirectly
in the online tendering portal while submitting thié. In such
casepffline documenis notrequired for TenderFee.

Note: Please refer BDS, if Bid Security declaration is applica|
and Form F3 of SeeV (Bidding Forms) for BidSecurity
DeclarationFormat.

b) Attachment 2. Power of Attorney (To be given offline if
physicalform and copy to be uploadedin Covertype 6 F e
of e-TenderingSystem)

A power of attorney, duly notarized by a Notary Publ
indicating that thgperson signing the bid has the authority
sign the bid and that the bid is binding upon the Bidideing

the full period of its validity in accordance with ITBause
titted6 P e nofivValidtyof Bi ds 6.

Deed of Joint Undertaking as per relevant attastinyIf

applicable) and Power of attorney(s),duly notarized by

Notary Public, indicating that the person(s)signing the

documents on behalf of Associate(s)/ collaborator(s)/
executants(spf JV Agreement(if permissible)have the

authorityto signthe sameandthe saiddocumentarebinding

uponthemduringthefull periodof their validity.

13
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Joint Venture/Consortium Agreement (If applicable) as
relevant attachmentand further, in case of JV bid (if

permissible), a power ddttorney in favor of the authorize
signatory of the lead partner, signed by legally authori
signatory (ies) of other joint venture partner shall also
submitted.

c) Attachment 3: Integrity Pact

1 OtherAttachment (s)if any,shall beasspecifiedin BDS.

The Al ntegrity Pact " (the bidder
and submitted in a separate sealed envelope. (Refer Se
V, FormF-5)

(The Authority of the person issuing the Power of Attorn
shall alsdbe submitted).
Further, Bidder to note that bid can be submitted/digitq
signedby only one person.The Powerof Attorney mustbe
in the name opersondigitally signingthe bids.

12.1.2

Documentgo be submittedonlinethroughe-tenderportal:

The Technical Proposal Sheet as BectionV, Form F1,
duly completedogethemwith thefollowing Attachmentshall
beuploadedhtthee-tendemortal:

(a) SectionV, Appendix C: Bi d d Qualfications (To be

uploadedn e-TenderingSystem).

In theabsencef pre-qualification documentary evidentieat
the Bidder is eligible to bid and is qualified to perfotine
contract|f its bid is acceptedshallbefurnishedinAppendix
C to Bid.

The documentary wevidence
perform thecontract, if its bid is accepted, shall establish
UTI LI TYG6s satisfaction th
technical, production, procurement,shipping, installation
andothercapacities and capabilities necesgarperformthe
contract and meets thexperience and other criteria 4
outlinedin Eligibility Criteria.

Bids submittedby a Joint Ventureof two or morefirms aspartners,
if sopermittedin theBid DataSheetshallcomplywith thefollowing
requirements:

® Thebid shallincludeall the informationrequiredfor
Appendix C for eachJointVenturepartner.

(i) The bid shall be signed so as to be legally binding
all partners.
(iii) One of the partners shall be designated as leader
authorisation shall be evidenced by submitting with the b
power of attorney signed by legally authorised signatorie
joint venture partners.

(iv)  The leader shall be authorised to receive instructi
for and on behalf of any and all partners of the Joint Ven
and the entire execution of the contractluding payment,
shall bedoneexclusivelywith theleader.

(v) All partnersof theJointVentureshallbeliable jointly
and severally for the execution of the Contracdénordance
with the contracterms.
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(vi) Copyof theagreemenenteredinto by the joint venture
partners as per the format provided in the Biddleguments
shallbe submittedvith the bid.

For joint ventureto qualify, eachof its parthersmust meet the
minimum criteria listed for anindividual Bidder for the componen
of the contract they are designated to perfofiailure to complywith
this requirement will result in rejection of the Joint VentuBats

A firm can be a partner in only one joint venture; bids submitteg
joint venturesncluding thesamefirm aspartner will berejected.
Bids submitted by a Bidder in association with an Associate, i
permittedasperQualificationrequirementsshalladditionallycomply
with thefollowing requirements:

The bid shall include the informatidisted inSectionlV Eligibility
Criteria .

Original Deed of Joint Undertaking as specified in the relevant f
of, Appendix C entered into by the bidder with the Collaborat
Associateshall besubmittedalongwith the TechneCommerciabid.

In case Bidder is permitted in the Bid Data Sheets to offer to su
and/or install plant and equipment under the contract that the Bi
did not manufacture or otherwise produce and/or install, the Bi
shall(i) havethefinancialandothercapabilitienecessaryto perform
the contract;(ii) havebeenduly authorisedby the manufactureror
producerof the relatedplant and equipmentrcomponento supply
and/orinstall thatitemintheUt i | countyyd s

(i) beresponsibldor ensuringthatthe manufactureor producerof
the related item meets the minimum criteria listed for that item.
Bidder shall submita 6 D e c | ain thefdrnoatedclosedas
60AnneXkburteo Appendi x C (Cl ause
carriedout a comprehensivassessmentf thed Ca p amdi t y
Capabi dofi thgird Associate/ Collaborator and their
Associate/CollaboratdravesufficientCapacity& Capabilityto
executehe Work.

Bids not meeting the requirements as stated above shajeoted.
Biddersare requiredto furnish the details of the pastexperiences
basedon which selectionis to be madeasperformatenclosedn the
biddingdocuments fothesameandencloseelevant documentike
copiesof authenticwork order, completioncertificate,agreements
etc.supportinghe details/data provided theformat.

No claims without supporting documents shall be accepted in
regard. However, if any of the reference wonbertainsto the
Contract(s)/Works executed Bydder for tender issuing utility ithe
pastthenin respectof such Contract(s)/WorksBidder shall notbe
required to encloseClient Certificate(s) alongwith its bid.

WhetherJointVenturesarepermitted : As per SectionlV
Eligibility Criteria
WhetherAssociate/Collaboratgrermitted . As per SectionlV

Eligibility Criteria
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(b) Attachment 5: Subcontractors Proposed by the Bidder
Subcontractor®roposediy the Bidder (To be uploadedin
Covertype6 P-Qual/Technical of e-TenderingSystem)

The Bidder shall include in its bid details of all major iter
of supply or services that it proposes to purchase or sarie
shall give details of the name and nationality ofggheposed
Subcontractorjncluding vendor, for each of thoseems.
Biddersarefreeto list morethanone Subcontractor/Vendof
againseachitem of thefacilities. Quotedratesandpriceswill
be deemedto apply to whichever Subcontractor/Vendois
appointedandno adjustment othe rates angrices will be
permitted.

The Bidder shall be responsible for ensuring that any pl
equipment or services to be provided by the Sub
Contractor/Vendocomplywith therequirementsf ITBsub
clause 12.1.7a).

Utility reserves the right to delete any proposed
Subcontractor/Venddrom thelist prior to awardof contract.
After discussiorbetweenrJtility and theContractor, relevant
appendix toContract Agreement(List of SubContractors)
shall be completed, Ilisting the approvedsub
Contractor(s)/Vendor(s) farachitem.

(c) Attachment 6: AlternativeBid i NOT APPLICABLE

(d) Attachment 7: Quality Assurancd€’rogrammd o beuploaded
in Covertyped P-Qual/Technical of e- TenderingSystem)
Detailsregardingheoverallqualitymanagemen& procedurg
which the bidder proposes to follow during varipbasesof
execution of the contract.

(e) Attachment 8:1 Additional Informationto be uploadedn
Cover t-Qupl fTechnkal 'eof @endering System).
Additional Informationwhich the bidderwishesto providein
his bid.

(f) Attachment 9: Fraud Prevention Policy To be uploaded
Cover t-QualeTeadhrfcal e of @endering System)
(Utility to checkif applicableof not)

Form ofacceptance of Fraud Prevention Policy (applicablg
per award issuing utility practice), duly filled in as p
UTILITY's Format.

(g) Attachment 10 Declaration on Policy for withholding an
Banning of Business Dealings to be uploaded in Cover {
0 P-Qual /Technical of e TenderingSystem.
Declarationon Policy for withholding and Banning of
Business Dealings duly fi
(Utility to checkif applicableof not)
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(nh) Attachment 11 Declarationregarding local content as p¢
Ut i | forrhay,forgrantingof purchase preference
(To be upl oad e d-QualdTectnical éaf €
TenderingSystem)

I n case a (Declaration re
format, for granting of purctsa preference) bidder does n
submit the aforesaid declaration or no value is indicateg
the Dbidder or statement/ &
furni shed | ater 6, ONAO et
value/percentagef local content,thenthe bidder shall not
be considered as a local supplier and shall not be eligibl¢
any purchase preference. No Further claim in this regealil
beentertainedy the Utility.

OtherAttachment (s)if any,shall beasspecifiedin BDS.
The Techno-Commercial Bid shouldnot contain any price
content entry. In case, the Techn@Commercial Bid is

found to contain any price content, such bid shall bkable
for rejection.

Forformatsmentionedabove pleaserefer SectionV.

12.2

Price Bid
The Price Bid submittedby the Bidder shall compriseof the
following:

Bidders shall necessarily submit the priceslina in the Bill of
Quantity(BOQ) only.

I n this regard it is to ment.i
Bidders are expectedto take into accountthe requirementsand
conditions of the bidding documents. The Price Bid shall be mag
the OExcel BOQ templ at e.6Theoatd
quotedoby thebiddershallbeinclusiveof all provisionsfor incidental
expensesiecessaryor properexecutionand completiorof the work
in accordance with the terms & condition of the bidditogument.
All prices to be quoted by the bidders will be in IndRumpeesonly
unlessotherwisementionedn the Bid DataSheetBDS).

Further, The Bidder shall quote rate and applicable GST foritsah
in the relevant field of Excel BOQ template (Price Bid). Eheel
BOQ template must not be modified/replaced by the bidddthe
sameshouldbe uploadedafterfilling therelevant columns.

If agency does not mention any GST rate, it will be treated BB&T
is inclusive in the quoted Basic Rate. In case the biddexsmpted
from GST,bidderhasto producevalid ExemptionDocument.If not
produced, it will berteated that GST is inclusivim the quoted Basic
Rate.

<Utility to amendthis clausein line with the tendering portal
provisions>

12.2.1

The Bid Form (PriceBid) as per Appendix C3, duly completed
togethemwith the ExcelBOQ templateandthefollowing Attachments
shallbeuploaded ae-tenderportal:
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The Bid Form (PriceBid) as per Appendix C3, duly completed
together with the Excel BOQ template asttier Attachment (s), if
any, shall be as specified in BDShall be uploaded attenderportal.

The Price Bid submitted by the Bidder should be without any
deviationsandstrictly in conformitywith theprovisionsof all bidding
documents and amendments / addendeorfigenda / errata
clarifications issued by Utility to the Bidding Documents. A
conditional Price Bid shall be outrightly rejected.

Price Bid should not contain any matter in respect of Technical
or Commercial aspects other than the details Bpalty sought inthe
Price Bid. If the Technical/commercial matters indicated in Bitte
are found to be in contradiction with the details furnishetieschnoe
CommercialBid, the detailsfurnishedin Techne Commercial Bid
shallprevail.

Forformatsmentionedabove pleasaefer AppendixC

13.Bid Submission
Sheets and Price
Schedules

13.1.TheBiddershallsubmit the Technical Proposaland thePrice
Proposalusing the appropriateSubmissionSheetsprovided
in Bidding Documents.These forms must be completed
without any alterations to their format, and sabstitutes
shall be accepted. All blank spaces shall be fitledth the
informationrequested.

13.2. The Bidder shall submit, as part of the Price ProposaRtiice
Schedules for Goods and Related Services, usintpthes
furnished in Section V, Bidding Forms and Supplésponse
format, AppendixC3.

13.3. TheBiddersshouldtakenoteof following pointswhile
submittingthe PriceProposat -

13.3.1.PriceScheduleshouldclearlyindicatethepriceto becharged
without any qualificationswhatsoeverand shouldinclude all
taxes (except GST.), duties (excise & customs, ett)oi, fees,
levies, works contract tax, Entry tax and othkargesas may
be appicable, to be paid prer postdeliveryor to be deducted
by the Ultility at source, in relation to tl@oods and Related
Services. Such taxes, duties, cess, chaetied not explicitly
mentionedn thePricebid tablesin Appendix C3, but applicable
under law, should be included the Quote undefi A nother
|l evieso col umn.

13.3.2.Pleasegeferto GCCClausg14] andthe SCCfor Price
adjustments.

14. Alternative Bids

14.1. Alternative (alternate technology / architecture / design /

functionality or proposalswith multiple options) bids shall be
rejected.
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15. Bid Pricesand
Price Basis

15.1. Unless otherwise specified in the Technical Specifications, Bidders ¢
guote for the entriersepofnasciibliiltiitlegsd
total bid price covers all titobke
reasonably inferred from the bidding documents in respect afdhign,
manufacture, including procurement and subcontracting (if dejiyery,
construction jnstallation,commissioninggcivil & steelstructuralworks
(asapplicable) Completionof thefacilities andconductancef Guarantee
testsfor the facilities including supply of mandatorysparegif any). This
includes all requirementsunder the Co n t r arespongibilities for
testing, pre-commissioning and commissioning of the facilities,
conducting Guarantee tests and, whererespired by the bidding
documentsthe acquisitionof all permits,approvalsandlicensesegtc; the
operation,maintenanceand training services and such other items ar
services as may be specified in tidding documentsall in accordance
with therequirementsf the GeneralConditionsof Contractand Technical
Specifications.

15.2.Biddersare requiredto quotethe price for the commercial,contractual
and technicabbligationsoutlined inthe biddingdocuments.

15.3. Utility to incorporateclauseregardinguploadingdetailedbilling breakup
/ price schedulessper the e-tenderingportal provisions.The final price
schedules formatshallbebasedntheapproved DPRor SCADA.

15.4. Price Basis

Pricesquotedby the Biddermustbefirm andfinal and shallremain
constant throughout the period of the contract ahdll nobe
subject to any upward modifications, except as specified B@@
Clause 14

15.5. The bidders are advisednot to indicate any separatediscount.
Discount,if any,shouldbemergedwith thequotedprices.Discount
of any typejndicated separately, will not be taken imitcount for
evaluation purpose. However, in the event of sucbffen, without
considering the separate discount, is found to bdaest, the
Utility shall avail such discount at the time of awardofitrad.
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16. Currencies of 16.1. Biddersshallquoteall pricesin Indian Rupeesnly.
Bid
17.Documents 17.1. To establish their eligibility in accordance with ITB Clause 5,

Establishing the

(%Illglti);i“ctgtigg%f (@ completetheeligibility declarationsn the Bid Submission
the Bidder Sheetjncludedin SectionV, BiddingForms

Biddersshall:

18.Documents

Establishing the
Conformity of
the Goods and
Related Service
to the Bidding
Document

18.1.

18.2.

To establish theonformity of the Goods and Related Services
the Bidding Document,the Bidder shall furnish as part of its
Technical Proposal the documentary evidence against Goodj
relatedServicesn theform of literature drawingsor data,andshall
consist of adetailed description of the essential technical ¢
performancecharacteristicoof the Goods andRelated Services,
demonstrating substantial responsiveness of the Goods and R
Servicego those requirements;

Standards for workmanship, process, matedand equipment, a
well as references ttorand names or catalogue numbers speci
in the Scope of Work, are intended to be descriptive only and
restrictive. The Bidder may offer other standards of quality, br
names, and/or catalognembers, provided that it demonstrates,
the Utilitybés satisfaction,

equivalencer aresuperiorto thosespecifiedin the Scope of Work.

19. Period of

Validity of Bids

19.1.

19.2.

Bids shall remain valid for theeriod of 180 days after the bi
submission deadline date prescribed by the Utility. A Bid valid
ashorterperiodshallberejectedoy the Utility asnonresponsive.

In exceptional circumstances, prior to the expiratidnthe bid
validity period,the Utility mayrequesBiddersto extendtheperiod
of validity of their Bids. The request and the responses&halhde
in writing. The Bid Security furnished in accordance willB
Clause20, it shallalsobeextendedor a correspondingeriad.

A Bidder may refuse the request for extension of Bid Validity 4
subsequently the Bid Submitted by the bidadrall not be treateg
asvalid andshallbe returned a is.

If Bidder agrees for extension of Bid Validity, bidder shall not
requiredor permittedto modify its Bid.
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20. Bid Security

20.1. The Bidder shall furnish, as part of its Bid, a Bid Security

20.2. Theformat oftheBid SecurityDeclarationshall bein accordance

20.3. Wherever Bids under Joint Venture route are permitted as per {

20.4. The Bid Security Declaration in Original shall be submitted in a

20.5. In case acceptable Bid Security Declaration is not received the

20.6. Theproceedingsasoutlinedin Bid SecurityFormat shalbe

Declarationn a separatenvelope.

with theform of bid security declaration included in the Bidding
Documents.

Qualifying Requirements in the Bidding Documents, the Bid
Security Declaration by the Joint Venture must be on behalf of
thepartners of thdointVenture.

separatsealedenvelopebeforethe stipulatedbid submissiorclosing
dateandtime.

online Bid shall be rejected by UTILITY as being ar@sponsive
andshallnotbe opened.

initiated:
@ if a Bidder withdraws its Bid during the period of bid validit

as specified in ITB Clause 19€ixcept as provided in ITBub
Clause 19.2 0?5 ;or

() if thesuccessful Biddeails to:

signthecontractin accordancevith ITB clause41; or

furnisha performancesecurityin accordancevith ITB
clause42; or

accept the correction of its bid priparsuant to ITB sub
clause30.5

if the bidder is found to have submitted false particulars /
fakedocumentsor

if the implementation agency (S| and its sudmtractors)
refuses to execute the job at his agreed scope/quoted ra
afterthe Utilities issLe the letterof intent(LOI)

incidentsof manipulatiorof ratesby cartelization

21.Format and
Signing of Bid

The Bids shall be digitally certified (using the appropriate class
digital signature prescribed attender portal) by a duly authorise
representativeof the Bidder to bind him to the contract. The
authorization shall be indicated by written power of attorney, d
notarizedoy aNotary Public, indicating that thgersonsigning thebid
has the authority to sign the bid and that the bid is binding thmorn
Bidder during the fullperiod ofits validity in accordancewith ITB
Clause titled 6Period of Mmahbard
copyprior tothedeadlinefor submission obid.
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D. Submissionand Opening of Bids

22.Sealing and
Marking of Bids

The TechneCommercial Bid (comprisingthe Bid Form (Techno
Commercial Bid), together with its Attachments)and Price Bid
(comprising the Bid Form (Price Bid), together with its Attachme
and the Excel BOQ template shall be submitted simultaneously a
e-tender portal and no manual/ hard copy of these documents sh
acceptable.The documentscomprising Tender Fee, Bid Security
Declaration, Power of Attorney, Integrity Pact etc in accordance \
ITB subclause 12.1.1 shall be submitted in physical form after bg
sealedand marked in thenannerspecified below:

The physical documentsshall be sealedand markedin the following

manner:

(i) The Bid Security shall be sealedin a separateesnvelopeduly
markingthe envelope a88ID SECURITY".

(ii) TenderFee shall be in a separateenvelopeduly marking the

envelopeas "TENDERFEE"

(iii) The power of attorneyshall be sealedin a separateznvelops
duly markingthe envelopeas"POWEROF ATTORNEY".

(iv) The deed of joint undertaking (if applicable) as per reley
attachmenshallbesealedn aseparatenvelopeduly marking
the envelopeas "DEED OF JOINT UNDERTAKING" (if
applicable)

(v) Thejoint venture/consortiumagreement(if applicable)asper
relevant attachment shall be sealed in a separate envlllypg
marking the envelopeas "JOINT
VENTURE/CONSORTIUMAGREEMENT".

(viy The 'Integrity Pact" (ibpplicable) as per relevant attachmduriy
signed bythe signatoryauthorizedto sign the bid, shall be
sealedn a separatenvelopeentitled
"INTEGRITY PACT".

(viiy Other Attachments, if stipulated in BDS, shall be sealed i
separateenvelope duly marking the envelope in the man
stipulatedabove.

The envelopes shall then be sealed in an outer envelope.
Theinnerand outer envelopes shall:

(a) be addressed to the Utility at the address given in the Bid [
Sheetand

(b) bear the Packagename indicatedin the Bid Data Sheet,the
Invitation for Bids number indicated in the Bid Data Sheet, and
statement "DO NOT OPEN BEFORE [date],” to be completed v
the time and date specified in the Bid Data Sheet, pursuant to
clausetitte d 6 Ddam®u b miessi on of Bi ds
The inner envelopes shall also indicate the name and address
Bidder.If the outerenvelopds not sealedandmarkedin the manner
specified above, the Utility will assumeno responsibility forits
misplacement.
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23.Deadline for
Submission of
Bids

23.1.

23.2.

Bids must be received by the Utility no later than the date and f{
and at the address indicated in the BDS. The physical docustertits
be submittedbefore stipulatedbid submissiontime at the address
specified in BDS and Utility shall not be liable for loss/ng
receipt/latereceipt ofabovedocumentsn postaltransit.

The Utility may, at its discretion, extend the deadline for the

submissiorof Bids by amendingheBiddingDocumeninaccordance
with ITB Clause9, in which caseall rights and obligationsof the

Utility andBidderspreviouslysubjectto thedeadlineshallthereafter
be subjectto the deadlineasextended.

24. Late Bids

24.1.The Utility shall notconsider any Bid that arrives after the deadiare

submission of Bids, in accordance with ITB Clause 23. Any
received by the Utility after the deadline for submission of Bids s
bedeclaredate,rejectedand returned unopenédlthe Bidder.

25. Withdrawal,
Substitution,
and
Modification of
Bids

25.1.

25.2.

25.3.

Note: Abovestandardclausesare providedfor referencepurposeonly.
Utility to amendhe clauseas pertendering portal provisions

A Bidder may withdraw, substitute, or modify its Bid after it baen
submittedby sendinga written Notice, duly signedby anauthorized
representativeand shall include a copy of the authorizationin
accordance with ITB SubClause 21.2. The corresponding
substitutionor modificationof thebid mustaccompanyherespective
written notice. All Notices muste:

(@ submitted in accordance with ITB Clauses 21 and 22 (ex(
that Withdrawal Notices do not require copies), and in
addition, the respective inner and outer envelopes shal
clearly marked AWi thdrawal
and

() Receivedby the Utility prior to the deadlineprescribed for
submissiorof bids,in accordancavith ITB Clause23.

Bids requested to be withdrawn in accordance with I'Bb Clause
25.1shallbe returnedinopened to the Bidders.

No Bid shall be withdrawn, substituted, or modified in the inter
between the deadline feubmission of bids and the expiration of t
period of bid validity specified in ITB Clause 19.1 or any extens
thereof.

26. Bid Opening

Opening of Bids

26.1.

Techno-Commercial Bid Opening

26.1.1.

TheUtility will first openTechneCommerciaBid in thepresencefbidders'
representatives whohoose to attend the opening at the timeherdate and
at the placespecified in the Bid Data Sheet (BDS). In the eweérthe
specified date for the opening of bids being declared a holid&jtifiy, the
bids will be opened at the appointed time on the next worleg All
importantinformationandothersuchdetailsasUtility, atitsdiscretion, may
considerappropriate, wilbeannounced aheopening.
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26.1.2. In case requisite bid security, Tender Fee, and/or Integrity Pact (IP) &
provision of Integrity Pact pursuant to ITB Clause 12 aoé submitted
before the stipulated bid submission closing date and time then Bid sh
rejectedby Utility asbeingnon responsive and shaibtbeopened.

26.1.3. Clarification on Bids
During bid evaluation, Utility may, at itdiscretion, ask the Bidder for 3
clarification of its bid including documentary evidence pertaining to
reference plants declared in the bid for the purpose of meeting Qualil
Requiremenspecifiedin Bid DataSheetBDS). Therequesfor
Clarificationand the response shall be in writing, and no change in the |
or substancef thebid shallbe sought, offered ogpermitted.

26.2. Price Bid Opening

26.2.1. After theevaluatiorproces®f TechneCommerciabid is completedUtility
will inform in writing the eligible Bidders regarding date, time aredue set
for the opening of Price Bid. Bidders, whose Tecl@mmmerciaBid is not
substantiallyresponsiver doesnot meetthe QualificationRequirementset
forth in the bidding documentsshallalsobe informedin
Writing andtheir Pricebid will berejectedandshallnotbeopened.

26.2.2. Price bids of those Bidders, who have been considered qualified and v
Techne Commercial Bid found to be responsive, will tigened online in
presence of the Bidderauthorizedrepresentatives who choose to atter
The Utility will open Price Bids at the time, on the date and at the p
specified by the Utility. In the event of the specified date for the openin
bids beingdeclared a holiday for the Utility, the bids will be opened at
appointed time on the next working day. All important informationaher
suchdetailsasthe Utility, atits discretion,may considerappropriate,
will beannouncedttheopening.

26.2.3. The participating bidderswill be able to view the bid prices of all the
biddersafteronline openingf Price Bidsby Utility.
<Utility to amendthis clausein line with the tenderingportal
provisions>

26.3. ReverseAuction
26.3.1. Not Applicable.
E. Evaluation and Comparison of Bids
27. Confidentiality| 27.1. Information relating to the examination, evaluation, comparison
recommendation of contract award, shall not be disclosed to Biq
or anyother persons naffficially concernedvith suchprocess.
27.2. Any attempt by a Bidder to influence the Utility in the examinati
evaluationcomparisonandpostqualificationof theBids or Contract
awarddecisiongnayresult intherejection ofits Bid.
27.3. Notwithstanding ITBSubClause 27.2, from the time of opening tl
Technical Proposals to the time of Contract award, if any Bid
wishes to contact the Utility on any matter related to the bidg
process, it should do so in writing. If the bidder or any of his g
contracor s/ consortium members me
be considered as fAcoercive p
the bid.
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28. Clarification of
Bids

28.1. To assistin the examination, evaluation, comparisonand post

qualification of the Bids, the Utility may, at its discretion, ask g
Bidder for a clarification of its Bid. Any clarification submitted by,
Bidder that is not in response to a request by the Utility shall ng
considered. T h er clétificatiori andy tbesrespoies
shall be in writing. No change in the prices or substance of the
shallbesoughtoffered,or permitted excepto confirmthecorrection
of arithmeticerrorsdiscoveredy the Utility in the evaluationof the
PriceProposals, in accordance wiifB Clause30.

29. Responsivenes
of Technical
Proposal

29.1.

29.2.

29.3If a TechnicalProposalis not responsiveto the Bidding Document,

The Utilityés determinati on
Proposal is to be based on the contents of the Technical Pro
itself.

A responsive TechnicalrBposal is one that conforms to all th
Qualifying Requirements(as per SeclV Eligibility Criteria)
mandatory requirements, terms, conditions, and specifications ¢
Bidding Document without material deviation, reservation, or
omission. A materialdeviation,reservationpr omissionis onethat:

@ Does not meet the Qualifying Requirements (as pefl\&e(
Eligibility Criteria)

(b) doesnot meetall themandatorytechnicalspecifications.

(©) affects the scope, quality, or performance of the Goods
RelatedServicesspecifiedin the Contract;or

(d limits or is inconsistent with the Bidding Documette
Ut i | rightg orsthe Bi d d ebligattons under the
Contract;or

(e) if rectified would unfairly affect the competitive position @
otherBidderspresentingesponsive Technic&roposals.

it shall be rejected by the Utility and shall not subsequently be m
responsive by the Bidder by correction of the material deviati
reservation,or omission.
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30.Non
conformities,
Errors, and
Omissions

30.1.

30.2.

30.3.

30.4. If the Bidder that submitted the lowest evaluated Bid does not aq

Providedthat aTechnical Proposas responsivethe Utility maywaive
any nonconformity or omission in the Bid that does not constitute
material deviation.

Providedthat a Technical Proposdbk responsivethe Utility may
request that the Bidder submit the necessaryinformation or
documentation,within a reasonableperiod of time, to rectify
nonmaterial, nonconformities or omissions in the Technical Prop
related to documentation requirements. Such omission shall ng
related to any aspect of the Price Proposal of the Bid. Failure o
Bidder to comply with the request may result in the rejection &fiits

that the Technical Proposal is responsive,hility will correct
arithmetical errors during evaluation of Price Proposals on the
following basis:

@ if there is a discrepancy between the unit price and the f
pricethatis obtainedby multiplying theunit priceandquantity,
the unit price shall prevail and the total price shallbe
corrected, unless in the opinion of the Utility there is
obvious misplacemenbf the decimal point in the unit price
in which case the total price as quoted shall govern anthihe
priceshallbecorrected,;

() if thereis anerrorin a total correspondingdo the additionor
subtraction of subtotals, the subtotals shall prevail and the t
shallbecorrectedand

© if thereis adiscrepancypetweerwordsandfigures, theamount
in words shall prevailHowever, where the amouakpressed
in wordsis relatedto anarithmeticerror, theamountin figures
shallprevail subjectto (a)and (blabove.

d If thereis adiscrepancyetweerpercentagand figuresrelated
to various taxes or levies, thpercentage shall prevaiver
figure mentioned. However, where the amount expressg
percentage is related to an arithmetic error, the amourn
figures shall prevail subject to (a) and (b) above. It should
benotedthatattime of paymentagainsttheprevailingtax/levy
rateswill beusedasonthe dateof approvalof payment.

() Except as provided in sttdauses (a) to (c) herein above, t
Utility shall reject the Price Proposal if the same contains
othercomputational oarithmeticdiscrepancyr error.

the correction of errors, its Bid shall be disqualified and the
proceedingssoutlinedin Bid SecurityFormat shalbe initiated.
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31.Preliminary
Examination
of Bids

Part-A TECHNO-COMMERCIAL BIDS
The Utility will examinethe bids to determinewhether they are
completewhetherequired securitieBave been furnished, whethdre
documents have been properly signed and whether the bidy
generallyin order.

Priorto thedetailedevaluationUtility will initially determinavhether
each TechneCommercialbid is of acceptablequality, isgenerally
completeandis substantiallyresponsiveo thebiddingdocumentskor
purposef this determinationa substantiallyresponsive bid is ong
that conforms to all the terms, conditions aspkcifications of the
bidding documents without material deviationgbjections,
conditionality or reservations.A material deviation, objection,
conditiondity or reservation is one (i) that affects in asiybstantial
way the scope, quality or performance of the contracth@ilimits in
any substantialway, inconsistentwith the bidding documents, the
Utilityés rights 0 obligatibne underuttee c
contract; or (iii) whose rectification would unfairly affectthe
competitivepositionof otherBidderswho arepresentingsubstantially
responsive bids.

Compliancewith the Provisions ofBidding Documents

No deviation, whatsoever, germitted by Utility to any provisions o
Bidding Documents. The Bidders are advised that while making |
Bid proposals and quoting prices, all conditions may appropriatel
taken into consideration. Bidders shall certify their compliance to
complete Bidding Documents by submitting the declaration regar,
full compliance toall provisions of Bid Doc

Submissionof above declarationshall be consideredas Bidder's
confirmation that any deviation to the any Provisions found anywl
in their Bid Proposal, implicit or explicit, shall stand unconditiona
withdrawn, without any cost implication whatsoever to thidity,
failing which the proceedings as outlined in Bid Security Format g
beinitiated.

INTEGRITY PACT: Bidders are required tonaonditionally accept
the "Integrity Pact (IP)" (executed on plain paper) asAterchment
to the Bidding Documents which has beengomed by the Utilityand
submitthe sameduly signedon all pagesby the Bidder'sAuthorized
signatory along with theit. The Integrity Pact (IP) is toe submitted
in a separatesealedenvelopeas per provision of ITB

12.1. Bidder's failure to comply with the aforesaid requirement
regarding submission of 'Integrity Pact (IP)' shall lead to outright
rejection of the bid and in such casehe bids shallnot be opened

UTI LI TYbs determination of a
the contentsof the bid itself without recourseto extrinsicevidencelf
a bid is not substantially responsive, it will tegected by UTILITY,
and may not subsequentiybe made responsiveby the Bidder by
correctionof the nonconformity.

Part-B: QUALIFICATION

Utility, by theexaminatiorof TechneCommerciaBid, will determine
to its satisfactiorwhetherthe participatingbiddersare
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qualifiedto satisfactorilyperformthecontractin termsof thequalifying
requirements stipulated in the Bid Data Sheet. It wilbaseduponan
examination of documentary evidence of b i d d qualification
submitted by the bidder in relevant attachment to the Ridn of
TechneCommercial Bid as well as such other informationJasity
deems necessary and appropriate. Notwithstanding anystatgd
anywhere else in the bidding documents, itytiteserves theight to
seek in writing information relating to qualifying requirements
addition to details contained in the bid. The bidder shall funeighired
information promptly to Utility. Utility will shortlist the Bidders
meetingthe stipulaed QualifyingRequirements.

An affirmative determination of meeting the qualifying requireme
will beaprerequisitdor further evaluation of TechneCommerciabid
andholding clarification meeting,if any,with the Bidder. A negative
determination will result in rejection of the Bi d d declins
Commercial Bid in which event Utility will not open the Price Bid
of the concerned bidder and his bid security shall beeturned.

Part C: Price Bids

The Utility will examine the Price bids taetermine whether they ar,
complete, whether any computationalerrors have been made, and
whetherthe bids are generallg order.

Arithmetical Correction

Arithmetical errors will be rectified on the following basis. In Eheel
BOQ template, if there ia discrepancy between the unit praoed the
total price, which is obtained by multiplying the unit price gurahtity,
or between subtotals and the total price, the unit or sulpiotal shall
prevail and the total price shall be corrected accordinflhere is a
discrepancy between words and figures, the amount in waltds
prevail. All errors in totalling in the amount column of the EX88IQ
template and in carrying forward totals shall be correcteddigmeunt
(if any) mentioned in Conditionsdid of General Data/lterDatain
Main Screerof Bid Invitation shallbe appliedon suchcorrected price.
The bid sum so altered shall, for the purpose of bidylbstitutedor
the sum originally bidandconsidered foevaluatiomnd comparison of
the bics and also for acceptance of the bid, inswfattie original sum
quoted by the Bidder. If the Bidder does aoteptsuchcorrectionof
errors,its bid will be rejectedandthe proceedings as outlined in Bij
Security Format shall be initiatedatcordancevith ITB Clause titled
6Bi d Securityo.

32.Examination
of Terms and
Conditions;
Technical
Evaluation

32.1.

32.2.

32.3.

The Utility shall examinethe Bids to confirm that all terms and
conditions specified in the GCC and the SCC have been accefites
Bidderwithout any materialdeviationor reservation.

The Utility shall evaluate the technical aspects of Bid submitteq
in accordance with ITB Clause 19, to confirm thatraljuirement:
specifiedin the Scopeof Work at SectionVI, of the Bidding Documeni
havebeenmetwithout any materialdeviationor reservation.

If, after the examination of the terms and conditions and the tecl
evaluation, the Utility determines thdie Technical Proposal is n
responsiven accordancevith ITB Clause30, it shall rejectheBid.
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33.Margin of
Preference

33.1.

PREFERENCE TO MAKE IN INDIA AND GRANTING OF
PURCHASE PREFERENCE TO LOCAL SUPPLIERS.
Purchasepreferenceshall be given to local suppliersas per methodology|
specified inAnnexuré Il to Bid Data Sheet.

34. Evaluation of
Bids

34.1.

The Utility shall evaluatePrice Proposalsf eachBid for which the
TechnicalProposahas been determingdberesponsive.

35. Comparison of
Bids

35.1.

The Utility shall compareall responsivebids to determinethe bid
with the maximunscore,jn accordance with ITElause35.

36.Post 36.1. The Utility shall determine to itsatisfaction during the evaluation
gualification of Technical Proposals whether Bidders are qualified to perforn
the Bidder Contractsatisfactorily.

36.2.

36.3.

The determinationshall be based upon an examination of the
documentary evidence of the

Bidder, pursuant to ITB Clause 17 and to clarifications in accorg
with ITB Clause 28.

An affirmative determinationn accordancavith this clauseshall be
a prerequisite for the openi
Proposal. A negative determination shall result into the
disqualification of the Bid, in which event the Utility shall return
unopenedPrice Proposab the Bidder.

37.Ut i | Righty
to Accept Any
Bid, and to
Reject Any or
All Bids

37.1.

Utility reserves the right taccept or reject any bid, and to annul
bidding process and reject all bids at any time ptiraward of
contract, without thereby incurring any liability to the affected Big
or bidders or any obligation to inform the affected Biddebidders
ofthe grounds or Uactioh.i t y s

F. Award of Contract

38. Award
Criteria

38.1.

Subjectto ITBClause37.Ut i | i t y6s Ri ght tog
Reject Any or All Bids), the Utility will award the contract to th
successful Biddewhose bid has been determined to be substan
responsive to the Bidding Documents and qualified to perforn
contractsatisfactorily,as per methodologyindicatedin Annexurell
to BDS

The Bidder will be required to comply with all requirements @ {
Bidding Documents without any extra cost to the Ultility, failir
which the proceedings as outlined in Bid Security Format shal
initiated. Utility reserves the right to vary the quantity of any of t
Spares and/or delete any item of Spaaksgether at the time of
Award of Contract.

The lowest quoted bidder amongst the responsive and qualified
will be awarded the Contract.

39.Ut i |
to Vary
Quantities at
Time of Award

ity

39.1.At the time the Contract is awarded, theantity of GoodsandRelated

Services for a town shall not be modified. However Utitigerves
the right to increase or decrease the number of towns tiredeontrac
subject to the limit as mentioned in BDS, without @imange in thg
unit prices or dter terms and conditions of the Bid aihe Bidding
Document.
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40. Notification of

40.1. Prior to the expiration of the period of bid validity, the Utility sk

Award notify thesuccessfuBidder,in writing, thatits Bid hasbeenaccepted
40.2. Until a formal Contract is prepared and executed, the notificati

awardshall constitute a bindin@€ontract.
41. Signingof 41.1. Promptly after notification, the Utility shall send to the succes
Contract Bidder the Agreement, a copy 8LA and the General and Spec

41.2. Within fourteen (14) days of receipt of the Agreement, the succe

41.3. The successful Bidder shall provide an undertaking that the key

Conditionsof Contract.
Biddershallsign, dateandreturnit to the Utility.

identified for the project (as submitted in its bid proposal) sha
available for the respectiveproposedwork requirement,anytime
during the duration of the project, till its successful completion.
samaeis intendedo bepublishedoy theNodalAgency ontheirwebsite
for the information of other utilities who intend to appoBif, for
avoidinganyduplicity in resource deployment.

42. Performance
Security

42.1. Within fourteen (14) days of the receipt of notification of award f

42.2. Failure of the successfulBidder to submit the abovementioneo

the Utility, the successfulBidder shall furnish the Performance
Security in accordance with the GCC, using for that purpose
Performancé&ecurityFormasprovidedin the documents.

Performance Security oigh the Contract shall constitute sufficig
groundsfor the annulmentof the award and the proceedingsas
outlined in Bid Security Format shall be initiated. In that event
Utility may award the Contract to the next successful Bidder w
offer is reponsive and is determined by the Utility to be qualifie
performthe Contrackatisfactorily.

43.Local
Conditions

It will be imperative on each bidder to fully inform himself of all loc
conditions and factors which may have any effect oretezution of
theworkscoveredunderthesedocumentandspecificationsThe Utility
shall not entertainany requestfor clarifications from the bidders,
regarding such local conditions. It must be understoodhgnekedhat
such factors have properly beeninvestigated and consideredwhile
submitting the proposals.No claim for financial adjustmentto the
contract awardedunder these specificationsand documents will be
entertained by the Utility. Neither any change inttivee schedule of the
contract nor any financial adjustments aridimgreof shall be permittec
by the Utility, which are based on the laclkwthclearinformationor
its effect oncostof theworksto thebidder.

44. Annulment of
award

Failure of the successful Biddercomply with therequirements ofTB
Clause titled 6Signing t heti&lo
6Performance Securityd6 shall
annulment of the award and initiation of the proceedings as outline
Bid SecurityFormat.
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45. Ineligibility for
participation
in re-tender

Notwithstanding the provisions specified in ITB SubClause titled
0 F o r foéBidtSierc as andlTByClausetittedd An n u bfmeva r
if a bidder after having beensiged the Notification of Award?urchase
Order, either does not sign the Contract Agreementpursuanio ITB
Clausetitted 6 Si g n iCorgractA ly € e e radoesndt submitan
acceptable Performance Security pursuant to ITB Clausetitled
6Performance Securitybéo, a n d thenk
suchbiddershallbetreatedneligible for participationin re- tenderingof
this particulapackage.

Ineligibility for participation in future tenders

If a bidder after openingdaf e nder s wher e EMD i
or exempted for bidders as per policy guidelines, withdraws its

within the validity period of the offer, then such bidder shall be trezse
ineligible for participationin the future tendersissuedfrom Regpective
Utility (Tender inviting Ultility) for a period of 6 montHsom the dateof
withdrawalof thebid.

If abidderafterhavingbeenissuedheNotification of Award/Purchase
Order of a package wher eexempdd for
bidder as per policy guidelines, either does not sign Gbatract
Agreement pursuantto ITB Clause titted 6 Si g nthe rCgntract
Agreement 6 or does not S uSeaurityt
pursuant to | TB CIl ause twhithlresut
in retendering of the package, then such bidder shakaedneligible
for participationin re-tenderingof this particulapackage. Further, suct
vendor shall also be dealt as per the provisidiiise contract and policy
for Withholding andBanning of BusinesBealings

46. Restrictionon
a Bidder of a
country which
shares a land
border with
India.

46.1. Any Bidder (including its Collaborator/ Associate/ DJU Partner

partner/ ConsortiumMember/ Assigneewherever applicable) from
acountrywhich shares a land border with India will be eligible tdrb
this tender only if biddeis registerednith the CompetentAuthority
asmentionedin as per the instructions and guidelingsued byGol
from time totime.

Suchregistrationshouldbe valid for the entire period of bid validity
or any extension thereof. Howeveim casethe validity period of
registration is less than biglidity period,theBiddershall berequired
to submitthe extensionof the validity period of registration before
the opening ofpricebids, failing whichthe bidshall berejected.
Further the successfulbidder shall not be allowed to subcontract
supplies/services/works anyit S «cko n t r feom & acountdy which
shares a lanborderwith Indiaunlesssuch Subcontractoiis registered
with the competent Authority as per thestructionsand guidelines
issued byGol from time totime.

However, thesaid requirementof registration will not apply to
bidders/sulcontractorsfrom those countries (even if sharing aland
borderwith India) to whichtheGovernmenbof India hasextendedines
of credit or in which the Government of India isengaged in
development projects. Biddensay apprise themselvestiog¢ updated
lists of suchcountries available in the website of thMinistry of
ExternalAffairs.
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46.2.A1 Bi d @heludidgtheterm'tenderer’,'consultant'or 'serviceprovider'
in certain contexts) means any person or firm or compawgry
artificial juridical person not falling in any of the descriptionbidtiers
stated hereinbefore, including any agency, brasrabffice controlled
by such person, participatingin a procuremenprocess.

46.3. A Stclhontractor o (i néolSwtinrdg rsu/pP
in certain contexts)means any person or firm or comparmyery
artificial juridical person nofalling in any of the descriptionsof Sub
contractorsstatedhereinbeforeincluding any agency branch office
controlledby suchperson participatingin a procuremenprocess.

464nBi dders from a country whificSh
contractor from a country wh
mentionedn para 46.1 abovmeans;
a) An entity incorporatedestablishear registeredin sucha
country; or
b) A subsidiaryof an entity incorporatedgstablishedr
registeredn sucha country;or
C) An entity substantially controlled through entities
incorporatedestablished aregistered irsucha country;or
d) An entity whose beneficial owner is situated in such a cour|

or

e) An Indian(or other)agentof suchanentity; or

f) A naturalpersonwhois a citizenof sucha country; or
Q) A consortiumor joint venturewhereany memberof the

consortiumor joint venturefalls under anyf the above.
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465.The beneficial owner for the
under;

(a) In case of company of Limited Liability Partnership, the benefi
owner is the natural person(s),who, whether acting alone or
togetherpr throughoneor morejuridical person,has acontrolling
ownershipinterestor who exercises control througthermeans.

Explanation-

i. A Cont rownershignngt emeansown@rshipf orentitlemer|
to morethan twentyfive per cent of sharesor capitalor profitg
of the company;

ii. fi C o n sshalbncludetheright to appointmajority of thedirector
orto controlthemanagemertr policy decisionsncluding by virtu
of their shareholdingsor management rightsr shareholde
agreementor voting agreements;

(b) In case of a partnership firms, the beneficial owner is the na
person(s) whowhether acting alone or together,or throughone
or more judicial person, hasvnership of entittement tmorethan
fifteen percent otcapital orprofits of the partnership;

(c) In caseof an unincorporatedassociationsor body ofindividuals,
the beneficialowner is the natural person(s\who, whetheracting
aloneor together,or through one or morejuridical personhas
ownershipof or entittlement to more thafifteen percentof the
property or capital or profits of such associationor body of
individuals;

(d) Whereno naturalpersornis identifiedunder(a) or (b) or (c) above,
the beneficial owner is the relevant natural persao holds
the position of senior managingfficials;

(e) In caseof a trust, the identifications of beneficial owner(s)shall
include identification of the author of trust, the trustee, f
beneficiaries with fifteen percent or more interest in the trust
any other natural person exercising ultimate effective cantesl
the trust through achain of controlor ownership.

46.6.An Agentis a persoremployedo do anyactfor anotheror to
represent anothém dealings withthird person.

47. Independent
External
Monitors
(IEM)s

In respect of this package, the Independent External Monitors (IEMs) v
be monitoring the bidding processand executionof contractto oversee
implementatiorandeffectiveness afhe Integrity PactProgram.

The Independent External Monitor(s) (IEMs) as mentione@BLITY
WEBSITE (Mention web address) have been appointed by Utility, in te
of Integrity Pact (IP) which forms parts of the Name of Ultility
Tenders/Contracts.

This panel is authorized to examine / consider all references made to it
this tender. The bidder(s), in case of any dispute(s) / complaint(s) pert:
to this package may raise the issue either witlddstignated 'Nodal Office
in NAME OF UTILITY or directlywith the IEMsaddress:

(MentionlEM address)

33



Appointment of Advanced Distribution Management System (ADMS) Implementing Agency (ABMSr Implementation of
ADMS in BEST under Revamped Distribution Sector Scheffe/ TendeNo RECPDCL/BEST/ADMS /e-Tender/202%

22/2464 Dated: 24.01.2022

The Independent External Monitors (IEMs) has the right to access \
restriction to all Project documentations of thiity including that provide
by the Contractor.The Contractomwill alsograntthe Monitor, upon hisrequeg
and demonstration of a valid interest, unrestricted and uncondidones<c
his Project DocumentationsThe sameis applicableto SubcontractorsThe
Monitor is undercontractuabbligationto treattheinformation and docume
of the Bidder/ Contractor/ SuBontractors/ J\partners/ Consortiurmembe
with confidentiality.

TheNodal Officerfor necessargoordinationin this regardshall beasunder:

(Mention details of Utility Nodal Officer)

G. Interpretation

48. Interpretation
of the Model
Technical
Specifications
(MTS) and the
RFP document

44.1 This Bid Document,inclusive of the MTS document, Schedules,
annexure(s), thstatements, exhibitnd sections, if any, compriséise
wholeand complet®ocument

44.2 This Document should be read in consonance with the MTS docun
In the document references to the MTS have been provided. Ithease
is no reference relating tgpaticular clause(s) of the MTS, should be
deemed as the said reference has been provided. The isidelguired
to read both the documents and would be deemed tokinewiedge of
the provisions of both the MTS and the Document.d\am of any
naturewhatsoever shabeentertained irthisregard.

44.3 In caseof anyconflict with anyprovisionrelatingto theMTS document
and the bidding document, the provisions of the Docustegit prevail
for all intentsandpurposes
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Sectionlll. Bid Data Sheet

A. Introduction

ITB 1.1 E-TenderPortal: http://www.tenderwizard.com/REC

ITB 2.1 TheReference number te Invitationfor Bid is : Appointment of Advanced Distribution

Management System (ADMS) Implementing Agency (ADMS for Implementation of ADMS in BEST]
under Revamped Distribution Sector Sche®id®/ TendeNo RECPDCL/BEST/ADMS /e-
Tender/202122/2464 Dated: 24.01.2022

ITB 2.1 ThePurchasers:
The Brihanmumbai Electric Supply & Transport Undertaking
ITB 2.1 Thenameof theDCB is: SCADA/DMS Implementatiorfor RDSSworksin the
The Brihanmumbai Electric Supply & Transport UndertaKommgmplementatiorof
SCADA/DMS Systemin the Utility
B. Bidding Document
ITB 8.4 Details of PreBid conference:
Date:15.02.2022
Venue:Plot Number 44, REC
World Headquarters, Block,
Sector29, Gurugrami 122001,
Haryana
Time: 11:00 Hours (IST)
ITB 8.4 & 22 | TheUltility addresss:
RECPower Development and Consultancy Limited
Plot Number 14, REC World Headquarters;Block, Sectoi29, Gurugram
122001, Haryana
C. Preparation of Bids
ITB 11.1 Thelanguage ofheBid is: English
ITB 12.1 For formats of the attachments Bidaereds to submit with its Technical
ProposaRefer to SectionV
ITB 12.2 All pricesto bequotedby thebidders will be inndian Rupeesnly
ITB 12.2 Forformatsof theattachment8idderneeddo submitwith its Price Proposal
' Referto Section V
ITB 14.1 Alternative Bids shall notbe permitted.
Incoterms Incoterms means international rules for interpreting trade terms published b
International Chamber of Commerce (latest edition), 38 Cours Albert ler, 74
Paris, France.
ITB 15.4 Thepricesquoted bythe Biddershall be:Firm (subject to GCC 14.5)



http://www.tenderwizard.com/REC

ITB 19.1

The bid validity period shall be 180 daysafter the bid submissiondeadline
dateprescribed byhe Purchaser.

ITB 20.1

Bidders are required to submit the Bid Security declaration in line with the G
No F.94-2020PPD dtd 12.11.2028sued by Ministry of Finance, Govt. of Ind
or anyamendmentthereof.

D. Submission andOpeningof Bids

ITB 21

Thewritten confirmationof Authorizationto signon behalfof the Biddershall
consistof:

NotarizedPowerof Attorney.

ITB 22

Theidentificationof this biddingprocesss: http://www.tenderwizard.com/REC

Theidentificationof this biddingprocesss: Single stageTwo envelope

Thenameof DCB: SCADA/DMSImplementatiorfor RDSSworksin the
<Utility> for implementation of SCADA/DMS System in th
StateElectricity Distribution Utility

Bid Identification
No Particulars

The bid identification No. shall be mentioned by the Bidder prominently on t
top of envelope fothelots in the following manner :

(a) Biddingprocesdorthebidis: A Si rsigdeBvoe nv el opeo
(b) BididentificationNo.fi < > 0

ITB 23.1

The deadline for bid submission is:
Date:21.02.2022

Time: 11:00 HourqIST)
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ITB 26.1

Thebid openingshall takeplace at:

REC Power Development a@bnsultancy Limited
Plot Number 14, REC World Headquarters,
D-Block, Sector29, Gurugram, 122001,

Haryana

Date:04.032022

Time: 15:00 HourqIST)

E. Evaluation, and Comparison of Bids

ITB 33.1

1. PREFERENCE TO MAKE IN INDIA AND GRANTING OF
PURCHASE PREFERENCE TO LOCAL SUPPLIERS.
Purchasepreferenceshall be given to local suppliers as per

methodology specified in Annexureto Bid Data Sheet(Refer
Annexure-1 to BDS)

F. Award of Contract

ITB 39.1

The percentage by which the BOQ (Bill@tiantity) may vary by (+5%).

ITB 41.2

If the successful bidder fails to sign the Contract Agreement within 14 days
the date the successful bi dder 6s 1
reserves the right to terminate the award by fonigiBid Security without any
notice.

ITB42.1

If the successful bidder fails to furnish the required Performance Security w
14 daysof thereceiptof notificationof award,the Purchaseeserveshe rightto
terminatethe award byorfeiting Bid Securitywithoutanynotice.

G. Others

ITB 46

Restrictionson a Bidderof a countrywhich sharesalandborderwith India.
PleaseRefer Annexure-ll to BDS




Section IVof SBD
QualifyingRequirement/ Eligibility criteria

The Brihanmumbai Electric Supply & Transport Undertaking has appointed RECPDCL as ADMS
Master System Integrator and the Project Management agency. RECPDCL has been entrusted w
the responsibility of selecting the ADMS implementation agencyaaadrdingly is floating this
Request for Proposal (RFP) on behalf of The Brihanmumbai Electric Supply & Transport
Undertaking.

Only those bidders which meets the below mentioned minimum Qualifying Requirements shall be
considered for further evaluationfd echnical Proposal Marks. The Lead & Consortium partner
shall not be based in prior referenced countries as notified by MHA, Gol at the time of bidding.

The Bidder can be a Sole Bidder or a Consortium (of not more than two members) who shall
meetthe following:-

I. Financial (Both lead & Consortium partner shall meet the requirement
individually)
i. Average Annual financial turnover during the last 3 years, ending 31stMarch of the
previous financial year, should be at least 30% of the estimated(Rss50Cr).
(Proof: Annual Audited Financial Statements for FYL28FY 120 & FY 2@1. shall be
submitted)
ii. The bidder should have a net worth not less than pgidequity, in each of the last three
audited financial years.
(Proof: Annual Audited Financial Statements for FYL28FY120 & FY2@1 shall be
submitted)
[I. Technical

iii. The following qualifying requirement must be met by the Lead and Consortium Partng

The bidder shall provide evidence of previous experience in the design, engineering,
supply, installation, testing and commissioning of atleast two SCADA & DMS
(Supernwsory Control and Data Acquisition System & Distribution Management Sys
Projects for POWER DISTRIBUTION (11KV or above) in the last seven (7) years
the following:

A. The above project(s) should consist of atleast 20 RTUs/Data ConceriD&prBay
controller Unit (BCU) and 100 FRTUs. The SCADA & DMS System should have &
the following functions either in a single or combination of above projects:

a. SCADA Software supporting alarm, tagging, trending, SOE, real time data acquisi

calculations.

DMS or OMS Software.

Software functional redundancy for SCADA and DMS functions.

IEC870-5-104/101/DNP3.0/MODBUS protocol in Power Sector.

The technical evaluation will commence post the demonstrations.

©®ooo




pof: 1.)LoA from the owners/client and ii)certificates of Acceptance/ successfupletionfor
work done,in supportof thequalifying requirements, clearlgstablishing

I a) the start and end date, b) operatbat least 1 year of the project, c) brief scopeoifk
and d)costof project, on client letterhead.

2 supporting proof document must be labeled as original/true copy/translation, asrttee/cas
be, and the same shall necessarily be signed and authenticated by the AuSignaeaty of
bidder. The ower/client contact details shall be provided against peaectexperiencgroof
beingsubmitted.

» proof documents available in any language other than English shall be trandiatglisto
and authenticated by Authorized Signatory of biddesfdrmission. In sucbases, the origina
language copies shall also be submitsddng with the translatgoroof documents)

Evaluation Methodology

u Alternate bids are not allowed.

0  Only those bidders which meet the minimum Qualifying Requirements shall be considered fo

further evaluation of Technical Proposal Marks.

U  The evaluation team will thoroughly review the proposals submitted by various bidders. The

broad evaluation will be ésed as following:@ Technical Proposal: 50% Weight.
A Financial Proposal: 50% Weight.
i  Predemo meetings will be conducted with all the bidders.
U  Each of the bidders will be requested to demonstrate the product and services.
U0  The technical evaluation will commence post the demonstrations.
0  Utility, in observance of best practices, shall:

A Maintain the bid evaluation process strictly confidential.

A Reject any attempts or pressures to distort the outcome of the evaluation, including

fraud and corruption.

A Strictly apply only and all of the evaluation and qualification criteria specified in the Bid

document.

E1: SingleStage, TweEnvelope Biddig Procedure

In the SingleStage, Twedenvelope bidding procedure, Bidders should submit two sealed
envelopes simultaneously, one containing the Technical Proposal and the other the Price
Proposal, enclosed together in an outer single envelope. Initatly, the Technical Proposals

are opened at the date and time advised in the Bidding Document. The Price Proposals remain

sealed and are held in custody by the Purchaser. The Technical Proposals are evaluated by the
Purchaser. No amendments or changeshe Technical Proposals are permitted. The objective

of the exercise is to allow the Purchaser to evaluate the Technical Proposals without reference t

5
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price.

Bids of Bidders which do not conform to the mandatory requirements may be termed as
nonresponsie and will not be evaluated further. Following the approval of the technical
evaluation, and at an address, date and time advised by the Purchaser, the Price Proposals are
opened in public. The Price Proposals are evaluated and, following approval oicke p
evaluation, the Contract is awarded to the Bidder whose Bid has been determined to be have
scored maximum in the composite formula as defined below:

Total Score = 50% x Technical Proposal Score + 50% x Financial Proposal Score.

E2: Evaluationand Comparison of bids

LYAGAFffe GKS {dzldLJ ASNRa NBalLlRyaSa | NE NBJ)
conditions. The Suppliers who fail to comply with any of the commercial terms and conditions
mentioned may be termed as nenesponsive and will not be evaluatedrioer. For those

Suppliers who have qualified the commercial terms and conditions technical evaluation will be
conducted followed by the PrieBid evaluation. The price bids will remain sealed until the
technical evaluation is complete.

1. Technical Evaldimn

The technical bid has a weightage of 50%. Technical evaluation will happemstages.

Stagel: Preliminary Evaluation
In stagel, the following shall be confirmed: Deviations, Submission of Bank Guarantee,
Acceptance of terms and conditis, Acceptance to scope of work and compliance to model
0§SOKYAOlIt &ALISOATFAOFIGAZ2Y o0l & YSYGA2YySR Ay 1
mandatory requirements, the bid shall be termed as wiesponsive and will not be evaluated
further.

Stage-2:
The distribution of weights shall be as follows:

Table:- Distribution of weights for bid evaluation

\[e] Description Weight

A | Technical Proposal 50

1 Project Experience 30

2 Presence in India 10

3 Team Details (CV) 10

B | Price Proposal 50
Total Marks 100

Details for each of the above parameters is as mentioned subsequently.
6
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2. Technical Proposal: Following is the methodology which shall be used to evaluate the
various parameters under the technical proposal.
A. Technical solution Evaluation:
Score for Technical Evaluation
Description Maximum
P Score
Technical Solution Score 50
1 | Project Experience 30
Number of SCADA/DMS project successfully completed in last 7 years.
a) as per Clause(iii)A) Of Qualifying requirement mentioned. 6
b Demonstration will be part of Technidavaluation. 10
6 marks shall be awarded for 2 mandatory project meeting the QR.
. . . . 6 + 2x2
For every additional project submitted 2 marks shall be awarded subject
ceiling of 10 marks that can be obtained in this category. (6+ 2x2 = 10)
0 Project experience in implementation of modules/applications of 3
SCADA/DMS Systems
1 Mark shall be given for implementation of below points:
(1) Load Flow
(i) Fault Management System Restoration (FMSR or FLISR
(iii) Dispatcher Training Simulator
The bidder shall be awarded 1 mark for implementation of above modulg
one project or multiple projects put together.
For implementation of single module, only 1 mark shall be awarded,
irrespective of its implementation in number of projects.
d) | Cyber security compliance 4
IEC 62352marks
IEC 62443marks
e) | Project Experience in FRTU and RTU Implementation/Integration. 3
2 | Presence in India 10
a) The bidder with existing Design,/Engineering/Testing facility as on in In 5
(date of release of NIT/RfP) shall be awarded 5 marks
b) | Manufacturing of RTU or FRT Unit in India 5
7




S.No Description

CVs

Maximum
Score
10

Experience in area of SCADA Software

For submission each CV 0.3 marks ceiling of 3 marks that can be obtain
this category.

b)

Experience in area of SCADA Hardware

For submission each CV 0.5 marks ceiling of 3 marks that can be obta
this category.

Experience in area of Relays and RTU integration.

For submission each CV 0.5 marks ceiling of 3 marks that can be obta
this category

d)

Experience in implementation of protocols used in SCADA/DMS System

The distribution of marks for experience in implementation of protocols
follows:-

(1) IEC 876-104/101¢ 2.5 marks
(i) Modbusg 0.5 marks
(i) ICCR; 0.5 marks

(iv) IEC 61850/873-103¢ 0.5 marks

The PriceBid evaluation is done only for those bids which meet both financial and technical
Evaluation.




Section V.
Bidding Forms; Attachments; and Formats




Form F-1: Technical Proposal Submission Sheet

Date:

Invitation for Bid No.:
e-TenderBid

No.:

To <Address of Utility>

We, theundersigned, declathat:

1.1.

2.1

Having examinedthe Bidding Documentsincluding subsequenfmendment(s)/Clarification(s)/
Addenda/ Errata (if any), the receipt of which is hereby acknowledgetthemadersignedoffer to
design, engineer, manufacture,test, deliver, install and commission (including carrying out
Guarantee Test) the facilities under thieovenamedPackage in full conformity with the said

Bidding Documents for the sum, excluding Goadd Services Tax indicated by us, as mentioned in

Output Preview of Main Screen Bid Invitation at Utility e-tenderwebsiteor suchothersumsas
may bedeterminedn accordancevith thetermsandconditionsof the Contract.

We further understand that discount letter, if any, separately uploaded online or subipiitysetal
form or indicated at location other than Condition field of Geneedé/ItemDatain Main Screen
of Bid Invitation shallnot be consideredor the purpose of evaluation.

COMPLIANCE TO THE PROVISIONS OF THE BIDDING DOCUMENTS

We have read all the provisionsof the Bidding Documentsand confirm that notwithstanding
anything stated elsewhere in our bid to the contrary, pnevisions ofthe Bidding Documents, are
acceptable to us and we further confirm that we havéakenany deviationto the provisionsof
the Bidding Documentsanywheren our bid.

Any deviation,variationor additionalconditionetc. or any mention,contraryto the provisionsof
Bidding Documentsand its subsequenfmendment(s)/Clarification(s)/Addenda/Errata (if any)
found anywhere in our bid proposal, implicit explicit shall stand unconditionally withdrawn,
without any cost implication whatsoeveto the Employer failing which our bid shallbe rejected.

We furtherdeclarethat additionalconditions,variations, deviations jf any, foundanywheran the
proposalshall notbe givereffectto

We are aware that the Price Schedules do not generally give a full description of the Wwerk
performed under each item and we shall be deemed to have read the TeSpeahtations,

Drawings and other Section$ the Bidding Documents to ascertain thedatipe of work included
in each item while filling in the rates and prices. We agree thairitezed rates and prices shall be
deemed to include the full scope as aforesaid, inclunllegheads artofit.

We undertakejf our bid is acceptedto commencework on the Facilitiesimmediatelypon your
Notification of Award to us and to achieve Completion of Facilities and cortlustanted est(if
any)within thetime specifiedin the Bidding Documents.

Our Bid shall be valid for a minimum period of 180 days from the date fixed for tiseibidission
deadlinen accordancavith the Bidding Documentandit shall remairbinding uporusandmaybe
acceptedht anytime beforethe expiration ofthatperiod.

If our bid is accepted, we undertake to provide Advance Payment Security, CBetrfactnance
Securitiesandsecuritieor Deed(s)of JointUndertaking(asapplicable)in

A




theform andamountsaandwithin thetimesspecifiedin the Bidding Documents.

7. We are not participating, as Bidders, in more than one Bid in this bidding procassontlance
with the BiddingDocument;

8. Our firm, its affiliates or subsidiariesjncluding any subcontractoror suppliersfor anypart of
the Contract, has not been declared ineligible by the <UTILITY NAME>daharred as per Office
memorandum No F.1/20/2043PD Dated 02.11.2021 or aaynendments thereof as ehidder
to enter date of bid submission>. We furtherconfirm to intimate the tender issuing authority
regarding any change in status wingligibility / debarring.

9. Weunderstandhatuntil a formal Contractis preparedand executecbetweenus, thisbid, together
with your written acceptancéhereofin the formof your Notification ofAward shall constitutehe
formation ofthe contracbetween us.

10. Weunderstand thatou are not bound to accepir bid orany otherbid you mayreceive.

11. We have read the ITB claussgarding restrictions on procurement from a biddercafuatry which
shares a land border with India and oneahtracting to contractors frosuch countries. We certify
that we/our Collaborator/JV Partner/Consortium member amg/fsom such a countror, if from
such a country, have/has been registered wit@tmpetent Authority and we will not sudontract
any work to a contractor from suchuntries unless such contractor is registered with the Competent
Authority. We herebycertify that we fulfill all requirementsn this regardandare eligible to be
considered.

*We further confirm that evidence of valid registration by the Competent Authority
for us/our Collaborator/JV Partner/Consortium member, as applicable, is enclosed as
Annexur e tBid.é.

*Bidder to strike-off, if not applicable.
**Bidder to mention the Annexure no.
12. We declare,that we haveour office in India with the detailsas mentioned

below=- Address:

ContactPerson:

TelephonéNo.:

Name
In the capacityof

Signed
Duly authorizedo signthe Bid for andonbehalfof
Date

Note: 1. Biddersmay notethatno prescribegroformahasbeenenclosedor:
(@) Attachment2 (Powerof Attorney)

For this,Biddersmayusetheir own proformafor furnishingtherequiredinformationwith the Bid




Form F- 2 : Price Proposal Submission Sheet

Date:
DCB No.:
Invitation for Bid No.:

To:

We,theundersigned, declatbat:

(@) Wehaveexaminedandhaveno reservationso the Bidding DocumentjncludingAddendaNo.
(if any):

(b) We offer to supplyin conformity with the Bidding Documentandin accordancewiththe
delivery schedulghefollowing GoodsandRelatedServices:

(c) The total price of our Bid is quoted in online tendering portal. Our quoted pricieslasve of all
taxes and duties except G8Ttility to check compatibility of the tenderingportal regarding
GST).

(d) WehaveuploadedhePriceSchedulegspertheformatsprovided.

Name

In the capacityof
Signed
Duly authorizedo signthe Bid for andonbehalfof
Date

1




Form F- 3: Bid Security

Bidders are required to submit the Bid Security declaration in line with the Order No F.9-
4-2020-PPD dtd 30.12.2021 issued by Ministry of Finance, Govt. of India or any
amendments thereof.

(If Bid Security/EMD is permitted utilities to use Indicative Draft Bid Security Format
provided hereunder, to be customized by the Utilities on case to case basis. Place
marked * may be specifically be filled/verified before finalizing the drafts by the utilities.
Bank Guarantee is to be obtained on the requisite value of Stamp paper asper Stamp
Act)




Bid Security Declaration Form

Date; TenderNo.

To (insert complete name and address of the purchaser)
I/We. The undersignedeclarethat:
I/We understand thadccording to your conditions, bids must be supported by a Bid Se@ealgration.

I/We accept that I/We may be disqualified from bidding for any contract with you for a perioelyefar
from the dateof notification if | am /We arein a breachof any obligation underthebid conditions,
becaus#/We

a. have withdrawn/modified/amended, impairs or derogates from the tender, my/aurBigithe
periodof bid validity specifiedin theform of Bid; or
b. having been notified of the acceptance of ourtBithe purchaser during the periotidfvalidity
(i) fail or reuse to execute the contract, if required, or (ii) fail or refugrmishthe Performance
Security,in accordancavith the Instructiongo Bidders.
I/We understand this Bid Securing Dectara shall cease to be valid if | am/we are notghecessful
Bidder, upon the earlier of (i) the receipt of your naotification of the name slutteessfuBidder;or (ii)

thirty daysaftertheexpiration ofthevalidity of my/ourBid.

Signed:(insertsignatureof persorwhosenameandcapacityareshown)

in the capacity of (insert legal capacity of person signing the Bid Securing DeclaYatiosx)
(insertcompletenameof personsigninghe Bid SecuringDeclaration)

Duly authorized to sigthe bid for an on behalf of (insert complete name of Bidktgd

on day of (insert dateof signing)

Corporate Seal (where appropriate)

1+




BANK GUARANTEE

This Guarantee madeon this day of 202_between Bank
Limited, aCompanyincorporatedn havingits registeredffice atandone of
its branch office at Mumbai hereinaftercalled the "Bank"which expression shall
unless repugnant to the context or contrary to the meaning trstr@bincludeits successors and
assigns) of the One Part and , aCompany incorporated India under the Companies

Act, 1956 and having its registeredoffice at
(hereinaftercalled " Purchasertwhich expressiorshall include
its successors)f the OtherPart.

WHEREAS

1. TheBidder hassubmittedits Bid dated DCB No. for supplyof
herein after called theBido .

2. As per the Bidding Documentsthe bidder hasto provide Bid securityby way of aBank
Guarantedrom aNationalisedBankfor anamount of Rs* (the
A Gu ar a Mtmoeald) forahefollowing obligationsin favourof the Purchaser-

a) *If the Bidderwithdrawsits Bid during the perio@f bid validity specifiedby theBidderin
theBid SubmissiorSheet, excemsprovided inITB SubClause 19.2pr

b) *If the Bidder, havingbeennatified of the acceptancef its Bid by the Purchaseduring
the periodof bid validity, fails orrefusego:

() ExecuteheContract;or
(i) Furnishthe Performancéecurity,in accordancevith thelTB Clausel2:or
(iiiy Accept thecorrectionof its Bid by the Purchasepursuant tdTB Clause30.

3. The Bank has, at the request of Bidder, agreed to gi¥aviour of a Guarantefor payment
of the Guaranteed Amount in a manner hereinafter appeahindy thePurchasehasagreed
toaccept.

NOW THIS DEED WITNESSETH AS FOLLOWS:

1. In pursuance of the said Bid and in consideration of the premises, the Bank hereby
unconditionally and irrevocably, and without any qualification whatsoever, agmes)ants,
undertakesndguaranteesas primaryobligatorandnot assuretymerely, to make payment to
Purchaser on its first demand without whatsoeverctaiyns,objection,protestor demurand
withoutanyrecoursdo theBidder,notwithstandinganyintimation or directionto the contrary
or any objection,such




sum or sums of money to the extent of and upto the Guaranteed Amount ugrtoladidg
60 days after the bidalidity period. Any such demand placed on Bankshall beconclusive
as regards the Guaranteed Amount dine payableby the Bank undethis Guarantee.

This Guarantee is executed for a period of 60* days after the period of bid velidiityg
which period it is not revocable except with the previous written conséhtrohaser.

Purchaser may, without affecting Badmekod s
other indulgence to or compound with Bidder or enter intoagmgemenbr agreeto forbear
to enforceany of thetermsandconditionsof thisGuarantee.

This Guarantee shall not be affected by any change in the constitution of PucciBisigler
by merger, amalgamation or absorption with any other body or cagomatotherwise and
this Guarantee wilbe availableto orenforceable by omlagainstsuchbodyor corporation.

In order to give effect to this Guarantee, Purchase shall be entitled to act as if thedBatiie
principaldebtorand the Bankerebywaivesall and anyof its rightsof suretyship.

Any notice by way of request and demand or otherwise hereunder sent by telexpdasoorlly

served, or by registered post addressed as aforesaid to the Bank in Mudidshallbe presumed
to havebeenduly receivedby the Bankasfollows:

0] If personallyservedwhenserved.

(i) If by fax or telexonthe second businestay afterthetransmission.

(iii) If mailed,uponreceipt,or on seventhday after depositin the mail with postagerepaid.

The Guarantee herein contained is not revocable by notice during its currency amdrahalin
full force until paymenthasbeenmadeto Purchasdy Bankof the Guaranteedmountpayable
hereunder.

The liability of the Bank is irrevocable during tberrency of this Bank Guarantee anddstricted
to the Guaranteed Amouniz. Rs (Rupees Only).

Unless demand or claim under this Guarantee is received by the Bank in writingthethadidity
period of this Guarantee, all the rightdRafrchase against the Bank shalfdréeitedandthe Bank
shallberelievedanddischargeaf all liabilities hereunder.

These Presents shall be governed by and construed in accordance with the Indiandithey,
courtsin aloneshallhaveexclusive jurisdiction imelationhereto.

TheBankherebydeclareghatit haspowerto issuethis Guaranteeand the undersigned have the
full power to approve execution, delivery and the performanteeguarantee.

1¢
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Signed, sealed and delivered by the

BankFor

AuthorizedSignatories




Form F-4 : Manufacturer 6s

Authorization (To be obtained
from all OEMs)

Date:
DCB No.:

Invitation for Bid No.:

To:
WHEREAS who are official
manufacturersf having factories
at

doherebyauthorize

to submita Bid in relation tothe
Invitation for Bids indicated above, the purpose of which isptovide the followingGoods,
manufactured bys andto subsequentlyegotiateandsignthe
Contract.

We hereby extend our full guarantee and warranty in accordance with Clause 26Gantal
Conditions of Contract, with respect to the Gootfered by the above firm in reptythis Invitation
for Bids.

Name

In thecapacityof:

Signed

Duly authorizedo signthe Authorizationfor andonbehalfof

1t




Form F-5 Integrity Pact
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Form F- 5: Certificate as to Corporate Principal

CERTIFICATE AS TO CORPORATE PRINCIPAL
(To besignedby anyof BoardDirectorsor Co. Secry.)
(To beaccompanie@dlongwith requisitecopy of theboardresolution)

I certify thatl am of the Company
underthe laws of andthat who signed the
abovetender isauthorizedo bindthe Company Firm by authorityof its governingoody.

Signature:
Full Name:
Address:

2(




Contract Forms

Agreement

THIS AGREEMENT is madeon this (eg. Srd) day of (eg.February),

(eg. 2022),between of
(hereinaftercalledii t B e r ¢ h which exprgssiorshall
unless repugnamb the context thereof include his successorsheirs, assigngf the one
part, and

of (hereinafter
called Athe Supplierod) which expressi onhisshal
successordjeirs,assignspf the othepart.

WHEREASthe Purchasehadinvited bidsfor certainGoodsandRelate®ervices, viz.,

(eg. Name
of bid) vide their bid documentnumber :
dated

AND WHEREASvariousapplicationsnverereceivedoursuanto thesaidbid

AND WHEREASthe Purchaser haaccepted Bid by the Supplierfor thesupplyof thosé€soods
and Related Services in the sum
of
(hereinafterii t h e
ContractPr i ce 0) .

And in pursuance of having accepted the said bid the parties have agreeditaetiiey
agreementNOW THIS AGREEMENT WITNESSETHAS FOLLOWS:

1. Inthis Agreement words and expressions shall have the same meanings as are
respectivelhassignedo themin the Contractreferredo.

2. The following documents (collectively referredtota€ ont r act Document
deemedo form andbereadandconstruedaspartof this Agreementyiz.:

i. the Detailedawardof contract;

ii. theServicelevelagreement;

jii.  Instructionsto Bidders

Iv.  theSpecialConditionsof Contract;

V. the GeneralConditionsof Contract;

vi. theMTSdocument

vii. theScopeof Work;

viii. theTechnicalSpecifications

iX. theP u r c h Madtifieaticht® the Supplierfor Award of Contract;

X. Ve n d espdnséproposal}o theRFP,includingtheBid SubmissiorSheetandhe Price
Schedulesubmittedby theSupplier;

Xi.  AppendixA & DtoN;

Xii. Acceptancefp u r c hrtfieatiod s

S O




In the event of any discrepancy or inconsistency within the Contract documents, then the
documents shall prevail theorderlistedabove.

3. In consideration of the payments to be made by the Purchaser to the Suppdieradsdin this
Agreement,the Supplier hereby covenantswith the Purchasero providehe Goods and Related
Services and to remedy the defects therein and bring themoniiormity in all respectswith the
provisionsof the Contract.

4.  The Purchaser hereby covenants to pay the Supplier in consideration of the profvisien
Goods and Related Services andrdraedying of defects therein, the Contract Rricgich other sum
as may become payable under the provisions of the Contract at thanthmethe mannermprescribed
by theContract.

IN WITNESS whereofthe partiesheretohave causedthis Agreementto be executedn
accordancwvith thelaws of onthe daymonth andyearindicatedabove.

Signedby (AuthorisedUtility

official) Signedby (for the

Supplier)

Witness
1
Withess

2
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Performance Security

Indicative Draft to be customized by the Utilities on case to case basis. Place marked * may
be specifically be filled/verified before finalizing the drafts by the utilities.
To be obtained on the requisite value of Stamp paper depending upon the place of execution

BANK GUARANTEE

This Guarantee madeon this day of 2010between Bank
Limited, aCompanyincorporatedn havingits registeredoffice at
andoneof its branchoffice at Mumbai hereinafter called the "Bank"
which expression shall unless repugnant to the context or contrary to the meaningstreteciude
its successorandassignspf theOne Partand , a Company incorporated in
India under the Companies Act, 1956 and having its registereffice at
(hereinafter called " Purchaser" whiekpressiorshalinclude

its successorg)f the OtherPart.

WHEREAS

4, TheSupplierhasenteredn to anagreementvith the purchaser(ContractNo.
daed for suppy of herein after call ed Athe Contracto.

5. As perthe term=f the Contract the Supplierhas to provide a Bank Guarantedrom a
*Nationalised Bankfor anamount of Rs *(the AiGuar anAmednt O

for the due performance of the Suppliers Obligations in accordance with the Gorfitremtir
of thePurchaser. A copy of the Contract is enclosed with this Bardeantee.

6. The Bank has, at the request of Supplier, agreed to give in favour of the PurGamantee
for paymentof the Guaranteedsmountin amannerhereinaftemppearingvhichthe Purchase
hasagreedoaccept.

NOW THIS DEED WITNESSETH AS FOLLOWS:

5. In pursuance of the said Contract and in consideration of the premises, théné3ahi
unconditionally and irrevocably, and without any qualification whatsoegeeescovenants,
undertakes and guarantees, as primary obligator and sotetg merely, to make payment to
Purchaser on its first demand without whatsoafrgrclaims, objection, protest or demur and
without any recourse to the Suppligmtwithstanding anyntimation or direction to the
contrary or any objection, such sansums of money to the extent of and upto the Guaranteed
Amount up to andncluding 14*days after the due performance of the suppliers obligation
including anyvarrantyandFMS obligationsandterminationof the said Contract

6. . Any suchdemandplacedon the Bankshallbe conclusiveasregardghe Guaranteedmount
dueandpayableby the BankunderthisGuarantee.




This Guarantee isxecuted up to and including a period of _14 *days after theodeie f or mance of
obligation and termination of the said Contract dunvigch periodit is not revocableexceptwith the previous
written consenof Purchaser.

Purchaser may, without affecti ng Btmebkroterihdulgenmcedor t
compoundwith Suppliesor enterinto any agreemerttr agreeto forbear toenforceany of the termsandconditions
of thisGuarantee.

This Guarantee shall not be affected by any change in the constitution of Pummh&seplier by merger,
amalgamatioror absorptiorwith anyotherbody or corporation or otherwise and this Guarantee will be available
or enforceable by oagainstsuchbodyor corporation.

In order to give effect to this Guarantee, Purchase shall be entitled to act as if tivecBathle principaldebtorand the
Bankherebywaivesall and anyof its rightsof suretyship.

Any notice by wa of request and demand or otherwise hereunder sent by telex gessonally served, or by registerec
post addressed as aforesaid to the Bank in Muririztig shallbe presumetb havebeenduly receivedby the Bankas
follows:

0] If personallyservedwhenserved.
(i) If by fax or telexonthesecondousiness dagfterthetransmission.
(iiiy If mailed, upon receipt, or on seventh day after deposit in the mail with pgstgEd. TheGuarantedierein

containeds not revocableby noticeduringits currency and shall remain in full force until payment has been me
to Purchase bBankof the Guaranteedmountpayablehereunder.

The liability of the Bank is irrevocable during the currency of this Bank Guarantee eesdristedto the Guaranteed
Amountviz. Rs (Rupees Only).

Unless demand or claim under this Guarantee is received by the Bank in writing tivéhialidity period of this
Guarantee , all the rights of Purchase against the Bank sfafieited andthe Bankshallberelievedanddischargedf
all liabilitieshereunder.

These Presents shall be governed by and construed in accordance with the Indeardtteecourtsin aloneshallhave
exclusivejurisdiction inrelationhereto.

TheBankherebydeclareghatit haspowerto issuethis Guaranteeand the undersigned have the full power to approve
execution, delivery and the performanceheGuarantee.

Signed, sealed and delivered byBhekFor
AuthorisedSignatories



Form: B i d dReprésentativandKeyPersonnel

Title of position: [SCADA SoftwareSpecialisk

Nameof candidate:

Duration of [insert the whole period (start and end dates) for which this positic
appointment: will be engaged

Time [insert the number of days/week/months/ that has been schedulec
commitment: for | this positior]

this position:

Expectedtime [insert the expected time schedule for this position (e.g., attach hig

schedule for this

position:

level Ganttchart]

Title of position: [SCADA Hardware Specialist]

Nameof candidate:

Duration of [insert the whole period (start and end dates) for which this positic
appointment: will be engageld

Time [insert the number afays/week/months/ that has been scheduled f
commitment: for | this positior]

this position:

Expectedtime [insert the expected time schedule for this position (e.g., attach hig

schedulefor this

position:

level Ganttchart]

Title of position: [Relays and RTUhtegration Specialist ]

Nameof candidate:

Duration of [insert the whole period (start and end dates) for which this positic
appointment: will be engaged

Time [insert the number of days/week/months/ that has sefeduled for
commitment: for | this positior]

this position:

Expectedtime [insert the expected time schedule for this position (e.g., attach hig

schedule for this

position:

level Ganttchart]

Title of position: [implementation of protocols used in SCADA/DMS Systé&pscialist]

Nameof candidate:

Duration of [insert the whole period (start and end dates) for which this positic
appointment: will be engaged

Time [insert thenumber of days/week/months/ that has been scheduled
commitment: for | this positior]

this position:

Expectedtime
schedule for this
position:

[insert the expected time schedule for this position (e.g., attach hig
level Ganttchart]




Form: Resumeand Declaration

Nameof Bidder:

Position [#1]: [title of position

Personnel Name: Date of birth:
information

Address: E-mail:

Professionalqualifications:

Academicqualifications:

Languageproficiency: [languageandlevelsof speakingreadingandwriting skills]

Details

Addressof employer:

Telephone: Contact (manager/ personnelofficer):
Fax:
Jobtitle: Yearswith presentemployer:

Summarizeprofessionaéxperiencén reversechronologicabrder. Indicate
technicalandmanageriaxperienceelevantto the Project.

: Duration of .
Project Role . Relevantexperience
involvement
main role and . : :
[ . [ N L [describetheexperienceelevantto this
project responsibilitieson the | [timein role] osition]
details] project] P
Declaration
I, the undersignefl i nsert either fAContractoros

Personnel 0 ,xetifydhptpolthe bestlol ney knowledge and
belief, the information contained in this Form 3 corred#gcribesnyself,
my qualifications,andmy experience.

I confirm that | am available as certified in the following table and throughout
the expected timsechedule fothis positionasprovidedin the Bid:




Commitment

Details

Commitment to duration of
contract:

[insert period (start and end dates)for whichthisCo nt r a
Representativer Key Personnelis available to work on this
contract]

Time commitment;

[insert period (start and end dates)for whichthisCo nt r a
Representativer Key Personnelis available to work on this
contract]

I understandhatanymisrepresentation or omissionthis Formmay:

(@) be takennto consideratiorduring Bid evaluation;

(b) resultin my disqualificationfrom participatingin the Bid,;

(c) resultin my dismissafrom thecontract.

Nameof Co nt r &Representdtiger Key Personnel: jnsertnamg

Signature;

Date:(daymonthyear):

Countersignatureof authorizedrepresentativef the Bidder:

Signature;

Date: (day month year): ___




Appendix C - Supplier Response Format
C1l :General Guidelines to the bidders

The Purchaser wil!/ select a Supplier elgblty o r
criteriaindicated in SectiotV.

The bidders are invited to submit a Technical Proposal and a Price Proposal for googlatadd
services required for the project as defined in SectioB&tpe of Work anflppendix L. This proposal
will be the basis for contract negotiations and firetion of thecontractwith the successful bidder.

The bidders must familiarize themselves with local conditions and take these into asbdant
preparingtheir proposalsTo facilitate the biddersin makingthe Proposalthe Purchaser shall have a
APBeéed conferenceodo at t he Sedidnl. Pleasenatdhat dat e as
1 Costsinvolvedin preparatiorof the proposaland ofnegotiatinghecontractincludinga visit to
thePurchaserarenotreimbursable.

1 Thefinal evaluationshall be as perthe evaluationmethodologymentionedeligibility criteria.

1 Pleasecheckall attachmentswith the checklist providedat the end, prior tosubmissiof
bid.

C 1.1: Guidelines for Technical proposal

In preparing the Technical Proposal, bidderseaqgected to examine this Bid documendl@tail. The
proposal should cover all the aspects of this bid document. Any bid not fespainsive to this bid
document shall be rejected. Material deficiencies in providingnfbemation requested may also risu
in rejection of the proposal. The price proposal shimliimv standardformats/formsas given in
Appendix C3.2.

While preparinghetechnicalproposalbiddersmustgive particularattentionthatthetechnicalproposal
doesnotinclude anyfinancialinformation.

C.1.2: Guidelines for Price proposal

In preparing the price proposal, bidders are expected to take into account the requisstdents
conditionsof the bid documentThe price proposalkshouldfollow standardormats/forms agiven in
AppendixC3.

e
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C2: Technical Proposal
C 2.1 General Requirements

Company Statistics

Please provide the general and financial details of each of the entities (bagartiunmember
(if any)and subcontractors) thefollowing formats:

Table: Bidder i Company Statistics

Details Supplier Response

Bi d dNamé s

Address
Contact (s), Title (s), Telephone (s}ntail id(s)

Nameof the ChairmanMD/ CEO/Partners

Natureof Ownership

Dateof Incorporationof Company/Entity

C 2.2: Project Experience

Bidder shall provide detailsof projectswith applicationmodulesand otherrequirement@s
mentionedn Eligibility Criteria, (SectionlV).

Biddersneedto submitthe detailsaspertheformatin thetableprovided.

Table: The detailsof the sameshouldbe includedin the following format and necessarsupporting
documentshould beattachedvith RFP:

Details of Project Experience

S.No. Eligibilit Client Name of Date andrear Indicate themodules
yCriteria Name theProject  of implemented in the
Clause Commissioni | project
ng (SCADA
/IDMS/ RT-DAS)

Note : Kindly provide Client PerformanceCertificatesfor the completedprojects
provided for establishing/confirming the requisite details for progegierienceas
mentioned above




Or Copyof LoA/ Work Orderalongwith proof of releaseof final payment
C 2.3: Firm Detail
Bidder shall provide details of natorth and turnover for the past three audited finape&als in
thefollowing format:
Firm
Detail

Details FY 2018-19  FY 2019-20 FY 2020-21

Net-worth

Turn-Over

Audited financial reportsand copy of the certificatessupportingthe aboveneedto besubmittedas
proof.

C 2.4: Facility Management Services Plan

Thedetail planfor FMS shallbe givenin accordancevith the SectionlV.

C 2.5: Project Management Practices
Pleaseprovide high-level detailsof the projectmanagemenpracticeshatwill be followedto manage
the project. The project management practices would include (but not be lio)itkdailsof:-

9 Bidder must provide details of how they envisagethe contract being managedincluding
principlessuchas(butnotlimited to) joint planning and controlmechanisms; regular and active
review meetings; Project management of individwadrk streams and overall program
management of thentire service; Performanceporting

9 Bidder should outline their proposed governance structure and designate a Manager to
co-ordinate their activities and provide a focal point of contact to wHtlity canreferonany
matterconcerningheservice.

1 Reporting lines and decisiemaking powers withinthb i dder 6 s or gani zat i on
explained

1 Reportingformats andemplateghatwould befollowed by thebidders

9 Outlinethe proposedescalatiorproceduresn theevent thaissuesrise.

C 2.6: Quality Assurance

¢ Quality of service Suppliers must provide details of their proposed approach to quality
assurance to ensure the quality of services in accordance with chapter 15 of Sethin IV.
shouldinclude:

1 Responsibilityof quality of service;




1 Howthesupplierwill ensurequality serviceds provided;

1 How quality will bemeasured
Does your company (and consortium partner) have any quality certific#gsessment?3b,
pleaseprovideyour responsefor thefollowing:
Detailsof Certification

Description Bi dder 6s
Response

Certification/ Assessmentlame

Whoissuedhecertification/assessment?

Whenwasthecertification/assessmeabtained?

Doesthis certification/assessmemtrocessinvolve periodic reviews
and observations/ remarks after such review? Ifptmase providg
details and specify when your company is doeits next quality
review?

Pleasespecifyyourc o mp apnogeddor productdevelopmenandenhancements

C 2.12: PREFERENCE TO MAKE IN INDIA AND GRANTING OF PURCHASE
PREFERENCE TO LOCAL SUPPLIERS.

Refer Annexure-ll to BDS

C2.13: Cyber Security Conformance Requirements:




No. 12/34/2020-T&R
Government of India / Bharat Sarkar
Ministry of Power / Vidyut Mantralaya
(T&R Division)
"F" Wing, 2nd Floor, Nirman Bhawan,
New Delhi, Dated the 24th December, 2021.

ORDER

Subject: Testing of power system equipment for use in the Supply System and Network in the
country for Cyber Security — reg.

Reference is invited to this Ministry's Order No.12/34/2020-T&R dated 8th June,

2021on the above mentioned subject. The above Order stands revised to the extent attached in
Annexure 1 to Annexure 4.

2. The above Order dated 8th June, 2021, shall be applicable for imported products as
listed in Annexure-1 for orders placed on or after 8th June 2021.

3. The subject order will be reviewed and updated as needed and the same will be
notified as and when any changes / updates are implemented.

4. This issues with the approval of the competent authority.

Encl: Annexure 1 to 4. \ \/\

(Ujywal Kumiar Sinha)
Deputy Secretary to the Govt. of India

Tel: 23063497
To

1. All Ministries/Departments of Government of India (As per list)

2. Secretary (Coordination), Cabinet Secretariat

3. Vice Chairman, NITI Aayog

4. Comptroller and Auditor General of India

5. Chairperson, CEA

6. Secretary (Power/ Electricity), all State Governments & Union Territory Administration as
per mailing list.

7. Chairman of all State Power Utilities as per mailing list.

8. CMDs of CPSEs/ Chairman. of DVC &BBMB/ MD, EESL/ DG, NPTI/ DG, CPRI/ DG,
BEE

9. All ASs / JSs / EA, MoP

Copy to:

1. PS to Hon'ble PM, Prime Minister's Office

2. PS to Hon'ble MoP for Power and NRE

3. PS to Hon'ble MoS for Power and Heavy Industries
4. Sr. PPS to Secretary (Power)




List of designated laboratories for cyber security conformance testing

Table -A. Field Equipment /Operational Technology (OT)

Annexure — 1

SL Equipment Communication | Protocol Security Designated
No. Protocol Conformance Laboratories
Conformance Standards
Standards
1  [Remote Terminal Units (RTUs) /[EC 60870-5 -101 / [[EC 60870-5- 7 Central Power

Feeder / Field RTUs

(FRTUs)&PLCs with IEC
communications protocols

[EC 60870-5 -104
Test Details-
Annexure 2)

Security extension
&IEC 62351 series
specifically IEC
62351-100 parts 1&
3) ( Test Details

Research Institute
(CPRI), Prof Sir

C V Raman Road,
Sadashiva Nagar PO,
Bengaluru - 560080,

Annexure-2) Karnataka

2 |Intelligent Electronic Device IEC 61850-5 to CPRI

(IED) / Equipment / Numerical [[EC 61850-10

Protection Relays / Bay Control | Test Details-

Units / Bay Protection Units, Annexure 2)

Gateways, Transformer Tap

controller/ changer with IEC

61850 communication protocol
3  [Smart meters with IS 15959 series S 15959 series and |1. CPRI

protocols

IEC 62056communication

and

IS 16444 series
( Test details-
IAnnexure 2)

IS 16444 series
{(Test Details
nnexure 2)

2. Electrical Research
and Development
Association (ERDA),
‘ERDA Road, GIDC,
Makarpura,
Vadodara - 390 010
Gujarat

E Yadav
Measurements Pvt.
~}Ltd. (YMPL) 373-
375, RIICO
IBhamashah Industrial
Area

Kaladwas 313003
Udaipur — Rajasthan

Information Technology (IT) Equipment (Main / Backup / Disaster recovery (DR) Control
Centre / Substation control centre IT equipment)

All IT products procured /supplied shall have a valid Certificate of Common Criteria as per ISO/IEC

15408

issued by signatories of the

N

Common Criteria Recognition Agreement

(CCRA)




www.commoncriteriaportal.org

Import/procurement/supplied from vendors sourcing from prior reference countries, the Certificate for
Common Criteria shall be from Government Laboratories in India according to the IC3S scheme
operated by Ministry of Electronics and Information Technology, which is a signatory to CCRA.

https://www.commoncriteria-india.gov.in/
< N
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Annexure — 2
Details of tests for various identified products

Remote Terminal Units (RTUs)/ Feeder / Field RTUs (FRTUs) & PLC’s
(SL. No. 1 of Table - A of Annexure - 1)

Test protocol:

Utilities / manufacturers will submit the sample along with all the required technical documentation
for taking up testing to the designated laboratory.

Reference standards
1) IEC 60870-5-101 & TEC 60870-5-104 as applicable

2) IEC 60870-5-7 Telecontrol equipment and systems - Part 5-7: Transmission protocols - Security
extensions to IEC 60870-5-101 and TEC 60870-5-104 protocols (applying IEC 62351)

3) IEC 62351-100-1 & IEC 62351-100-3 and other cross referenced standards
Test cases

Extract from standard (IEC 62351-100-1)

The conformance test cases are divided into four clauses:

® Clause 5: Verification of configuration parameters. This clause contains the configuration
parameters affecting the message contents and/or the protocol behaviour.

® Clause 6: Verification of communication. The goal of this clause is to verify that Device

Under Test (DUT) is able to implement the security extension messages as described in IEC
TS 60870-5- 7.

® Clause 7: Verification of procedures. The goal of this clause is to verify that DUT is able to
execute the security extension procedures as described in IEC TS 62351-5.

® Clause 8: Test result chart. This clause contains the results of the test cases listed in Clauses 6
and 7 for each supported value of the configuration parameters listed in Clause 5.

The test cases are organized in tables. They are numbered; their numbering syntax is: Sub clause
number (where the Table is located) + test case number.

In the column 'reference' each test case has a direct reference to IEC TS 62351-5 or IEC TS 60870-5-
7 where the clause under test is defined.

Test cases are mandatory depending on the description in the column 'Required'. The following
situations are possible:

M= Mandatory test case. The test is referencing a clause that is mandatory in IEC TS 62351-5 or IEC
TS 60870-5-7.

Protocol Information Conformance Statement (PICS) x, x = Mandatory test case if the functionality
is enabled in the PICS (by marking the applicable check box), with a reference to the section number

of the PICS (x.x). V\‘?\‘\
(Y




Conformance testing of security extension procedures

The security extension procedures can be summarized as follows:

® User management

® Update key maintenance

@ Session key maintenance

® Challenge/Reply authentication

® Aggressive Mode authentication

Extract from standard (IEC 62351-100-3)

IEC 62351-3 defines the requirements related to the authentication/encryption protocol, procedures
and methods to be implemented at TCP/IP (transport) level.

The conformance test cases are divided into three clauses:

« Clause 5: Verification of configuration parameters. This clause contains the
parameters specified by the standards referencing IEC 62351-3 (see IEC
62351-3:2014/AMD1:2018, Clause 7) and affecting the protocol
behaviour.

+ Clause 6: Verification of IEC 62351-3 requirements. The goal of this clause

is to verify that DUT is conformant to the requirements of the IEC 62351-
3

« Clause 7: Test result chart. This clause contains the results of the test

cases listed in Clause 6 for each supported value of the configuration
parameters listed in Clause 5.

The test cases are organized in tables. They arc numbered, their numbering syntax is: Sub clause
number (where the table is located) + test case number

In the column 'Reference' each test case has a direct reference to IEC 62351-3 where the clause under
test is defined. PICS or Protocol Implementation eXtra Information for Testing (PIXIT) could be
found in the "Reference" column for some test cases whenever the execution of the test case shall take
into account specific parameter values declared in the PICS or PIXIT of the DUT.

Test cases are mandatory depending on the description in the column 'Required'. The following
situations are possible:

M = Mandatory test case. The test is referencing to a clause that is mandatory in IEC 62351-3.
PICS
or

PIXIT = Mandatory test case if the functionality ic enabled in the PICS or PIXIT by marking the

applicable check box or declaring the applicable value. -




Annexure — 3

Testing Criteria

1) Supply from Trusted Sources

The sample size shall be as specified by CEA as per the approved criteria for Trusted Vendors
2) Supply from other than trusted vendors

For RTUs /FRTUs and IEDs, the sample size for testing shall be minimum one number from each
make and having same firmware version for the supply lot size of 200 numbers or less. For every
additional supply lot of upto 200 numbers, one sample having the same firmware version as that of the
first lot shall be tested for randomly selected iest cases. For smart meters, the sample size for testing
shall be minimum one number from each make and having same firmware version for the supply lot
size of 5000 aumbers or less. For every additional supply lot of upto 5000 numbers, one sample
having the same firmware version as that of the first lot shall be tested for randomly selected test
cases. The manufacturer shall submit request o the Nodal agency along with vendor's / manufacturer's
certifications for supply chain management system practices and secure product development process
implementations based on any one or more of standards 1SO / IEC 27036, I1SO / IEC 20243, IEC
62443 for verification.

After scrutiny of vendor's / manufacturer's proof and certifications the supplier / utilities shall be asked
to submit product to the designated laboratory for communication and cyber security conformance
testing. All certifications shall be valid as on the date of submission of samples foi testing and product
certifications / type test reports shall not be older than 5 years.

The entire supply lot shall stand rejected on failure of any sample drawn from the lot to comply with
the test requirements.

3) Supply from prior reference countries

The utility shall obtain prior permission from the Government of India for importing the product /
system from prior reference countries.

The sample size shall be 5% of the supply lot / ordered quantity (minimum one) from each make and
having same firmware version for each supply lot shall be tested. The manufacturer shall submit
request to the Nodai agency along wiin vendor's / manufacturer's certifications for supply chain
management system practices and secure product development process implementations based on any
one or more of standards ISO / IEC 27036.!SO / IEC 20243, IEC 62443 for verification. All
certifications shall be valid as on the date of submission of samples for testing and product
certifications / type test reports shall not be older than 5 years.

After scrutiny of vendor's / manufacturer’s proof and certifications the supplier / utilities shall be asked

to submit product to the designated Government / Government controlled Autonomous laboratory for
type tests (Annexure - 4) and for communication & cyber security conformance tesiing (Annexure |

and Annexure 2).
<
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The entire supply lot shall stand rejected on failure of any sample drawn from the lot to comply with
the test requirements.




Annexure — 4

Type Tests

Products imported from prior reference countries shall also undergo type testing (one sample)as per
following standards in addition to communication protocol and security conformance testing at the
designated Government / Government controlled Autonomous laboratory:

Type test standards for RTUs/ FRTUs

1.

IEC 60870-1-2 1989 Telecontrol equipment and systems. Part I: General considerations.
Section Two: Guide for specifications.

IEC 60870-2-1:1995Telecontrol equipment and systems - Part 2; Operating conditions -
Section I: Power supply and electromagnetic compatibility.

IEC 60870-2-21996 Telecontrol equipment and systems - Part 2: Operating conditions -
Section 2: Environmental conditions (climatic, mechanical and other non-electrical
influences).

. IEC 60870-3: 1989 Telecontrol equipment and systems. Part 3: Interfaces (electrical

characteristics)

Type test standard for IEDs / Numerical Protection Relays / Bay controls units
1. The applicable testing standards for Protection Relays, Sensors, Tap Changer Control, Bay

Protection Units, Measurement Equipment is IEC60255-1 (Common Requirements), -21
(Vibration, Shock & Bump), -26 (Electromagnetic Compatibility) and — 27 (Safety) for
Measurement Relays and Protection Equipment.

IEC 61850-3: 2013, Ed. 2 Communication networks and systems for power utility automation
- Part 3: General requirements.

Type test standards for Smart meters
1. IS 16444: 2015 AC static direct connected watthour smart meter class 1 and 2 - Specification.

2. IS 16444 Part 2: 2017 AC static transformer operated watthour and var - Hour smart meters,

Note:

1

class 0.2 S, 0.5 S and 1.0 S: Part 2 specification transformer operated smart meters.

All above referred standards shall be latest with amendments if any at the time of submission
of sample(s) for testing.

. Type tests generally covers functionality, environmental, mechanical, EMI/ EMC and

electrical safety related tests.

. All certifications shall be valid as on the date of submission of samples for testingand product

certifications/type test reports shall not be older than 5 years.




C3: Price proposal

Utilities to prepare the detailed price schedules as per the Sample Price schedule ishm@tidder:




Price proposal

Bidders are requested to provide cost for each of the Project Area in the subsequent formats. The
Biddersshouldtake anoteof following pointswhile filling the Pricegproposal.

1) Bidder will be responsible for payment of Taxes (including local entry taxes), duties, cess,
charges etc, including taxes, duties, cess, charges etc, to be paid by the Suppligrgste
delivery. Such taxes, duties, cess, charges etc, if not expiiithtioned in the following
tables, but applicable under | aw, should b
column.

2) The Bidder will provide Tax rates assumed for the calculation at the time of proposal for
eachitemin notes taespective table

3) Please refer to GCC Clause 12.2 and the 8C@rice adjustments due to change in Tax
rates(includinglocal entrytaxes), duties;ess, chargestc.

4) Purchaser reserves the right to deduct and pay to the government authorities the taxes at
applicableratesfrom the price payabléo the supplier.

5) The unit prices mentioned for various components should be the same for all Project Areas.
In case of any discrepancy among unit prices of various Project Areas, the lowest unit price
of equipmenimentionedor any Project Area shatirevail.

C 3.1: Project Area with Data RecoveryCentre

Biddershouldrefer Appendix=tofill in following information:

Nameof ProjectArea(town):-

LocationDataCentre:

NumberSubdivisionOfficesunderthe ProjectArea-

Numberof OtherOfficesunderthe ProjectArea-

1 Forms(Form 1to Form 10)shouldfilled, by the bidder

Form : 1 Project Management Cost

Project Management Cost Including all Taxes &

Duties

Installation, Testing and Commissioning Cost to

Integrate Entire SCADA & IT (relevant to SCADA) Rs.

Infrastructure

Integration with legacy applications & Data Migration Rs.

Training for the Employees Rs. Refer Form-9

Pagel




Specific Exclusions

* Land, Control Centre & various server rooms and other Civil & Structural Works including
earthing.

s Infrastructures such as Air conditioning system,

s Fxternal & Internal electrification & Lighting,

* Fire fighting system

« DG Set for meeting the SCADA/DMS Control Centre critical load requirements

+  Any mobile equipment such as Crane, truck, Jeep, filter M/c, etc.

o Any T&P, testing equipments. etc.

s  Furniture for the computers required for SCADA/DMS & SCADA system

s  Any contract for IT/ Outsourcing of services of revenue expenditure type where there is no capital
addition.

« Communication equipments such as mobile phone, telephone etc other than those specified in
MTS -SCADA/DMS

« DISCOM Manpower for managing SCADA/DMS system

FORM: -2
SCADA/ Data Control Centre Cost (BOQ)

Per
Unit
Cost  Tota

(incl

Uni  Quantit ayes I FMS

Equipment y P Charges

duties

)
Rs.

Lacs e

C1l | Server/ workstation Hardware

SCADA Server No.
ADMS Server No.
OMS Server No.
FEP server with interface switches No.
ISR server Set
NMS server No.
DTS server No.
Developmental server No.
Commnuication Server No.

No.

SMS gaterway

Workstation with dual TFT Monitors (' S/S monitoring) No.
Workstation with dual TFT Monitors (Network

monitoring) No.
Remote VDUs with one TFT Monitors No.
Developmental console with one TFT No.
DTS/Workstation Console with dual TFTs No.

LED Based Video Projection System with 2x3 module
configuration with each module atleast 70inch diagon{ No.
with common projector. Pagel




Field Force Automation Hardware Cost(Mobile

Server,Mobile Devices,OS License,Data Base Licens Lot

Storage & Backup Devices

San Switch and San Storage No.

External RAID Mass storage device ( for 24 months

onlinebackup) No.
Exteranl DAT drive No.
Switches
Layer Il switch (SCADA/DMS LAN)48 Port No.
Layer Il switch ( Planning & Development system LAN No.
Data Centre Router No.
Router forinterfacing IT system & SCADA/DMS DR No
centre '
Router at remote VDU No.
Security system (DMZ)
Router No.
Firewall & network IDS/IPS No.
GPS Time synchronisation system Set
GPSDigital Display for Time and Frequency No.
Nos
Web Server with Load Balancing .
Ad(ditional Item 1(ZCGC for 4 Zones) Set.
Nos
GPS Time synchronisation system .
Nos
GPS Digital Display for Time and Frequency .
Nos
Work Stations for S/S monitoring .
Nos
Work Stations for Network monitoring .
Nos
LED TV .
Nos

Firewall & network IDS/IPS

Additional Item 2- Modular Rack for Servers and Nos
netoworking devices (Including DG SETSs)

Nos

Additional Iltem 3- Cyber security servers (For SBt .
Nos

Printer Black & Whilte .
Nos

Printer Colour

Control room Furniture Lot

Sub-Total C1 (Hardware)

C2 | Software for Control Centre

SCADA Software Lot
ADMS Software Lot
ISR Software Lot
OMS Software Lot
DTS Software Lot
ICCP Software Lot

Development Software Page2 Lot




C4  services
Total

FORM: -3
SCADA/ Disaster Recovery Control Cost (BOQ) FOR SCADA DMS CONTROL CENTRES

Network Management Software Lot
GIS Adaptor/Engine for Importing Data from GIS
System under IT Systehmtgration with ERP And AMI Lot
Remote VDU Cliei@oftware Lot
RDBMS Package Lot
Workstation Client Software No.
Additional Item 1 Cyber security software
License Cost for FFA Lot
Implementation Cost for ADMS Lot
Implementation Cost for FFA Lot
Sub-Total -C2 (Software)

C3 | Mandatory spares Max 5% of C1
Spares for IT Hardware

Equipment

Unit Quantity

Per Unit

Cost (incl
taxes &
duties)

Rs.

Total s cosT

Rs.

D1 | Server/ workstation Hardware
SCADA Server No.
DMS Server No.
OMS Server No.
FEP server with interface switches | NO:
ISR server No.
NMS server No.
DTS server No.
Developmental server No.
No.
Commnuication Server
Workstation with dual TFT Monitors | No.
S/S monitoring)
No.
Remote VDUs with one TFT Monitors
Developmental console with one TF ] 20




DTS/Workstation Console with dual

TFTs No.
DLP based Vide®rojection system
with 3x4 Module configuration with No
each module at least 67" diagonal wit '
common projector

NO.
LED TFT screen for 3 ZCC
Field Force Automation Hardware
Cost(Mobile Server,Mobile No
Devices,OS.icense,Data Base '
License)
Storage & Backup Devices

No.

San Switch and San Storage

External RAID Mass storage device (| No.
for24 months online backup)

Exteranl DAT drive No.

Switches

Layer Il switch (SCADA/DMS LAN) | No.

Routers

Router for interfacing IT system & No.
SCADA/DMS DR centre

Router at remote VDU No.
Security system (DMZ)

Web server with load balancing No.
Firewall & network IDS/IPS No.

Other Active Devices

GPS Time synchronisation system | Set

GPS Display for Time and Frequency

Printers

Color inkjet printer Set

B/W Laserprinter Set
| SubTotal Di(Hardware)

D2 | Software for DR Centre

SCADA software Lot
ISR Software Lot
DMS software Lot
OMS Software Lot
DTS software Lot
Developmental software Lot
Network Management Software Lot
Workstation Client Software. No.
Remote VDU Client Software No.
RDBMS Package Lot
License Cost for FFA Lot

Implementation Cost for ADMS Papet




Implementation Cost for FFA Lot

Sub-Total D2 (Software)
Mandatory spares Max 5% of D1
Mandatory spares

Sub-Total D3 spares
Grand TotalD

Form 4:- RTU
Total
S.No. Equipment Unit Quantity S?l?[; Total FMS COST
Rs. Rs.
RTUs
RTU base equipment comprising
panels, racks, sufacks, Power
Supply modules, CPU, interfacing
equipment, required converters & all
other required items/accessories Set
including complete wiring for all
modules for locations mentioned at
Vol Vi
Multifunctuions transducers No.
Contact Multiplying Relays (CMRs)| No.
Heavy duty relays for Control No.
Dummy Breaker Latching Relays | No.
Transformer Transducers No.
Single TFT PC for LDMS No
Sub- Total (Hardware) -E1 \
E2 | Software for LDMS
LDMS software No.
Any other software to meet functiong [ ot
/performance requirement of MTS

Sub- Total (test equipment)-E2 ‘ ‘

E3 | TEST EQUIPMENTS for RTU

RTU Database Configuration &
Maintenance Software tool

Master Station cum RTU Simulator §
Protocol analyser software tool

Laptop PC for above software tools
along with interfacing hardware No.
including Hub

Sub- Total (test equipment)-E3

E4 | MANDATORY SPARES FOR RTU
5% of E1

Sub- Total (mandatory spare)-D4 ‘
Grand total E |




Form 5:- FRTU

Total

(per Total

unit) FMS COST
Rs. Rs.

Equipment Unit Quantity

FRTUs

Mini pole mounted=RTU base equipment
along with enclosure suitable to work in
open environment (Adequate protection
from water & dust) , racks, subcks,
Power Supply modules with power backu
, /o modules, CPU, interfacing equipme
required converters & all othegequired
items/accessories including complete
wiring for all modules for locations
mentioned at Vol Vi.

Contact Multiplying Relays (CMRS) No.
Heavy duty relays for Control No.
Multifunction trnasducer No.

Sub-Total (Hardware) F1
F2 | Test Equipments for FRTU

FRTU Database Configuration &
Maintenance Software tool

Master Station cum FRTU Simulator &
Protocol analyser software tool

No.

No.

No.

Laptop PC for aboveoftware tools along
with interfacing hardware including Hub

Sub-Total (Test equipment) F2

F3 | MANDATORY SPARES FOR FRTU
5% of E1

Sub-Total (Spares) F3
Grand Total F

Form 6:- Communication System:

No.

Total (per
: : : , Total
Equipment Unit  Quantity unit) COFSMI'?YR
Rs. Rs.

MPLS
Annual charges for 100MBps Links with RTUs| No.
MPLS Router No.
Any other hardware to mektnctional Lot
/performance requirement of MTS
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Sub- Total g1

GPRS
Annual charges for 2MBps Links with FRTUs
No.
IFPI
Modems No.

Any other hardware to meet functional

/performance requirement of MTS
Sub- Total g2

Main Equipments - Control centre

Unit

Total (per
Quantity unit) FMS Cost/yrs.

UPS with 20KVA running in
parallel redundant mode*

Set

VRLA type Battery banks for aboy
UPS for minimum 30 min. backu
duration

incl above

Set

Sub- Total H1
Main Equipments- DR Centre

Main Equipments

UPS with 20 KVA running in
parallel redundant mode*

Set

VRLA type Battery banks for aboy
UPS for minimum 30 min. backu
duration

Sub-Total H2

Il For RTU / Data Concentrator /
Communication Eqpts.

incl above

DC Power Supply (DCPS) system
based on SMPS

Sub-Total H3
For FRTU

48V DC Power Supply (DCPS)
system based on SMPS

Sub-Total H4
H5 Remote VDU location




H6 | Mandatory Spares for UPS

5% of above H1TO H5

Form 8:- SCADA ENABLER: -

Total

Total
Type Unit  Quantity L(Ja?tr o FMS

Rs. Rs. COSTlyear

RMU (WAY requirement) No of WAYS

RMU No
\ Sub- Total J1
2 SECTIONLIZER
/RECLOSER
Sectionlizer No NA
Recloser No NA
 Sub-Total J2
J3 FPI
Commnuicable No

Sub-Total J3

RECONDUTORING
(Specify type of each

s conductor existing & A
reconductoring )

Km NA

Km NA

Sub-Total J4

Control/power cable for
RTUs from outdoor
switchgear,ifany at S/S and
numerical relays

J5

control /power cable Km
Numerical relay /BCPU Nos
 Sub-Total J5

J6 | Mandatory Spares
5% of above J1 TO J5
\ Sub-Total J6

~Grand Total (J)
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Form 9:- Training

Description Duration Total Cost (Rs.)
in days
A, Operator’s Training
1. Operator for SCADA/DMS Control Centre 3
2 Instructor for DTS 10
B. Maintenance Training
l Computer Hardware & System Software 10
2. Application Software (SCADA/DMS) 10
3. RTU & FRTU 5
4. Database & display development 5
f. Auxiliary Power Supply 3
7. Communication System including NMS 5 2

Forml0 : FMS

S.No. Description 2YEARS 7 vears after
FOR Gol/  operationaal

Sunset of acceptance
scheme

FMS (Rs)

1 FMS charges for SCADA/DMS system
(maintaining overall system availability as per
T5)

2 FMS charges for SCADA/DMS system
{maintaining availability individual hardware
& non —critical functions as per TS)

3 Total FMS charges

o Cost of FMS for 7 years shall not be less than 35% of total project cost and per vear unit rate
shall be same

* Costof FMS for overall cost system availability shall not be less than 40% or not more than 60%
of total FMS cost

# The necessary spares required for maintenance of the system during FMS shall be provided by the
contractor. However. the consumables shall be provided bv the owner.
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C4: Checklists

Please submit a copy of this section with cover letter while submitting the proposal.

C 4.1: Mandatory forms that needs to be submitted

Check List for Mandatory Forms

S.No. Iltem Furnished
1 | Documents against eligibility criteria Yes/ No
2 | Bid Security Declaration / Bid Security Yes/ No
3 | Technical Proposal Yes/ No
4 | Financial Proposal Yes/ No
§ | Proof of turnover and net worth for the last three audited Yes/ No
financial years of Bidder, consortium member (if any) and
sub-contractors
6 | Proposed SLA template Yes/ No
7 | Filled-in copy of Bidding forms (Section V) Yes/ No
C 4.2:Compliance checklist
Check List for proper Documentation & Compliance
S.No. Item Furnished

1 | Please confirm you agree to all clauses specified in the Section | Yes/ No
I, ITB

2 | Please confirm you have submitted all the mandatory forms | Yes/ No
specified in Appendix C (Technical & Financial Proposal)

3 | Please confirm you have noted the bid submission deadline | Yes/ No
specified in Section lll, BDS (ITB 23.1)

4 | Please confirm you have noted that the performance security | Yes/ No
will be furnished within time period as specified in Section I,
ITB clause 42.1

5 | Please confirm you have provided all document proof to| Yes/ No
substantiate you qualifying the eligibility criteria as mentioned
in Section IV

6 | Please confirm you have complied with the proposed solution | Yes/ No
architecture specified in MTS Document

T | Please confirm you have complied with all services specified in | Yes/ No

the scope of services mentioned in Section VI
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8 | Please confirm that you comply with all clauses specified in the | Yes/ No
General Conditions of Contract specified in Section VIl
9 | Please confirm that you comply with all clauses specified in the | Yes/ No
Special Conditions of Contract specified in Section VIl
10 | Please confirm that all goods (software and hardware) and | Yes/ No
services have been included in the price proposal and is
complete in all respects without any deviation/ missing items
11 | Please confirm that you have not submitted any alternate | Yes/ No
proposal
12 | Please confirm that you have noted the SLA guidelines and | Yes/ No
penalty clauses applicable as specified in Section-VI.
13 | Please confirm you have provided sufficient Bid security in | Yes/ No
proper form as specified in clause 20, Section Il ITB
14 | Please confirm you have responded to all mandatory technical | Yes/ No

specification given in Appendix A
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Expected Implementation Schedule

The bidder is expected to complete the implementation within 18 months from the datarddf contract
by the utility.

Facilities Management Services post successful completion of acceptance testspgbaitibdfor aperiod
of five yearsfrom the dateof completionof acceptanceest.

Bidder shall submit a detail Gantt chart as per along with the followiptementatiorschedule. Bidders shall
drill down these activities into sub/sslib activity in the chart. Thahart shall also detail out time and resource
effort required to execute each activifjhe detailed bar charts for althe work activity shall bwever, be
discussed anggreed to byhe successfuBidderwith the ownerbeforestartof theexecution ofvork.

Table 7: Expected Implementation Schedule

Sta
rt

WeeklyPlan
W1| W2| W3 | W4 | W5

Activity/ Sub Activity

D

1 Mobilization at sitewith establishment of site
office, requisiteresourcedeployment etc.
2 | Field Surveyfor SCADA/DMS Data

3 System Design (PrEBnplementation Plan,
TestingandDevelopmentandApproval

4 | FactoryAcceptancd est(FAT)

- SCADA/DMS ControlCenter

- RTUs

- FRTUs

- Auxiliary PowerSupply

- CommunicatiorEquipment

- OtherBoughtOut Items ifany

4 | Installation/Erectiorof ControlCenter

Installation/Erection of Equipment at RTU/FRTU
Locations

Integration of SCADA/DMS System with other
systemssiz IT systemunder RAPDRP,SLDC,

7 Commissioning and Site Acceptance Test
(OperationalAcceptancef the System)

9 | Facility Managemen$ervicefFMS)
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Chapter-1

INTRODUCTION & GENERAL INFORMATION

1.0 Introduction: -

As per Government of I ndi ads commitment
reliable and affordable power supply, that fRevamped Reforms Based and Results
Linked Distribution Sector Schemehas been formulated by Ministry of Power for
supporting DISCOMs to undertake reforms and improve performance in a time bound
manner.

The Revamped Reformsased andResultslinked, Distribution Sector Scheme seeks to
improve the operational efficiencies and financial sustainability, by providing conditional
financial assistance to DISCOMs for strengthening of supply infrastructure based on
meetingpre-qualifying criteria andachievingbasicminimum benchmarks.

TheRevamped Distributio®ector Schembas theollowing parts:

Part A - Metering & Distribution Infrastructure Works: Facilitating in installing smart
prepaid meters for all consumers, communicable metergatéepwith AMR for all DTs

& Feedersandaunified billing andcollectionsysten; FeedelSegregationaerialbunched
cables, SCADA and distribution management system (DMS) in urban areasgaar
distribution infrastructurereation andgtrengtheningvorks in allareas.

Part B - Training & Capacity Building and other Enabling & Supporting Activities:
Supporting and enabling components, such as Nodal Agency fee, enabling components of
MoP (communication plan, consumer awareness and o$lseciated measures such as
third-party evaluation etc), ugradation of Smart Grid Knowledge Centre, training and
capacitybuilding, awards and recognitions etc.

1.1 Objectives
Theobjectives of thescheme aréo:

1 Improvethe quality, reliability andaffordability of powersupplyto consumers
throughafinancially sustainabl@nd operationallgfficient distribution sector;

1 Reducehe AT&C lossedo panindia levels ofl2-15%by 2024 25;

1 ReduceACS-ARR gap to zero b202425.

The statewise targetswill dependon their currentlevelsof AT&C lossesand ACS-
ARR gap.

1.2 Parts of the Scheme

TheScheme has tHellowing parts-
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Part A
Component IMetering
Componentl: DistributionInfrastructuréVorks

(e e

Componentll: ProjectManagement

1 Part B: Training, CapacityBuilding and other Enabling& Supporting
Activities.

1.2.1 Eligible Works and Activities under Part A T Metering

1 Facilitatingin installingprepaidsmartmeterdor all consumersalong with associated
AMI, communicable meters for DTs & Feeders, ICT including Artifi¢raklligence
(Al), Machine Learning (ML), etc. based solutions for power Sectoraamaified
billing andcollection system;

1 Distribution infrastructure works agquired for strengthening and modernizing the
system as well as measures for loss reduction. The infrastructure strengthening works
will include separationof Agriculture feedersto enable implementationof the
KUSUM scheme, Aerial Bunch cables and HVDS loss reduction, replacement of
HT/LT lines as required, construction of new/giadation of substations, SCADA
and DMS system etc. Each DISCOM/ State will draw up the scheme according to its
requirementvith the endobjectiveof reducingossesand enaring 24 x7 supply.

1.2.2 Eligible Works and Activities under Part A- Distribution Infrastructure Works

Under this component, DISCOM can take up works related to loss reduction and
system strengthening. 33kv level and below will be eligible undectmgonent. In
areas, were 33kv system does not exist, 110 kV/ 66kV shall be permitted. A list of
indicativeworks is giverbelow:

i. Constructiorof newsubstationsaugmentatiomf substations

ii. Provisionof Armoured/ Aerial bunchedCables(ABC) or High Voltage
Distribution System in high loss areas.

iii. Segregation Bifurcation offeedersandotherallied works
iv. Replacemenvf conductorswhich areold/frayed

v. Additional HT linesto improvequality of supply

vi. IT/OT works

vii. Supervisory Control and Data Acquisition (SCADA) and Distribution
Managemen&ystem (DMS) in urban areas

1 SCADA/DMS in 100 towns (approx.)with eligibility of towns having
population> =1 Lacsin specialcategorystatesandtowns havingpopulation
> = 2.75Lacsin otherstatesasper Censu2011data,aswell asall
Capital/DISCOMHQ towns, if not covered earlier.

1 Basic SCADA in 3875towns approx.basedon district-wise or Circle-wise
commoncontrolcenterdn all other statutoryowns
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viii. Workslike newfeeders, capacitors efor lossreduction
ix. Undergroundcablingworks

X. Any otherworksrequired forsystemstrengtheningndlossreduction

Segregation of feeders dedicated only for supply of power for agricultural purpose,
which are proposedto be solarized under Kisan Urja SurakshaEvam Utthan
Mahabhiyan (KUSUM) scheme will be sanctioned on priority under the scheme.

Further, agricultural feeders once segregated will not be used for serving other non
agriculturalconsumers.

1.2.3 Eligible entitiesfor Part A

All Stateowned Distribution companiesand State/UT PowerDepartmentgreferred
to asDISCOMscollectively)excludingprivateSectorpowercompaniesvill beeligible
for financial assistance under the revamped scheme. Theti@tagenissiorutilities
which own and operate network at 110 kV and 66 kV levels in areas whievesg3tem
does not exist shall also be eligible (for this purpose, all eligibility,cdner relevant
parameters of respective DISCOMs shall be evaluatedhé fundselease and any
coordination shall be through DISCOM only, for such works tcekecutedin the
specificmanner bythe transmission utility).

The scheme would be optional to DISCOMs and will be implemented in urbaarahd
areas ofll States/UTs except privaldSCOMSs.

1.2.4 Eligible Works and Activities under Part B -

PartB encompassewsork relatedto Training, CapacityBuilding and other Enabling
& SupportingActivities

1.3 SCADA /DMS system

Theobjectiveof reducingAggregatelechnicakndCommercial (AT&C) lossesn the
projectareacanbeachievedy pluggingpilferagepoints& reliability by improvement
in supplyof quality power,fasteridentificationof faults & earlyrestoration opower,
proper meteringstrategic placement afapacitor banks &witches, proper planning
and design of distribution network. Bidder /Contractsponsible to implementation
of the system shall be SIA (SCADA Implementatigency)

1.3.1 Groupsof SCADAsysteme | i gi bi | i&cgmponentst er i ad s
1.3.1.1 Group-A : SCADA /DMS systemin towns

1.3.1.1.1 Eligibility

The real time monitoring & control of the distribution system through-stfatiee art
SCADA/DMS system encompassingall distribution Substations & secondary
network emanating from S/&hieve objective of this scheme. SCADA/DMS system
for Townswith following criteriashallbe eligible
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Non specialcategorystates

1 Town population > = 2.75Lacs (asper 2011 Censusdata) in non-special
categorystatesand Capital /Discom/PDHQ towns

Specialcategorystates
A Town population > =1 Lacs (as per 2011 Census data) in special categ
statesand Capital /DiscomHQ towns

In case of numerical relays, RTU at substations to act as gatewaycodatntrator for
numericakelays/BCPUsconnectedverlEC 61850andl/O Cards inRRTUsto beconfigured
accordingly i.e. for bays where requisite 1/0Os are not served through nunretaz/
BCPUs

1.3.1.1.2 Componentsof SCADA/DMS

Major componentshata SCADA /DMS implementatiorwould includearegiven asunder.
However, the final scope of work will be finalized by the utilities as per teqitirements
in the relevant RFP document. Survey, Design, Engineering, Installafiestjing

CommissioningGo-Live & servicebased (SLAfor utility for:

a. SCADA/DMS ControlCentre(SDCC)at eachtown
b. CommonDisasterRecoveryCentrefor SCADA/DMS for groupA towns per utility
or town as per requirement and availability of infrastructure (Building etcuiliy
(CDRC)
SCADA & InformationStorage & RetrievallSR) Functions
Load Shedapplication(LSA)
Outagedata analytics anceporting(ODAR)

DMS Functions

i.  Network ConnectivityAnalysis(NCA)

ii.  StateEstimator(SE)

ili. LoadFlow (LF)

=~ o o o

iv.  VoltageVAR Control (VVC)
v. FaultManagemenandSystemRestoratiofFMSR)
vi. FeedemReconfigurationl.ossMinimization, Load Balancing, LMFR,LBFR)
vii.  OperationMonitor (OM)
g. OMS Functions

I.  Troublecall & OutageManagemengystem(TCOMS)
ii.  Crewassignmen& Work OrderManagemen(CAWOM)

iii.  Mobile APP,Webclientfor Crew(MAWC)
Pagel6
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SCADA/DMS systemto supervise& control primary S/S & secondaryHV
Distribution network

RTUs at all primary S/S & FRTUs at RMUs, FPilcommunicableon secondary
HV Distribution networketc.MFTs at Feeders

Ring Main Units (RMUs)suitable fomulti-feedsystems foproposed loads
Faultpassagéndicators(Communicablg for fault reporting

. SecuredCommunicatiorusingVPN/SSL

I.  MPLS networkfor connectingall S/SRTUsto Main & DR center
ii. SecuredGPRS/DLC etc. for communicatingof FRTUs/FPIs with control

centers

. Protocolsfor communication

i. IEC 608735-1041RTU, IEC 608705-104/101for FRTUs, FPI to control
centers.
i. MODBUSorIEC 608735-101/104i MFTsto RTUsS/FRTUs
iii. ICCP (TASE.2) betweenSCADA/DMS Control center/DR center& state
load dispatchcenter(optional)
iv.  Support/complianceto IEC61850,IEC608705 suite for RTU/CC for

numericalrelays

0. Support/complianceo DLMS/ IEC 62056for SMART meters.
p. Cybersecuritycompliancédrom CERT.INempanellecdgenciesindany othernotified

MoP/Nodal agencyCEA from timeto time.

. Machine to Machine requisite data transfer of reliability to National Power Portal or
any other portal as directed by MoP /PFC / CEA in the desired format such as JSON
Object, XML , CSV etc.

Conducting Factory Acceptance Test (FAT), Site Acceptance Test (SAT), Tyfestest
required), etc. successfully, Go live, operational acceptance d&irdgrover to

customer.

. Servicebased (SLA supportfor utility post enterpris&o-Live to utility
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| SCADA /DMS SYSTEM for Group 1 Towns Utility/Discom wise

SCADA /DMS CONTROL CENTRE AT

Common DR for utility for all
EACH SCADA/DMS TOWN

SCADA/DMS Towns

MPLS Links for RTUs /

GPRS Links for FRTUs m:’—‘
for FPIs %
—

Al -An
nomenclature in
DPR for SCADA
DMS TOWNS

' m Town
RefFig 1.1

FIG - SCADA DMS CONTROLCENTRE(SDCC)FOREACH SCADA/DMS TOWN

1.3.2 Make in India

Keeping in view the aims and objectives of Atma Nirbhar Bharat Abhiyan, Ministry of

Power has issued Public Procurement(Preferenceto Make in India) for Purchase

Preference (linked with local content) Order in respect of Power Sector on 28.7.2020.

This oder is in line with the DPIIT Notification No-R5021/2/2017P (BEIl) dated
4th June, 2020. This order alemgth amendments, if any, from time to time, shall be
followed by the DISCOMSs and bidder in theplementation ofthescheme.

1.3.3 Broad Role Definition for SIA

The SIA in coordination with utility (as per the requirement to be given in the detailed

RFP shall carry out field survey, design ,engineersupply, installation, testing &
commissioning of SCADA/DMS software applicatiomspatcherTraining Simulator
(DTS) ,hardware (including PCServers, Router§witches, VPS, RTU, FRTUs, Multi
function Transducers (MFTs), Communicategquipment Auxiliary powersupplyetc.),
software (including operatingsystem,databasesnetwork managemensystemetc.),
network(LAN,WAN), RMUs, FPIsetc.

Integration with existing /under implementation IT system under IPDS & any other

relevant SCADA/ DMSor RT-DAS legacy/ Numerical relay in the identified project
areasf theutility in theRFP

DATA of outage /SAIDI/SAIFI to be transported In machinent@chine mode to
NationalPowerportal oranyother Gol portalas notified in future.

Integrationwith StateLoadDispatchcenter(SLDC)for thestatefor exchangingelevant
real time data & schedulingath over ICCP if opted by utility. In case utilitycludes
dataexchangdacility with SLDC, th8Aff their responsibilityto donecessary bilateral
agreement for data exchange with TRANSCO or owner of SLO@citate necessary



help to SIAFacilitiesmanagemenservicesfor maintaininginfrastructureas per SLA,
postsuccessful completion of acceptance tests for a period of five years from the date of
completionof acceptanceest.

Thekeycomponents of thmodel RFP include& notlimited to following:

1)

2)

3)

Hardware: site survey, planning, assembly/ manufacturing, design & Engineering,
Supply, loading, transportation,unloading, insurance,delivery at site, handling,
storage, installation, testing, commissioningand documentationof all necessary
hardware and networking equipment and its connectivity, as specified in the detailed
specificationsThe SIA shalltaketheresponsibilityto installtheserversRTU/FRTU,

MFTs, Video Projection System (VPS) switches, routers, backupageddevices,
Workstation PCs, Aux Power supply, communication equipment, RMUs,
SectionalizersA/R, FPlIs etc. and other necessary hardware/software at the®ikes.

SIA shall provide the time frame for procuring and delivering all the necessary
hardware.Though the scope covers establishment of a SCADA/DMS control center
along with associated hardware and software, the SIA shall design and provide the
Software &hardwareat SCADA/DMS controlcenterincludingRTU/FRTUlocations

with 100%expandabilityfor futuregrowthin electricaldistributionnetworkof thecity.

The deliveredhardware( ProcessotHDD, RAM &software etc.) for servers,PCs

, RTU, FRTU etc. shall be sizddr ultimate system sizing while maintaining the
performanceavailability & functionsasperspecification.However,otheritemssuch

as I/0O modules, additionalorkstation can be added as per the growth in the network
The SlAshallprovidethe necessargesign& engineering documentsirawingsand

plan, sizing, cabling and connectivity and the bill of material, etc. & olajgmoval

from utility

Software: Site survey, planning, assembly/ manufacturing, design & Engineering,
Supply, loading, transportation,unloading, insurance,delivery at site, handling,
storage, installation, testing, commissioning and documentation of operating systems
at servers/desktops, database and SCADA/DMS,OMS, RTDAS application software,
etc.

Facilities management services (FMSpr maintaininginfrastructure, activities for
creation/modification/deletionof databasédisplay,reports, GIS datamaintenance
andactivitiesrelatedto additionalRTU/FRTU/andenablerstc. procured by utility to
cater growth of electricabistribution network . During thEMS periodany creation
modification/addition/deletiorof databasencl. GIS , RTU/FRTU/displays/ reports,
limits setting etc. shall be ensured in line with growatkelectrical network in form of
new like RTU/FRTU/ RMU/Setionalizers/ FPIs ,numerical replays etc. and
requirement provided by utility. The activities shall basured for atleast post
successful completion of acceptance tests for a perisevainyearsfrom the dateof
completionof operationalacceptancef the SCADA/DMS System. However, under
RDSS scheme, utilities will be fundeda&ardedfor FMS for two years from the date
of Go-Live / S.A.T only but bids wilbe evaluatedonsidering #ears ofFMS

The Contractor shall be required to provide skevices under FMS so as to manage
entire systemincluding all equipment,nstallationsincluding hardware software&
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4)

5)

Networksinstalled& commissionedby Contractoffor theutility in orderthattheymeet
theavailability requirementisspecifiedin thedocument.

The System Management Services shall be provided by SFM& Contractor in
order that maximum uptime & performance levels of systems installed are edsired.
such,FMS Contractoris expectedo provide servicesasper ITIL (IT Infrastructure
Library) standards with performance levels meeting or exceedingntiieos®nedn
ServiceLevel Agreemen{SLA) agreed betweeutility & Contractor.

To achievethedesiredServicelevels,theContractomayneedto interact,coordinate
andcollaboratewith the otherServiceProvidersasrequired.The Contractor will act
as the Single Point of Contact for all issues relating to the Sebégels. The
Contractor will have the responsibility tea with the other vendofduringwarranty
period)/othervendorsasselectedoy utility (afterwarrantyperiod)aghe case maybe,
to provide the services at agreed service levels. However, the raamensibility of
providing desired serviceshall be that of lead Contractor durigrranty period. The
role of SIA as FMS Contractor (shall start immediately adtgstems are installed,
commissioned and handed over to the owner after Operatioo@ptanc€S.A.T) of
the System.

The Scope oWork shall include the software and hardware maintenance support to
be provided by the Contractor in respect of the system supplied including iatetim

in caseof major changeand regular annual Cyber security audit by CERT.IN
empaneled agency or angeacies notified by MoP/Gol /Nodal agenagder this
project during 7 year Facility Management Services (FMS) period alaitly
Supervision & Operationalizing 7 year warranty of the SCADA,DMS,RT[3§em
andcommunicatiometworkaftertheOperationalAcceptancef the same.

SystemDesignand Engineering: TheSIA shallberesponsibldor detaileddesignand
engineering of overall system, sapstems, elements, system facilities, equipment,
services, including systems applicatisoftware and hardware etc. It shall include
properdefinitionandexecutiorof all interfaceswith systemsequipmentmaterialand
services of utility for proper and correct design, performance and operation of the
project.

SIA shall providecomplete engineering data, drawings, reports, manuals and services
offeredetc.i.e. completesetof documentatioridrawingsfor Utilities review,approval
andrecords

Supply of Equipment and Material: The SIA shall also be responsiblefor
manufactur e, i nspection at manufacturer 0:
delivery at site, unloading, storage, complete supervision, installation and successful
commissioning of all the equipment, systems and application software. The proposed
deliverablesshould be stateof the art in architectureand engineeringpracticesin

case of third party products/software packages, SIA should furnish at least 7 years
warrantyalong with supportinglanfrom respectivdDEMs to support FMS time line

Any item though not specifically mentioned, but is required to complete the project
worksin all respectgor its safe reliable,efficientandtroublefreeoperationf to meet
performance availability & functional requirementsas envisagedin the RFP

shall also be taken to be included, and the same shall be supplied and installed by the

SIA without anyextracost
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6) Testing and Commissioning The SIA shall be responsible for the testing processes
such as planning (includes preparing test plans and defining roles and their
responsibilities)preparatior(consistof preparingestspecificationtestenvironment
and test data) for all tests viz. Type tests, FAT, SAT and successful commissioning.
During the FMS period any modification/addition/deletionof database/displays/
reports etc. shall be ensured in line with growth of electrical network in form of new
like RTU/FRTU/ RMU/Sectionalizers / FPIs provided by utility. SIA shall also be
responsible for successful conduatiof cyber security audit by CERT.IN empaneled
agency.

7) Geographical ScopeThe Locations where the systems shall be implemented shall
bedetailedby the particularutility in the RFP

8) Integration Scope:SIA should ensure that legacy systems and thesoéwionslined
up by them are tightly integrated and do not remain stdmrie and shafperformon
real time basisas envisagedn specificationsAll requiredexternasystems shall be
integrated using an integration middleware layer. The scopaenfationof external
systemsncludes,legacySCADA/DMS system RTU/FRTU, IT systems, Numerical
relays etc. includindpilling , customer care , GIS etc. alreagkisting and functional
in the utility, but outside the present scope of work@efthed inRFP by utility .The
integration isexpectedo be Industry StandardBasedon IEC 619681 Bus (SOA
Enabled on enterprise Bus) using CIM/XMDPC, ICCP etc., which is, dme, real
time or offline where appropriate and shatlerate in an automated fashiwithout
manual intervention, which is documentedfuture maintenance.

SIA shall make necessary provisions/software linkages in the proposed solutiah so
thelT systenoranylegacySCADA/DMS systenmaybeintegratedseamlessly.

9) Training for Employees: The SIA shall organize training to the core Group of
implementation team of the utility as well as end user training. Representatives from
the successful bidder, Purchaserds 1 mpl e
teams will beinvolved throughout in the development of training strategy, training
materialdesignanddevelopmentstandardsindtrainingdelivery toensureghatchange
managemenissuesare incorporated and that training strategies and materials are
aligned tothe requirements of the project and as busispssific agossible

10)  Assist Utility and PMA for responding to queries to Nodal AgencySIA may be
responsiblefor preparing response® the queriesraised by the Nodal Agency.
Adequate support will bprovidedby the utilities to theSIA

11) Progress Update: The SIA may also provide periodic status update reports
highlightingcritical issuedo theutility. Further,anyinformation(progresseport,etc.)
as and when sought by the Nodalency/Ministry of Power shall be furnished by the
SIA.

12) In addition totheabove following worksarealsoin thescopeof thecontractor:

(@) DatabaseReportsanddisplaydevelopment

(b) Training

(c) Obtaining the statutory clearancesrequired, if any from Ministry of
CommunicationGovtAuthority. All thechargeglepositedo aforesaicauthority
for obtaining statutory clearance will be reimbursed by the ownerowherwill
alsoprovidethe necessargupportif requiredin gettingtheclearances

d) Hired /leased communication network & arrange SLA with service provider in line
with SLA of FMS period. »lA is appointed, a tripartite agreement among
Utility, serviceprovider& SIA shallbesigned.

e) Sufficient SPARESINVENTORY for FMS periodof 7 yearsto meet SLA



13)

Other Servicesand Items: The scopealso includes,but not limited to the
following services/itemslescribechereinandelsewheren specification:

a.

Project Management and Site SupervisionThe bidder shall be responsible
for the overall managementand supervision of works, including the
implementatiorof risk managemerdswell aschangenanagemenhitiatives.
He shallprovideexperiencedskilled, knowledgeabl@andcompetenpersonnel
for all phases of the project, so asptmvide the utility with a high quality
system

Interface Coordination: The bidder shall identify all interface issues with
utility and other agencies if any, and inform utility which shall interface,
coordinate and exchange of all necessafgrmation among all concerned
agencies.

ScopeChangeManagement:Utility to finalizethescopechangananagement
procedure duringevelopment/Implementaticstage

Suitable Electronic Earthing and surge protection devices to insulate
SCADA systenincluding RTU/FRTUfrom fault current/ voltage surges
theHV electricalsystemetc.

Any compliancenotified by GOI/ MoP/CEAfrom time to time such aschy
securityguidelinesdtd 07.10.21etc.

1.3.4 SpecificExclusions

TheSIA is notexpectedo address the following:

a. All civil & architectural works, internal and external electrification, Air conditioning
and ventilation, fire-fighting system and Access control system required for
SCADA/DMS system are outside the scope of the SIA, howewestractor has to
indicate the space requirement for control center, DR center, RTU / FRTU/Auxiliary
power supply & communication equipment any other specific requirement, power
supply requirement including standby supply requirement, so that the utdity c
providethe sameasperbidder's requirement

b.
C.
d.

ManpowerrrequiredoperatingSCADA/DMS, SCADA, and RTDASsystem.
A.C. input powersupply
Augmentatiorof field devicesto makeexistingfield devicesCT/PT,breakerswitches

etc. SCADA ready

The detailedtechnicalrequirementsncluding Bill of Quantityof the abovecomponentss
describedn subsequergections othis volume.

Theresponsibilityof the Contractorshallinclude supplying,laying andterminationof the
cableswhereverrequired for:

Acquiring analogdatausingMFT, transducersensomwhich shall be connectedvith
the primarydevices.

Acquiringthedigital datafor statusof field devicesrelays inthe controlroom.
Extendingcontrol output to field devices througieavyduty relays

Interconnection between Contaepédeltiplying Relays (CMRs) and RTUs/FRTUs
& field devices (CMRs to bgupplied bythe contractoras per BOQ),

Powerand signal cablinpetween thesuppliedequipment& O w n e egd@psnentincl.

a.
b.

C.
d.



Outdoorpanels
f.  Any other cablingequired forcompletion ofthe project.

1.3.5 Genericrequirements:

The contractor shall undertakdetailed site survey immediately after awarof the
contractof all the sitesto accesghe variousrequirementsuchasspace jdentification
of inputterminals,andavailability of air-conditioning,sparecontactsetc. for completion
of engineering, site installation, testing and commissioning of the projeettype and
number of hardware and software elements (Bill of Qugniiithin the scopeof the
projectto be suppliedfor the various sites are identified in the Appendices. The
individual functions to be performed by the hardware and soft@adsystemsizing
criteriaaredescribedn therelevantsections. Thapecificationdefines requirements on
functional basis and does not intend to dictate a specific d&sidhe other hand certain
minimum requirements must be met in accordance witlpéngculardetails provided
elsewheren the specification.

The itens, which are not specifically identified but are required for completion of the
project within the intent of the specification, shall also be supplied & installed without
anyadditional cost implicatioto theemployer/owner.

1.3.6 Facilities to be provided by Employer/Owner (Utility)

Arrangingnecessarghutdownsandwork permitsat various sites.
Formationof teamfor SCADA worksat control centerandfield level both.

Timely approval of documentggsts etc.to ensuresmpletion ofprojectin time.

Timely releaseof paymento contractoron achievemenof milestones/compliances

Reconductoringf line for switchingof loads in casef RMU connected networks

Retrofittmentof breakerfor SCADA ready

Any other communication infrike Fiber/radio opticetc.otherthan MPLS ,GPRS

Providingall the necessamjata regardinghe powedistribution systermetwork.

Providing storage space at site free of cost wherever available. Special storage needs

such as watch and ward servicesand air conditioning shall be provided by the

contractor.

j.  The existing earthing system at the substations may be utilized for earthing of the
offered equipment. However, the contractor shall assess its suitability for the offered
equipment and carry out the modificatiahsequired. It is recommended to provide
separatelectronicearthingfor SCADA equipments bgontractor.

k. Suitablespace/Infrastructunacl. civil works,electricalraw supply, Air-conditioning
, firefighting , building security , lighting , furniture etc. for Control center/DR,
Substations for installation of control center/ DR equipments, RTUs /FRTUS/APS
etc.inline with SCADA/DMS system implementaticechedule.

I.  Providing details of Existing Legacy systemsif any SCADA/DMS/ RTDAS,
RTU/FRTU, IT, Numerical relays RMU/FPI, GIS etc. system undekF®DRP for
integration.

m. Ultility shall ensure Project implementation to be done O&M dept. of utility where IT

dept./cadreshall work asupport. This is mandatory

TST@Toao0 oo

1.3.7 GeneralRequirements

The Bidder's proposal shall addressall functional, availability and performance
requirements within this specificatiomnd shall include sufficient information and
supporting documentation in orggget determine compliance with this specification
without further necessitjor enquiries



An analysisof the functional , availability and performancerequirementsof this
specification and/or site surveys, design, and engineering may lead the Contractor to
conclude that additional items and servicesare requiral that are not specifically
mentioned in this specification. The Contractor shall be responsible for providing at no
addedcost to the employer all sueldditional itemsand services such that a vialded

fully functional system is implemented thateets or exceeds the capacity, and
performance requirements specified. Such materials and services shall be considered to
bewithin thescopeof the contract.To theextentpossibletheBiddersshallidentify and

include all suctadditional itemsandservices irtheir proposal.

All equipment provided shall be designed to interface with existing equipmeshalhd
be capableof supportingall presentrequirementsand spare capacity requirements
identifiedin this specification.

The offered itemsshall be designed to operate in varying environments including
suitability as per higher altitude requirement. Adequate measures shall be taken to
provide protection against rodents, contaminants,pollutants, water & moisture,
lightning & short circuit,vibrationandelectremagnetidnterferenceetc.

The Contractorshall demonstrate specifiedlevel of performanceof the offereditems

During wellstructured factory and field tests. Further, since at the substations limited
space isavailablethe contractor shall make athe efforts toeconomize the space
requirement.

TheBiddersareadvisedo visit sites(attheir own expense)prior to thesubmissiorof the
proposal, and make surveys and assessmentsas deemed necessaryfor proposal
submission.

The successful bidder (Contractor) is required to visit all sites. The site visitsoafterct
award shall include all necessary surveys to allow the contractor to perfodedige
and implementation functions.

After the site/route suryethe Contractor shall submit a survey report for all the sites.
This report shall include at least the following items; however, the exact format of the
report shall bdinalized by the contractomwith theapproval ofEmployer.

Proposedayoutof Equipmant in the existingroomsandbuildings.
Proposedoutingof power,earthing signalcablesandetc.

Confirmationof adequacyf Spaceand AC Power supplsequirements
Proposaldor newrooms/buildingsif required

Identificationof facility modifications,if required

Identify all additionalitemsrequired forinterconnectiorwith the existingequipment.
Requiremenof Modification to existingearthingarrangementf any.

@—~pooow

1.3.8 General Bidding Requirements

The offeredequipment/system/ solution must be in successful operation for at least one
year as on the date bid opening. However, the computer software /hardware shall be of
latest current industry technology/ standard models as per section 2. The Bidder shall
responsive to the technical requirements as set forth in this specification. To be
consideredesponsive, thBidder's proposal shall includiee following:

1. A detailed project implementa]g'c?&eﬁjlan and schedule that is consistent with the scope
of theproject.Theplanshallincludeall theactivitiesrequired showall key milestones,
and clearly identify the nature of all information and project support pwdaeded for



completion of the project. Manpower resources, proposed to be deplpykd
Contractorduringthe execution phase, shall be cleanlyicated.

2. Documentary evidence in support of the qualifying requirements specified in the
biddingdocument i.e. RFP shall lsebmitted alongvith thebid.

3. Performance certificate for the offeredq ui pment / syst ems the om

requirements mentioned in tha&lingdocuments.

The type test certificates for the offered equipments. In case it is not type tested. The

commitmentfor same to beonducted duringmplementation

CompletecequipmenDataRequiremensheets/Questionnaire

Technicaldetailsof the offeredequipment/systems.

Descriptionof existing ITsystem shall be included lility

SLA & Cybersecuritycompliance plan

B
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1.3.9Items of Speciallnterest

To assistn understandinghe overallrequirement®f the project,the following itemsof
special interest are listed. The Bidder shall pay particular attention to theseiritems
preparingthe proposal.

a. Thecontractorshallberesponsibldor overallprojectmanagementsystemintegration
and testingo complete althe facilities undethe project.

b. Theproject shall bemplemented in théme schedule described in thection 8.

c. The database, displays and reportsSGADA/DMS/OMS/RTDAS system are to be
developed by the contractor; however, the contractor shall associate the
empl oyer/ owneréds engineers also during
hardware & software for completion of this activity may be usddbthe hardware
& softwareto be supplied under this contract.

d. TheAPIs(ApplicationPrograminterfacesspecified/needesection? is to besupplied.
However the supply of source code is not mandatory. (only for customizedn ,if

any)
e. Integrationwith legacysystemif indicatedin the RFP

1.3.10 Applicable Standards

The applicable standards are mentioned in the respective technical section. The offered
equipment shall conform to the standards mentioned in the specification except to the
extentmodifiedby this specificationln caseof anydiscrepancybetweenthedescription

given in the specification and the standards the provisions of the tecpécdiication

shall be followed. The parametersiot specifically mentionedin this specifcation shall
conformto the standardhentionedn this specification.

Wherever, new standards and revisions are issued during the period of the contract, the
Contractor shall attempt to comply with such standards, provided thereadditmnal
financialimplication toemployer/owner.

In the event the Contractor offers to supply material and/or equipment in compliance to
any standardther than those listed herein, the Contractorshall include with their
proposalfull salientcharaceristicsof the new standardor comparisorfor equivalence

Or better.
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IEC

ST Test 61850 - | giandard Specification PN
No. 3, applied
clause
Impulse IEC . AC Power
1 vc_)ltage 6.3 60255-5 5kV, 0.5 joule Line
withstands
Frequency range 0.15- 30 | Power
5 Conducted 58 CISPR22 | MHz for serial and Ethernet | Line, Serial
Emission ' EN55022 | port and power port +/ - & Ethernet
3.248 dB port
Power
. Frequency range 30-1000 | Line, Serial
3 Rao_hat_ed 5.8 CISPR22 MHg at 1gmetegr, +/-4.088 | & Ethernet
Emission EN55022
dB port
4 Electro Static 57 LSEl%OO 4 Contact discharge +/- 8kV Encl
Discharge ' 9 ~" | Airdischarge +/- 8kV nelosure
Radi
5 Sjgc?etst?bility 5.7.2 IEC 80-1000MHz: 20V/m Enclosure
Test 61000-4-3 | 80% AM, 1kHz sine wave
. IEC Power
6 |Electicrast 15714 |61000-4- | +/-4kv, 5/50ns Line, Serial
Transient 4 & Ethernet
’ port
+/ -2kV 1.2/50us for
common mode for serial
and Ethernet port Power
High Energy IEC +/-1kV 1.2/50us for Line, Serial
7 5.7.1.2 61000-4- | differential mode for serial ’
Surge Test 5, port & Ethernet
+/ -2kV 1.2/50ps for port
common mode for power
port
Conducted RF IEC 0.15 - 80MHz: 10V E’Owers ial
onducte A5 - Z: rms ine, Seria
8 immunity 57.11 21000—4_ 1kHz, 80%AM & Ethernet
’ port
Power IEC
9 Frequency 5.7.3 40A/m & 1000 A/m Enclosure
. 61000-4-8
disturbances
T rise: 75 +/ - 20%
Oscillation frequency
Damped 1MH2:_-|?/- 10%
Oscillatory IEC Repetition rate: 400 /s for
10 - 5.7.3 61000-4- |1 MHz +/- 10%
Magnetic Field T
Immunity Test 10, Burst duration: Not less
than 2s
Continuous magnetic field
strength: 30 A/m
: level: 3
1 E(')Sfe'f I‘i’:eDC IEC61000 | 15% of the nominal DC
- 4-17 voltage AC line frequency: 5(

immunity test
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IEC

ST Test 61850 - | giandard Specification PN
No. 3, applied
clause
0% short interruption for
Voltage DC 0.03 sec
dip and IEC61000 [ 40% & 70% dips for 0.3
12 : .
interruption - 4-29 sec
test 80% & 120% variation for
3 secs
0% short interruption for
. 250 cycles
Zggage AC dip IEC 0% of AC mains for 05 |\
13 Interruption 61000-4- | cycles port
test 11 40% dips for 5 cycles
70% dips for cycles
80% dips for 250 cycles
+/-2 kV, Oscillatory Wave:
1 MHz for AC power
+/-2 KV 75ns 1MHz
Oscillatory IEC common mod(_e, +1 k\_/ Ethernet,
14 5.7.1.3 | 61000-4- 75ns, 1MHz differential Serial and
waves 12, mode for DC power power port
+/-2 KV 75ns 1MHz
common mode for serial an
Ethernet port
Immunity to IEC POWER
conducted frequency range 0-150kHz, | Line, Serial
15 common Mode | >713 ?2000_4' 3V / 30V test voltage & Ethernet
disturbance ' port
Vibration: Frequency range
5 Hz to 500Hz,
displacement 3mm peak
Vibration and IEC60870 from Shz _to 9Hz, Enclosure
16 Shock 5.5 2.2 acceleration 1g peak from 9 & all ports
to 200HZ, 1.5g peak from
200Hz to 500Hz
Shock: 10g for 11msec on
three axis (X, Y, 2)
Amplitude: Om (101.3 kPa)
17 Barometric 54 I_E_(;GOS?O to 3000m (70.0 kPa) Enclosure
pressure ' i Temp: 25°C, Altitude ramp | & all ports
3.3.2 .
rate: 10 m/s
Relative humidity 95% RH,
IEC60870 | temp set point +55 °C and Enclosure
18 Humidity 53 -2-2, + 25°C, Dwell period six & all ports
Table-1 hours at +55 °C and eight
hours at 25°C
IEC60870 Enclosure
19 Temperature | 5.2 -2-2, Operation -40°C to 70°C
& all ports
Table-1
Voltage range IEC60870 176 Vac (-20%) to 253 Vac | AC power
20 6.2,6.3 [-2-1,
& tolerance Table-5 (+15%) port
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1.3.11 Warranty

This would include seven yeargarranty for the related hardware & software supplied
underthe SCADA/DMS projectafterthe Siteacceptanctest(S.A.T),operationabcceptance

of the SCADA/DMS SystemThe7 yearwarrantyshallincludecomprehensiv®EM on-

site warranty for alcomponents (H/W and Software including OS) supplied including
reloading and reconfiguration of all Software and device drivers/patches etc. if required.
In case 7 Years warranty is beyond standard warranty period of the equipment, the
extendedvarrantyshdl betheresponsibilityof SIA.

1.3.12 Terms for utility & SIA

Thetermcontracto& bidder shalbereferredasSCADA/DMS implementatioragency
(SIA) & owner; employer shall beeferred as utility where ever mentionedtie RFP
/IModel Technicabpecification (MTS)

1.4 Existing system details

2.2

Existing BEST System:

221

The BEST Undertaking, on behalf of the BRIHAN MUMBAI MAHANAGARPALIKA
(who are the licensees for distribution of electric power within the City limits of MUMHE
receives power in bulk from Tata Power Co. at 110/33/22Kv, 3 phase, 50 Hz.

2.2.2

Bul k power at 110/33/22kV is transmit:t¢
effectively earthed underground cables to BEST's receiving stations situated at differ
localities in MUMBAI where the BEST Undertaking has installed 110/11kV, BkY/3
22/1%6.6 kV or 33/11 kV star/star, star/ zigzag, delta/star power transformers of Vect
group YnynO, Ynznll, 31Dyl with neutral star point earthed with/without a resistancg
Where the transformation is 110/11kV, 110/33kV, 22/11kV, 22/6.6 kV or B8/1He star
point of the transformer has been effectively earthed. The power transformers are pi
with OLTC gear to regulate and maintain the 6.6 kV or 11kV voltages fairly constant.
There is a ring network of HV cables at 11kV which distributesiiV supply to
various sub area of Mumbai city through 11kV/ 415 V DSS. There are also some rin
33kV cables. Some of consumers are fed 33kV/11kV.

2.2.3

The phase sequence of the three phases at the existing receiving stations is in
accordance with the international standards as indicated below: -

R

Sr No Asset type Units Quantity

Total Conductor
1 Length Ckm
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2 (Excluding AB Ckm 9025.41
Cables)




Sr No Asset type Units Quantity
HT
3 (Excluding UG Ckm 0.00
Cables)
UG
4 Cables Ckm 11712.36
5 AB Cables Ckm 0.00
6 Total Number of Number 1025394
Consumers
No. of
! Substations Number
110/33
8 KV Number 3
110/11
9 KV Number 1
10 33/11 kV Number 49
11 22/11 kV Number 7
12 22/6.6 kV Number 1
33/0.415
13 KV Number 3
14 11/0.415 Number 2451
kV
Any
Other voltage
15 level within Number
Distribution
Network
16 Number of Power Number 153
Transformers
Number of
17 Distribution Number 3298
Transformers

5.6

Existing BEST SCADA System:

5.6.1

At present there are 64 Nos. of 110/33/22 kV Receiving substations/ HT re0riEkV
DSS in BEST network. These are bifurcated into 5 zones namely North West, North
Central North Zone, Central South and South Zones for operational convenience.

BEST has challenging task of providing high quality and reliable power to all its
consumers for that purpose, it has established Receiving Substation Automation Sy
and al® complied/complying various regulations issued by electricity regulatory
commissions /authorities the summary of existing SCADA system is as under. Refer
7E for existing architecture. There are 4 Zones from SCADA point of view. There arg
Zonal contol centers ( ZCC) for SCADA i.e South ZCC, Central South ZCC, Central
North ZCC, North ZCC. All SCADA enabled RSS of each zone reports to respective
There is Unified Load Monitoring Control Center ( ULMC) on top of ZCC. Data of all
ZCC is viewable at/LMC ( except CSZCC)
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Sr Zone No of System Type of
No RSS Supplier Protocol
1 | South 9 M/s CGL Ltd DNR-3 Interlinked to

ULMC

2 | Central South 13 M/s SETO DNP 3 not interlinked
Technolog Pvt. to ULMC.

Ltd.
3 | Central North 8 M/s ALSTOM (GE)| IEC 61850 | Interlinked to
ULMC

4 | North East & 15 M/s ALSTOM (GE)| IEC 61850 | Interlinked to
North West ULMC

5 | North West & 2 M/s Integrator IEC 103 & | Not interlinked
Central North Services IEC 61850 | to ULMC

Remarks

5.6.2

Abbreviation:

SCADAI" Supervisory Control and Data Acquisition
RSSi Receiving Substation

ZCCi Zonal Control Centre

ULMCi Unified Load Monitoring Centre

RTUT Remote Terminal Unit

AVRI Automatic Voltage Regulator Relay

HMI i Human Machine Interface

ICCPI Inter-Control Centre Communication protocol

5.6.3

SCADA system in North West, North East & Central North Zone

The earlier SCADA system is replaced by SCADA system based on the latest IEC
61850 communication Protocol and compliant numerical relays supplied by M/s
ALSTOM ( now M/s GE). The control is from Zonal control at Kingsway (Dadar) &
Dr Babasaheb Ambedkar 110kV RSS (Mahalaxmi).

5.6.3.

System configuration :
North zone - Zonal Control Centre is at Kingsway (Dadar) & Dr. Babasaheb
Ambedkar 110kV RSSMahalaxmi)

Remote stations - 23 Nos. of Receiving Substations:
- Byculla, Dharavi, Kingsway, KEM Hospital, Mahim, Mahim Causeway
Mahalaxmi, Parel, Prabhadevi, Sitladevi, Sewree, Wadala, Worli, Worli
Dairy, Sion Fort, Love Grove, Pochkhanwala, Raoli HilINestle, Pandey
Compound, PMGP, Nair Hospital, Lalbaug RSS

5.6.3.

System Architecture:

The SCADA system at the Receiving Substations in North zone is supplied by M/s
Alstom Ltd. The SCADA system is having distributed architecture. Numerical relays
for bay level data acquisition, protection & control are installed on individual
33kv,11 KV switchgears. Separate Numerical relays are provided for Transformer
primary & secondary switchgears, Bus-coupler and OLTC Tap change
control/indication on switchgear its elf. All these devices are connected to Remote
Terminal Unit (RTU), Gateway in FO network. RTU is mainly used to collect Analog
data, Station alarms, Digital Inputs of respective RSS.

5.6.3.

The Gateway communicates with their respective Zonal Control Center & Local HMI
using MTNL Leased line connectivity, LAN. The Communication between RSS
SCADA Systems and ZCC SCADA systems is through IEID4 protocol.

5.6.3.

The Local SCADA system (HMI Pgégggteway) are supplied by M/s Alstom Ltd.
works on Windows-XP, eterra Control 3.4 SCADA software. The above SCADA
systems communicate on IEG61850 Ed i | protocol to bay level Numerical Relays.




5.6.3.

The ZCC system is supplied by M/s Alstom Ltd (now M/s GE). At Zonal Control
Centres, system consists of SCADA servers (OS.inux 5.5 Red Hat, Software- e-
terra SCADA, eterra Archive Dataman), FEP server (OSWindows Server 2008,
Software- e-terra Control 3.6, e-terra Browser) & WEB cum ICCP server (OS
Windows Server 2008, Software- e-terra Control 3.6, e-terra Browser,
FGBuilder7.1). The servers are redundant and are in hot-standby mode. Apart from
these servers, Two workstations connected as Human Machine Interface (HMI)(OS
Windows-7, Software- e-terra Control, e-terra Browser, e-terra Reports,
FGBuilder7.]) operate on dual LAN connectivity

5.6.3.

Following facilities are available in SCADA system:

i) Control & monitoring status of switchgears

i) Transformer Tap change control and tap position indication through RTU,

iif) On-line monitoring of electrical parameters (viz. 3 Phase current & voltages,
MV A, MW, MV AR, PF, frequency, summat

iv) Display & archiving of important time stamped alarms/events,

v) Generation of half hourly, Peak load, MIS Reports,

vi) On-demand Disturbance waveform recording during fault and Harmonic
recording facilities for Transformer secondary feeder

vii) On-line monitoring of Station alarms such as Fire, supply fail to RSS, etc.

5.6.3.

6 A

New RSS without SCADA

5.6.3.

6A1

Apollo Mill, Morarji Mill, Elphinstone Mill, Simplex Mill, Lodha crown mart, VSNL,
Pratiksha Nagar, One Avigna, Marathon Futurex, Urmi Estate, Naman Midtown,
Peninsula Land RSS, Wankhede. These are new RSS without SCADA systems.

5.6.4

SCADA system in Central South zone:

5.6.4.

System configuration : BEST has SCADA system for Receiving Substations in
Central South Zone which is supplied by M/s. SITU Ltd. with Zonal Control Centre
at Pathakwadi (Nr. Crawford Market).

Central South zone- Zonal Control Centre at Vidyut Building, Pathakwadi (Near
G.T. Hospital)

Remote stations - 13 Nos. of Receiving Substations:

Esplanade, Mumbadevi, Masjid, Girgaum, Malabar Hill, Cumballa Hill, Nepean

sea, Mumbai Central, Kussara, Mazgaon Dock, Grant Road, J.J.Hospital, Khetwadi

(110 V RSS)

5.6.4.

SCADA system in South Zone

System configuration: BEST has SCADA system for Receiving Substations in
South Zone which is supplied by M/s. NELCO Ltd. with Zonal Control Centre at
Backbay 110KV RSS(Nr.Badhwar Park).

South zone - Zonal control centre at Backbay Veej bhavan, near Badhwar park
Remote stations - 10 Nos. of Receiving Substations:

Colaba, Marine Drive, GT Hospital, Ballard, Hutatma Chowk, Apollo, Naval Dock,
Navy Nagar, Nariman Point, Wankhede

Backbay 110kV RSS

5.6.4.

System Architecture:

The SCADA systems at the Receiving Suldsitions in Central South zone are
supplied by M/s SITU Electro-systems Pvt. Ltd. The SCADA systems at the
Receiving Substations in South zone are supplied by M/s NELCO Pvt. Ltd.
Intelligent electronic devices (IEDs) called DACU/DART for bay level data
acquisition & control unit are installed on individual 11 kV switchgears. Separate
IEDs are provided for 110 kV feedéegeBtansformer primary & secondary
switchgears, Bus-coupler and OLTC Tap change control/indication in the Control
room. All these devices are connected to Remote Terminal Unit (RTU) (Industrial




grade PC in Central South zone), in RS 485 redundant multidrop configuration.

5.6.4.

3A

The RTUs (Industrial grade PC in Central South zone) communicates with their
respective Zonal Control Center ushg MTNL lease lines.

5.6.4.

At Zonal Control Centers, the SCADA server and Frontend servers are redundant
and are in hot-standby mode. Apart from these servers there are two workstations
connected to dual LAN as Human Machine Interface (HMI).

5.6.4.

The system provided by M/s SITU Ltd. works on QNX 4.2 OS. The SCADA system
communicates on DNP3.0 protocol. The system provided by M/s Nelco was
Working on SCO Unix.

5.6.4.

Following facilities are available in SCADA system:

i) Control & monitoring status of switchgears

i) Transformer Tap change control and tap position indication,

iii) On-line monitoring of electrical parameters (viz. 3 Phase current & voltages,
MVA, MW, MVAR, PF, frequency, Energy, summated MD in MVA etc.

iv) Display & archiving of important time stamped alarms/events,

v) Generation of MIS Reports,

vi) On-demand Disturbance waveform recording during fault and Harmonic
recording facilities for Transformer secondary feeder.

5.6.4.

In South Zone RSS level RTU PCs are replaced with Windows based SCADA
operating on Win 7 OS. The SZCC systems were also replaced by windows based
system provided by M/s AREVA ( now M/s GE)

5.6.4.

BEST Undertaking proposes to revamp above referred SCADA system for all zones
& to provide new SCADA system at new RSS where there is no SCADA

5.7

BEST6s ULMC:

In order to monitor the entire BEST system network from a centralized location,
BEST has madeoperative a ULMC (Unified Load Monitoring Centre) at Backbay
Veej Bhavan (Near Badhwar Park).

ULMC is linked with the three BESTO6s <
(Dadar), CNZCC Dr. Babasaheb Ambedkar 110 kV RSS (Mahalaxmi) & SZCC
Backbay (Nr Badhwar Park) on ICCP protocol. ULMC is not linked to CSZCC
Pathakwadi (Nr. Crawford Market) due to technical in compatibility of Central South
SCADA system.

5.7.1

ULMC have following HMI functionality features:

i) On-line overview of dynamic single line diagram of electrical system indicating
feeder load flow and status of all 110 kV /33 -22 kV/11-6.6 kV feeders of 110 kV &
33-22 kV Receiving Substations of NZCC, CNZCC & SZCC.

i) On-line overview of exchange at 110 KV & 33-22 kV Incoming supply points at
the Undertakingbés ReceidimedigplagafBosver @MW, o n g
MVAr), Energy (MWh, MVARNh), bus voltages & power factor of individual feeders,
system frequency as well as Summated system demand (MW, MVAr), Energy
(MWh, MVArh) & average frequency at 15-minute interval (This data is sometimes
utilized for preparation of day -ahead schedule under ABT mechanism),

iii) Display for major alarms and user configurable MIS reports,

iv) Archiving for telemeteredsupply interruption data, time selected trends, SOE and
printout facility for user configurable reports accordingly.

5.7.2

ICCP (Inter-Control Center Communications Protocol) System: -

a. The ULM s linked with ICCP (Inter-Control Center Communications
Protocol) System of M/s Tata Power Load dispatch Centre (LDC) for
data etc. as it is State Load Dispatch centre (SLDC) for BEST.The
system details are :-

b. Redundant SCADA servers (OS.inux 5.5 Red Hat, Software- e-terra
SCADA, eterra Archive Dataman)

¢. Redundant FEP se'?\"i‘@%?’ %OSNindows Server 2008, Software- eterra
Control 3.6, eterra sBrowser)




d. WEB server (OSWindows Server 2008, Software- eterra Control 3.6,
e-terra Browser, FGBuilder7.1) & Two work stations

5.7.3 Unified Load Monitoring Center_system is supplied by M/s ALSTOM &has
following configuration:

i) Server (OS-Windows Server 2008, Software- ICCP Software, eterra SCADA).
i) PDS server (OSWindows Server 2008, Software- DBB Tool, eterra SCADA, e-
terra Browser, FGBuilder7.1).
iif) Two Workstations (OS-Windows-7, Software- e-terra Control, e-terra Browser,
e-terra Reports, FGBuilder7.1) on dual LAN connectivity.
a. 420606 L CDnonitop foolarge screen display of system HMI
overview
b. GPS time synchronizing unit with GPS antenna & GPS digital clock
Digital Frequency meter
c. UPS of suitable rating with battery backup (8 hrs) along with battery
mounting arrangement.

5.8 NOTE: The information given in clause 5.1 to 5.7 above is for general guidance
purpose. Details of the Receiving Substation equipments vary with each Receiving
Substation. It is responsibility of the tenderer to get acquainted with the details of
existing SCADA/LocaSCADA systems and Receiving Substation equipments during
pre-bid study and to submit the offer accordingly.
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MAP SHOWING POWER SUPPLY ARRANGEMENT FOR BEST
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TPC'S/ BEST'S

110 KV /33.22 KV BUS SECTION

3KV CABLE:

33KV, 1500 MVA_ 400A BREAKER

CQORE 1- 3007 SA, CLASS 0.5, 35VA

CORE 1I- 300/ 5A, CLASS PS,
Vk>= B6(RCT +09)

CORE 1II- 300/ 5A_5P20. 1S VA

1
33KV CABLE)
1

N

POWER TRANSFORMER e

16 MVA_ 33/ 11 KV, WITH % Z=10 @

VECTOR GROUP DY1
11 KV CABLE 1
1

6 X 1C X 500

CORE 1: 1000 -750/ SA, CL.5P20, ISVA
CORE 11 : 1000 — 750 7 SA, CL PS,

>=165 VOLTS
CORE 1l : 1000 - 7507 5A, CL.0.5, 10VA

11KV, 350MVA 1200 A BREAKER

FOR METERING
FOR DIFFERENTIAL PROTN
FOR OV C & B/ F PROTN. & AMMETER

FORO/C & E/ FPROTN.
FOR DIFFERENTIAL. REF PROTN.
FOR METERING

VOLTAGE TRANSFORMER
33KV2YRTIKV/ 1IWRT3 V

100 VA /PH . CL. 0.5. FOR SUPPLY
FAILURE RELAY, VOLTMETER &
METERING

SOLID NEUTRAL GROUNDING

U
NCT 1000 -75S0/57 SA,
CORE I- CL. PS Vk >= 165V FOR REF PROTN.
CORE 5P20.10 VA FOR SENSITIVE E/ F PROTN.

VOLTAGE TRANSFORMER 11KV /RT3 - 110V/ RT3
CORE 1- 75VA /PH ,CL. 3P, FOR AVR RELAY,

CAP. FEEDERO/V & U/V

PROTECTION & VOLTMETER
CORE II - SOVA /7 PH, CL. 0.5 FOR METERING

FOR OV ¢ FEEDER

CORE 1: 300vSA, CL. 5P20
10VA FOR OVC & B/F
PROTN. & AMMETER

CORE I1 : 300/ SA. CLLO.5.10VA
FOR METERING

FOR CAP. FEEDER
300-1SU'SALIOVA,
SP20 FOR OVC+EF

0/G O/G O/G CAP 0/G O/G O/G O0/G O/G O/G CAP
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Proposed System:

Bidders will be required to give demonstration of system & show capability of integrating various
makes IEC 61850 Ed I, Ed Il Numerical Relay with offered RTU and SCADA system. The
arrangements of necessary testing equipment's, accessories shall be tdgersibility.
Undertaking shall provide the space, electric supply (3 ph, 415V AC).

Price bids of only those tenderers, whose offers are found technically suitable, after successful
demonstration shall be opened on the bid opening date displayedtendbewebsite.

At RSS there is battery bank of 300 AH operating on 110V DC. It is proposed to provide Inverter &
other Circuitry so that all SCADA equipment such as local HMI PC, Communication Modems, and
Routers shall be powered up from inverter. Altgely all equipment's shall work on 230V AC
through Inverter. The other equipment's such as RTU, LAN switches, etc. can work on 110v DC.

As the installation involves working 4ivicinity of EHV equipment's, tenderer shall depute
representative having guer qualification and knowledge of equipment on each RSS site as per the
rul es of Govt . authorities. The site shall b e
Asst. Project Manager/ Site manager having qualification of at least BE (Electrical).

The RTU, IT equipment's shall comply to Ministry of Power Order dated 6 june2021 regarding
testing procedure to be followed for SCADA system

The acquired data of entire SCADA system shall be stored in ISR/History server. There are
requirements to she/integrate this data with other automated systems of undertaking in such cases
the supplied system shall be equipped to provide on line data in ODBC, JSON/REST format on LAN
port during entire tenure of project. If there is a requirement of additiondivhee teneder shall
make arrangement for the same in such cases.

It is also proposed to integrate ABT, HT meter data on DLMS protocol in SCADA at Control level
from AMI system. The supplied SCADA system shall have capability to show the AMI deaalof
feeder, Transformer & other equipment's in SCADA SLD & other reports. The system shall also able
to show the actual data acquired through Numerical relays & AMI system. The AMI data & data
captured through Numerical relay shall be made availablespective RSS also. The actual
implementation shall be carried out at a request of Undertaking during the tenure of project.

The offered RTU shall be KEMA /DNV/ UL certified for IEC61850 ed2 , IEC 6608704 ed.2 &
IEC 608705-101 Edition 2

Furniture :-Tenderer shall provide set of suitable furniture for installation of SCADA equipments
like servers, workstations, monitors, printers, GPS unit, SCADA/Communication accessories etc.
along with Big halfround table, Executive chair (3 Nos.) & Cpuater chairs (4 Nos.) for SCADA
system operating personnel for MCC & B xecutive tables with chairs & 2 revolving chairs for

RTU test set up lab. 4 revolving height adjustable chairs for SZCC, CNZCC. Computer Table for
HMI PC at all RSS. The furniturghall be integral part of SCADA system equipments offered for
MCC & BCC. Furniture shall be of good quality branded material. Its look shall aesthetically match
with the appearance of SCADA system equipments and surrounding in the Control centers/station.
The design of offered furniture shall have to be approved by the Undertaking before installing the
same at site.

Inter-panel wiring and external armoured cables shall be of stranded copper conductor FRLS cable
of suitable size (i.e. 4 sq.mm for CT/Bigeiie 1.5 sq.mm. for intepanel control wiring, 2.5 sq.mm.
external control & power cabling, etc.). Cables carrying low signal shall be separated from power
cables & shall be shielded. All wires should be identified by using ferrule or colour cddieg.



connectivity of numerical relays to RTU shall be on Fibre/ Ethernet cables having proper
screening to avoid any interference of EMI.
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Proposed Indicative SCADA Network Architecture:

MPLS Link

Proposed Indicative Architecture at SSCC & DR Site (MCC &BCC)
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SECTION -2, CHAPTER -1

SCADA FUNCTIONS
1. Generalrequirements

This section describes the functions to be performed by the SCADA applications
for distribution systenfor the project area. Bidders are encouraged to supply
standard, proven & tested products that meet or exceed the Specification
requirementsThis chapteidescribesherequirement®f ISR functionsalso.Unless
specified as optional functions/ featuids$ functions/ features mandatory for the
project area.

1.1. Designrequirements

The software shall bmodular in nature. The software shall be ableddk platform
based on minimum 64 bit architectutdl.the variable parameters 8CADA/DMS
applications, which require adjustment from titoeime, shall bedefinedin the
databaseand shall be adjustableby systempersonnel All periodicities and time
intervals contained in the Specification that define thpaemetersshall be
consideredsinitial valuesto be usedfor performanceurposes. The adjustments
mack to parameters by the user or programmer simdbmeeffective without
havingto reassembl@r recompile programsor regenerateall or portionsof the
database.

The specific requirements for output results are described along with the other
requirements of each function. However, all results that the user deems to be
important shall be stored in a form accessible for display and printing, whether or
notexplicitly specifiedin the particularsubsection.

1.1.1. SCADA/DMS Function Access

Various application functions shall be designated as single userfuseiti For a
single-user function, the user with access to the function must relinquish access to
it before access can be granted to another user. For auseltiunction anpumber
of users, up to the maximum designated for the function, may have aodéss
function simultaneously. All such actions shall be recorded as events enghe

log
1.1.2. Critical & non critical functions

The functions defineah this specificationshallbe classified a<ritical or asNon-

critical. Every critical function must be supported by sufficient hardwasef&vare
redundancy to ensure that no single hardwarsoftware failure willinterrupt the
availability of the functiondor a period exceeding the automatiansfertime

defined inthe specification.

Non-critical function may not be supportedby hardware& software redundancy
andcan besuspended isaseof non-availability of correspondindpardware.

Generallythefollowing are to beclassifiedasCritical functions:
a) All SCADA applications
b) InformationStorageandRetrieval(ISR)
c) LoadShedapplication(LSA)
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d) Outagedata analytics angeporting(ODAR)

e) All DMS & OMS applicationgGroupA Townsonly)

f) Dataexchangeamongthe contractorsuppliedSCADA/DMS system,IT
systemestablished undd&®-APDRP

g) Webserverapplications Securityapplications

h) NetworkManagemensystem(NMS)

i) DisasterRecoveryfor GroupA

]) Thefollowing areNon-Critical functions
a) DispatcheiTrainingSimulator(DTS)
b) Databasenodificationandgeneration
c) Displaymodificationand generation
d) Reportmodificationand creation
e) Dataexchange wittlRemoteVDUs ,if any

1.2. SCADA Functions
Thefollowing SCADA functionsare envisagednderthis specification.

w Data Acquisition from RTUs at S/S & FPIs , FRTUs at RMU/Sectionalizers

w DataAcquisitionfrom RTUs atS/S &FPls.

w Time synchronizatiorof RTUs,, FRTUs& FPIs(if time synchis supportedn
FPI)

9 Data Exchangamong the contracteupplied SCADA/DMS systenlT system

established under IPDS (in specified format (OPC / GIML / ICCP /ODBC

Format) Model & Data Exchange over IEC 6196&nterprise SOMAased

BUS), or anyother legacyystem defined in the RFP

Continuougeattime datastorageandplayback

Sequencef eventprocessing

SupervisoryControl

Fail-soft capability

Remotedatabaselownloadingdiagnostics &onfiguration

CIM compliancd EC61968

GIS adaptor (GIS Land base data, network model usingeBdhes/adaptors

supportingNative Adapters CIM/XML Modelfor Distribution/ PowerSystem,

using Model Exchange & Data Exchange over IEC 61B@nterpris&OA

BasedBUS) (Group 1 Towns only)

1 InformationStorage Retrieval(ISR)

1 LoadShedApplication(LSA)

gceegegeg==

1 DisasterReplicaRecovery(DRR) The System Design Parameters of SCADA/DMS
functions ,The power systesizing,Performanceequirementfor completeSCADA/DMS
systemare specifiedire specifiedin DESIGN PARAMETERS AND PERFORMANCE
given sectior8
TheSCADA systenshallhavecapabilityto acceptatafrom thefollowingsources:

(a) Telemeteredlatareceivedrom RTUS,

(b) Telemeterediatareceivedrom FRTUs(GroupA Townsonly)

(c) Telemeteredlatareceivedrom FPIs

(d) Datareceivedrom IT systemestablishedinder IPDS Dataxchange

(e) Calculateddata

(H Pseudedata(Manuallyenterecdata)

(g) GIS land basedata, network model using GIS engines/adaptorGroup A
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Townsonly)

All input data and parameters, whether collected automatically or entered by an
user, shall be checked for reasonability and rejected if they are unreasonable. All
intermediate and final results shall be checked to prevent unreasonable data from
being propagated or displayed to the user. When unreasonable input data or results
are detected, diagnostic messagesclearly describing the problem, shall be
generated. All programs and all computer systems shall continue to operate in the
presencef unreasonabldata.

Eachof the SCADA functionsis described
below.

1.2.1. Communication protocol.

SCADA system shall use the following protocols to
communicate
a) ForRTU - IEC 870-5-104 protocolalso101to communicatevhenacting
asdataconcentratowith slavedevices
b) For FRTU- IEC 870-5-101/104 protocol
c) ForFPIs- IEC 870-5-101/104 protocold) for MFTsT MODBUS
e) For DR & Other any other SCADA system- ICCP/TASE.2in specified
format (OPC / CIMXML / ICCP / ODBC Format)Model & Data Exchange
overlEC 619681 EnterprisesSOA BasedBUS)

f) ForlT Systems (in specifiedformat(OPC/ CIM-XML / ODBC Format)
Model & DataExchangeoverIEC 619681 EnterpriseSOA BasedBUS)

g) In caseexisting systemusesDNP3.0 protocol, the sameshall be usedfor
integrationof existingRTUs.

h) IEC62056 (DLMS) SMART meterscompliantin caseof integration of
SMART Meters in future

The protocol considerations shall be made in accordance to the system/ device to
beinterfacedHowever systenshallhavecapabilityto interfaceusing allnecessary
protocols aspecified above for the devices that may be interfacédtume

1.2.2. DataAcquisition

SCADA systemshall acquiredatafrom RemoteTerminal Units (RTUs), FRTUs
& FPIs

The type of data to be acquired through RTUs, FR3h#dl include analoyalues,
digital status data (Double poianhd single point indications) and SQfatafrom
thesubstationRMUs etc.

Analog valueslike P, Q, F, eachphaseV, eachphasel, eachphasepf, and
energyvalues(Export/ImportKWh andKVARh) shall be collectedby theRTU,
FRTUs fromthe MFTSs.

Analogvaluessuchasstationbatteryvoltage 0il temperaturewindingtemperature,
tap changer, weatherttansducerdata etc. shall also be acquirédough RTU
using analog input modules & suitable transduigetefined in theRTU BOQ.

For FPIs, Digital statusin the form Fault protectionindicationviz O/C &
E//F & in casealsoanalogdata suchasFaultsettingsareremotely
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1.2.2.1.

1.2.2.2.

The actual point counts& type of dataacquiredare given in the RTU,
FRTU arespecifiedin Annexurefor in I/O points.

Polling method

Digital status data from RTU shall be reported by exception and shall be updated
and displayed within 3 seconds. Digital status data from FRTU & FPI shall be also
be reported by exception amsthall be updated and displayed withirs@conds.
Digital statusdatashallhavehigherpriority thanthe Analogdata.The systemshall
havedeadbandfor databy exception.

All analog values except energy values shall be reported by exception from the
RTU, FRTU &FPI1.The analog valuayhen reported by exception, shalluyglated

& displayed within 4 sefrom S/S & 6 sec from RMU/Sectionalizdationsat
thecontrolcenter An integrity scanof all status& Analogvaluesshalblsobemade
everyl0minutes(configurable).

The provision shall also be made to report analog values & status data periodically
ateveryl0seq(userconfigurable), ifrequiredby the user.

The time skew at SCADA/DMS control center, S/S , RMU,FPI shall not be more
than0.1seateachlocation& latency shall nobe morethan 0.5sec for statusor
analog data the time skew shall not be more than 1sec & latency shallmotée
thanlsecfor analogasperlEEE C37.1.

Energy values of 15 minute blocks shalldmlected periodically from the RTU,
FRTU atscanrateof 15 minute/1hour(configurableupto 24 hours).Alternatively
the energy values shall be calculated for each 15 minute/Iblaks at SCADA
level from the acquired energy values of MFTs through RIFRTU.

The contractor must assess & take the network delay into considevaiitan
designing the system so that the update imm@ormal & peak level of activitieare
met.

TheSCADA/DMS computersystemshallalsobeableto collectanyandall analog

& digital data from its RTUS/FRTU/FPI on demand. Apart from the periodic
integrity scan, the integritgcan shall also be initiated automatically for an RTU/
FRTU/FPlwhenevethefollowing situationsarise:

i. Uponstartupof thesystem
ii. RTU/ FRTU/ FPI statuschangeis detectedsuchasRTU/ FRTU/ FPI
restart, CommunicatiorLink restoration
iii. Ondemand bysCADA/DMS functions
iv. Onrequesbytheuser

The TCP/IP Communicationfor RTU, FRTU, FPIlon public network shall be
encrypted over SSBecurity / VPN & the equipment should take control command
from designatedViaster IP addressonly and no other IP. TheRTU, FRTU, FPI

& all TCP/IP devices that are on Public Network shall form a private VPN network
with the SCADA FrontEnd,throughwhich encryptediatagetsexchanged.

Telemetry Failure

If data is not received from an RTU/FRTU/ FPI after a ‘asgustable number of
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retries,eachaffectedpointin theSCADA systenshallbemarkedwithad t el e met r y
failure g u a | 1 t andanatakdnesi@albegeneratedTelemetryfailure of data can

be due to failure of communication link, failure of complRfeU/, FRTU/FPIor

RTU/ FRTU module or MFT etc. Only a single alarm shmlgenerated anentire
RTU/FRTU or its communicatiorchannefails.

In the event of telemetry failure, the last good value/status shall be retained in the
database for each affected point. When telemetry returns to normal, the associated
SCADA systenshallautomaticallyresumeupdatingthedatabasewith thescanned

data.

The user shall be able to substitute a value in the database for any point that is
experiencingtelemetryfailure which shall be marked with ma nu a | repl ac
quality codein additiontotheédt el emet ry f ai Theuseeshallsai al i ty

be able to delete any point (or entire RTU/FRTU/FPI) from scan procegding.
deletedoointsshallbemarkedwith adé d e {fr@rm-sec agnadity code.

Acquisition Modes
Thefollowing modes of datacquisitionshallbe supported:

a)Enable
When RTU/FRTU/FPIs enabledthe data isscannedin normal fashiorand
control comman@xecution isallowed.

b) Disable
When RTU/FRTU/FPIlis disabled,the datascanning& control execution
is disabled. This is equivalentt o delete from scan i o tomplete
RTU/FRTU/FPI

c) Test/Maintenance

Placing an RTU/ FRTU in test mode shall generate an appropriate event message.
WhenanRTU/FRTUis in thetestmode thereattime databasshallretainthelast

value fromall points collected via the RTU/FRTU before it was placed in the test
mode. The points shall be marked in the database with a quality code indicating
their source RTU/FRTU is in the test mode. All system displays, progdates,

links, and other deges shall use this value. Supervisory control of pointsiteet
thetestmodeshallnotbe permitted.

WhenanRTU/FRTUis removedrom thetestmode,amessagshallbegenerated,

the test mode quality codeshall be removedfrom all points assignedto the
RTU/FRTU, the database values shall resume updating on each scan, and any
controlsfor theRTU/FRTUshallbeenabled.

1.2.3. Time synchronization of RTUs

The SCADA/DMS system will be synchronized from the GPS based Time and
frequencysystem. The SCADA system shall synchronize the time of all connected
RTUs/FRTUs/FPI every5 minutes (user configurable from 5 minutes to 24 hrs.)
using time synchronizatiormessagén the IEC 870-5-104/101protocol
INTP/SNTP. The servers /WorkstationsSEADA/DMS control center shall be
synchronized using NTP/SNTP. The time of DR center shall also be synchronized
from the GPS based system installed in one of the SCADA/DMS control center in
theDISCOM.
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1.2.4. Data Exchange

Utility shall specify theexternal systems, if any with which data exchange of
SCADA systems envisagedand shall specifyinterface and interoperability

1.2.4.1.

1.2.4.2.

Parametersn the RFP. Utility shallalsoprovidetherequiredaccess& information
of such existingystems to SlAor implementation

National Power Portal (NPP) & National FeederMonitoring System(NFMS)

Machine to Machine data transfer to existing National Power Portal (NPP) &
National Feeder Monitoring System (NFMS envisagedier PART A of the
schemeseparately. The data transfer shall be done in JSON object or any other
format as finalized required, by creating suitable APIs at SCADA control Centre.
The data primarily will be feeder wise SAIFI/SAIFI values on daily basis. Further,

it shall be possibléo transfer other telemetered data of interest of feeder also. The
data& exchangdormatwill be decided duringlesign& Engineeringphase.

Further , the real time SCADA/DMS status /reports in view only mode for cap
building may be required to be linkedth National SCADA Resource Centre
(NSRC) or anycommoninfra directed byMoP/ PFC

SCADA/DMS systemwith IT system(optional)

If specified requirement of specific parameters with IT system by utility irRRE

is envisagedhen, SCADA/DMSSystemshall exchange data wilbR System &

ISR System shall be the nodal interface with all IT System. The Cextéer DR
CenterandCustomeCareCenterunderlT Systemshallexchangelatawvith the ISR
System, usin@OpenStandardslike CIM/XML & IEC 61968SeriesStandards

for PowerSystem, OPC, ICCP/TASE.2., ODBC
TheGIS Systemshallexchangelatawith SCADA SystemoverlEC 619681 SOA
based ESB/Bus using CIM/XML Models for Power System using GIS Engine /
Adapterssupportinghe standard.

Direct SQL/ODBC interfaces should continue to be supported for report generation
andad-hocqueries.

If utility was having GIS/ billing/customer systgmior to this scheme such BDS
i.e. considered as legacy, then interfaces may be seledeardingly viz.
ODBC/DDE etc. using ASCII files. However, they shall provide systemin
complianceof the dataexchangeequirement specifieih this para.

Datato beexchangeavith IT systemis definedISR section.ForDR & SLDC, it
is givenbelow:

1.2.4.2 For data exchangebetween SCADA/DMS control centers& DR center,

optional (SLDC):

If opted & requirement specified by utility in this RFP , then SCADA/DddStrol
centers shall also exchange data using IG@# State Load DispatciCentre
(SLDC) of the state. Data exchange shall also allow otivdbrmation to be
transferred repotty exception butlsoconfigurable periodicallypr ondemandit
shallbe possibleto exchanget leastthefollowing data:
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9 Realtimetelemeteredlataof theinterconnectedetwork,

1 Non-telemeteredlataof theinterconnectedetwork,
1 Calculateddataof theinterconnecteaetwork,

1 SOEdataof theinterconnectedetwork

1 Historical dateof theinterconnecteaetwork

1 Schedulingdata

1 Operatomessages.

1 Event/alarm lists

It is envisaged that the utility shajket theload forecasting & drawkchedules

from SLDC & versa in order to execute planning of load distribution. In addition,
status /measurement of interconnected network shall be able exchanged in both
directions.

For GroupA towns, Disaster recovery is replica of main control center and hence
shallbein syncon daily basisor on demandalso.

1.2.5. Data Processing

The SCADADMS system shall prepare all data that they acquire for use by the
powersystemoperationsandotherapplications.The data processingequirements
shallapplyto datacollectedfrom all specifiedsources.

Data acquired from RTUs/FRTUSs/FPI/IT system, as well as data received from the
DMS and the existing control centers difiy and specified by utility in this RFP),
shallbeprocessed anplaced inthe RealTime Databas@ssoon ast is received.

Data processing involves a value which has been converted to internal form and
analyzedor violationsof limits. Thedataprocessinghallsetvariousdataattributes
depending on the results of the checks and shall trigger any addprocaksing
or calculation.The SCADA /DMS systemshall prepareall the acquireddatafor
use by thepowersystem applications. TheSCADA systemshallhavecapability
to accept datrom thefollowing sources:

a. Realtime (alsoreferredastelemeteredylatareceivedfrom controlcenterdIT
system(datacenter,customeicare,DR centeandRTUs/FRTU/FPletc.)
Calculateddata
Manuallyentereddata
Sequencef eventdata
Alternatedatasources

©cooo

1[.2.5.1. Analog Data Processing

Analog data processingshall be performedaccordingto the requirementdisted
below.

(i) Conversionto Engineering Units

Analog points that argansmitted to SCADA system in raw data format shall

be converted to engineering units before being stored in the database. This
conversiorfunctionshallinclude,asa minimum the capabilityto performthe
following conversioralgorithm:
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Value = (A * scannedvalued) + B,

Where A and B are programmadjustable constants assignable as database
attributeson aperpointbasis.

(i) Zero deadband processing

The SCADA systematcontrolcentershall processach analog input fatead
band zone processing.The acquiredvalue, if falls betweenthe deadand
range around zero then it shall be considered as clamped zero valtleeelse
actualvalueshall beconsidered.

(i) ReasonabilityLimit Check

Thereasonabilitylimits shallrepresentheextremef valid measurementer
the point'ssalue. All analog valueshall be compared against defined hagial
low reasonability limits. The comparisons shall be performed at theraizmn
of the analoyalues.An alarmshallbe generatedhefirst time areasonability
limit violation is detected. The last valid value of the variablall be
maintained in the database and marked with a quality code indidagng
0reasonabi | i t.wWhdndatairdturng to a teasanabte value,
newvalue shall be accepted and a rettzamormal message shall generated.

(iv) Limit Monitoring

For bidirectional quantities (positive or negative) there shall be a set of three
limits for each direction. For unidirectional quantities there shall be afset
three limits in one direction. These limits will represent increasing levels of
concern and shall be named"@gperational”, "Alarm" and "Emergency"

limits. These three limits shall be set within the boundaries of reasonability
limit. Generally, any alarm can be assigned as audible alarm but emergency
limit shall necessarilype assignedsaudiblealarm.

All telemetere@ndcalculatedanalogpoint shall be comparedagainstabove

sets of high and low limits each time the valueséainned or calculated.
Whenever anonitoredpoint crosses dimit in the undesirable directionlianit
violation alarm messageshall be generatedWhenever a monitoregoint
crosses a limit in the desirable direction, an exit alarm message shall be
generagd. If multiple limits have beerrossedsince thdastcheck,eachlimit
crossed shabereported.

All limit monitoring shall preclude annunciation of multiple alarms when a
value oscillates about an alarm limit by utilizingpeogrammetadjustable
alarmdead bandfor eachpoint.

The user shall be able to temporarily override any of the above limits (which
arein use)by enteringa new value.Whenthe useroverridesa limit, it shall

be markedwith@& | i mi t o v er r iodal displayes.l Thetoyerrideo d e 6
value shall be recognized, and any display, report, or log containing the value

of the overridden limitshall include it as such. An override valueshallbe
usedinsteadof the permanenwvalue until the user removes the override
condition or system is fénitialized. Any change in alarm states resultiram

a change in limit value shall be reported. Contractor shall finalize & take
approvalfrom utility for limit values.
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1.2.5.2.

(v) Rateof change/Gradient

All telemeteredand calculated analog points shall alspbecessedor rate
of changel gradientprocessingif definedthat point for suchprocessing in
the database. An Alarm for over shoot & event messagefiom to normal
shall begenerated.

The rate of change shélé calculategberiodically for eachassignedpoint, by
dividingthep o i nt 0 atthesbedinniegand the end of the periodinto
the length of the period. Filtering shall be applied so that singleexcansons
donotcauseanalarm.Theresultshallbesavedasanon telemeterediatabase
point. All the requirementsthat apply to calculatedpoints, such as limit
checking,

Alarming and availability for display and processing shall apply to the ROC
points. There shall be a positive limit and a negative limit to catch excessive
risesin theanalogvalue.

vi) SignConventions

The sign conventions for the display, data entry and reporting of active and
reactive power flow shall be usediversally by all SCADA/DMS functions.

All imports to bus bars shall be represented with + sign and all exports from
busbars shall bevith T ve sign.

Vii) Accumulator Processing

The system shall be able to store accumulator history. Stadogmulator
history shall be providedith a method in whichthat stores data only onper
hour and in other method that stores data each time new data ensyst¢he

It shall be possibleto use the two methods concurrently for any pulse
accumulator, making it possible to maintain two records for data that are read
morethanoncean hour.

Digital Input Data processing

Each state of a digital input point shall be associated with the state of an actual
device. The number of bits thaill be used to define the state of a device is
defined in the RTU/FRTU Specification. A status point shall be definbdiag

either legal or illegaland normal oabnormal:

* lllegal state: The first check on a new input to a digital status point is the
legality check. If the new state is illegal, then the old value shall be left in
the database and marked old with relevant quality code such as telemetry
failure etc..

* Abnormal state: If the new state is legal, it shall be checked to see if it is
among he normal states defined for the point. If not, the status point shall
be marked as abnormal. While abnormal, it shall appear in the summary
displayof abnormalconditions/ offnormal summary

* Alarm checking: Each new value shall be checked to seensitions into
that stateare to be alarmed.If so, and if no control action is pending
onthestatugpoint, thenan alarmaction shalbetriggered.
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The following digital input datatypesshall be accommodate@s a
minimum:

a. Two-statepoints Thefollowing pairs of state namesshallbe
providedasminimum:

(1) Open/Closed

(2) Tripped/Closed

(3) Alarm/Normal

(4) On/Off

(5) Auto/Manual

(6) Remote/Local

(7) OnControl/OffControl
(8) Set/Reset

b. Threestate pointsAny of the state combinations listed in (a)
above shall bsupported with a third, typically, itransit state
whichis the casefor slow operatingdevicessuchasisolator. If
adeviceremaingn this statefor aperiodmorethan athreshold
value thesameshallbealarmed.

c. MomentarychangeDetection(MCD): Theinputto capturethe
stateof fastactingdevicessuchasautoreclosers.

Commandedchanges initiated by supervisory control shall not be alarmeshhiit
generatean eventmessageAll other statuschangesn the stateof telemetered,
calculatedligital input points &uncommanded changes shalk@med. EackPB,

| isolator,switchingdeviceetc. shall have normal & off normal positions states
defined. In the eventof off normal positions,the same shalbereflected in the
off normal summaryist

1.2.5.3. Calculated Data processing

SCADA systenmshallbecapableof performingcalculationsandstoringtheresultin

the database as calculated data available for display. The database variables to be
used forarguments and the mathematical/statistical/logical functions to be used as
operationshallbedefinablenteractivelyataconsoleaswell asby theprogrammer
usingdatabasereationandmaintenanc@rocedures.

Calculated analog values shall use databas points as the argumentsand
mathematicahndstatisticalfunctionsasthe operationsFunctionssuchasaddition,
subtraction, multiplication, division, maximum value, minimum value and average
value, count, integration, squareroot extraction, exponentiation,trigonometric
functionsogarithmsandlogical & comparativeperatorstc.shallbeprovided.

It shall be possible to calculate running maximum value, minimum value and
averagevalueoveratime interval (time interval configurablefrom 5minutesto 60
minutes). The value shall be reset after the elapse of defined time interval. These
valuesshallbe storedwith time of occurrencdor maximaandminimaandthetime

for averaging.

Calculated status valusball use database points as arguments and combinational
logic functionsthat include the logical, comparativeoperatorssuch as AND,
inclusive OR, exclusive OR, NOT, Less Than, Greater Than, Less Than or Equal
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To, Greater Than or Equal To, and Equal To, ,&lse if etc. Suitable rules or
operators(such as multi-level parenthesesyhall be provided to indicate the
sequencef operations irthe calculation.

1.2.5.4. Substation Topology Processing

The SCADA /DMS system shall be provided with a Substabpnlogy processor
function. This function shall be capable of analyzing the open/closed status of
switching devicessuch as brealers and disconnectors, in order to define the
configuration of the substation for display. The energization of lines, tramsis,
bussectionsaandgeneratinginitsshallbedeterminedothattheassociatedisplays

may correctlyshow thestatusof thesepowersystemelementsThe configuration

shall be reevaluated and updated whenewgeswitching devicestatuschange&
analogvalue changebeyonddeadband is detected.

1.2.55. Alternate sourcefor data:

The system shall have capability to accept multiple data sources by defimaghas

& secondary. Normally, data from normal source will be considered. lavibet

of nonavailability of primary source, data from secondary source shall be
considered & once primary source is healthy, it shall switch back to prgnarge.
There shall be an indication for primary /secondary source in disp&p@isetc.
Suitablealarmshallbe generatedn the eventto changerom primary to secondary

& vice versa. Alternate source of data can be defined for cemtical points in
thedatabase.

1.2.5.6. Quality Codes

Quality codesndicatethe presenc®f oneor morefactorsthataffectthevalidity of
a data value. All quality codes that apply to a data value shall be maintained in the
databaséor thatdatavalue.

The gquality of the calculated value shall be the quality of its "worst" component of
its argumentsThepresenc®f aquality codeon any ofthe componentdatavalues

shall not disrupt the calculation using that vallResults of calculationthat are
manually overridden by the user shall be denoted with a quality codeatthdte
differentiaked from the propagation of a manual replaced quality code draof

its componentalues.

At least the following data quality codes preferably as the following singledeter
shall be provided. However, distinct symbols /shapes after approvakinghoyer
mayalsobeused.

Quality code Code Reason

estimator
Limits areoverridden

TelemetryFailure(RTU T Telemetryhasfailed
Link)
ManualReplaced M Manualupdation
Deletefrom Scan D Userdisabledthe scanof
(RTU/point) theof data/point
Questionabléata Q Analogvalues ofthede
energizecelements
Calculated C Calculateddata
Estimated E Estimateddatafrom state
L

Limit Override
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Quality code Code Reason
Primary/secondary P Primary or secondary
source / source

S
Reasonability.imit R Valuebeyond
Exceeded reasonabilityimit
Alarm Inhibit A Alarm processings
inhibted
Testor maintenance X Point is in test
mode /maintenancenode

1.2.6. Continuous Reattime data storageand playback

All real-time data (Analog and status) shall dentinuously stored in auxiliary
memoryfor atleasttwo weeksasandwhenit is receivedn the SCADAdatabase
from theRTUsS/FRTUsS//FPIs.

It shall be possible to playback above stored data on single line diagram and
networkdiagramfor a timewindow of atleastl0 minutes(configurable irseconds
/minutes) by defining Start and End date and time. It shall be possibivéo
tabular and graphical trends of the stored data. It shall be possible thféseat
samplingratefor playbackthan thesamplingratefor datastorage.

The usersshall be ableto selectthe time window of interestfor archival of data

in the ISR system for future retrieval and playback in SCADA system. This
archived data shall be transferable in RDBM&abase tables of ISR system for
generatiorof tabulardisplays andeports.

1.2.7. Sequenceof-Eventsdata

Sequencef-event s (SOE) data shall be chronol
events with time stamp acquireshalfoe om RTU
collected from allRTUs/FRTU/FPIleither in normal polling or periodically/on

demand. SOE data collection shall have lower priority than supervisory control

actions and normal data acquisition. The SOE data collected from different
RTUs/FRTU/FPI shall be merged for chronological listings and stored for
subsequenteview.At leastlatest1000 SOE data shall be available for display.

The SOE resolution of RTU/FRTU/FPI is defined in respectivesectionsfor
RTU/FRTU. SCADA/DMS system at control center shall have 1ms SOE
resolution However, a SSOE time stamping is donat RTU/FRTU/FPI levelthe
sameshall bein line with resolutiordefined forRTU/FRTU/FPI.

All SOEdatacollectedfrom all RTU/ FRTU/FPIsshallbestoredin daily RDBMS
databasef ISR system

1.2.8. SCADA language

The SCADA systemshall have capability to write various programsusinglEC
611313 SCADA languageor C/C++ or any nonproprietary languagelt will

facilitate user (programmer) to write varigu®grams/ logics using pointiefined
in the database.
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1.2.9. Supervisory Control

The operator shall be able to request digital status contrgdps@tcontrol and
raise/lower control on selected points and analogs using Select check before
operatg SCBO)Sequence.

Supervisory control shall allow the SCADA system to remotely control switching
devices. A control action shall require a confirmationof-selectionprior-to-
execution response. Initiation of the control execute step shall occurtledter
dispatcherconfirmsthatthecorrectpointandcontrolactionhavebeenselected.

After the dispatcher/DMS function initiates control execution, the RTU/FET

be addressedor verification that the correct point has been selected at the
RTU/FRTU and then the control action shall be executed. It shall also be possible
toresettheflagin FPI through acommand.

It shall be possible to issue control commands as a group control from SCADA
where switching devices pertaining to different RIRESTU or a RTU/FRTU may

be controlledas a group. The SCADA systemshall sendthe control commands
sequentiallywithoutdispatchemtervention)jf thecommandgpertainto switching
devicesn the same RTU/FRTUWsing the Selectio@heckbeforeoperatg SCBO)

of priori to-execution.Thecontrolcommandgertainingto differentRTUs/FRTUs
maybeexecutedn parallel.

If, after selecting a point, the user does not execute the control action within a
programmeiadjustable timeut period, or ifthe user performs any action other
than completing the control action, the selection shall be cancelled and the user be
informed. If the communication to the RTU /FRTU is not available, the control
commandshallberejectedandshallnotremainin queue.

The user shall not be prevented frasguesting other displays, performing a
different supervisory control action, or performing any other user interface
operationwhile the SCADA/DMS systemwaits for a reportback onpreviously
executeccontrolactions.

Thesystemshallprocessupervisorycontrolcommandswvith a higherpriority than
requestdor datafrom theRTU /FRTU/FPIdataacquisitionfunction.

Functional requirements for the various types of supervisory control are given
below.A supervisorycontrolrequesshallbesentfrom controlcenteronly afterthe
controlledpointwascheckedor properconditions.Therequesshallberejectedoy

the Systemif:

1. The requested control operation is inhibited by a tag placed odethee or
maintenancéag

2. Thedeviceor S/Sin local manualcontrolmode

3. An Uninitialized, Telemetry failure, delete from scan, manual replaced,
Test/maintenance , dvianually Entereddata quality indicator is shown ftre
device;

4. The OperatingMode/ user permission of the workstation/console attempting
controldoesnot permitsupervisorycontrol

5. Thedeviceis already selectefibr controlrequestor control executionis from
anothemworkstatior/ user/window'consoleor controlrequesis progressing
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6. Time outafterselection
7. Thedeviceis not subjectto supervisorycontrol of the type beingattempted

Rejectionof acontrolrequestrom controlcentershalloccurbeforeanytransmission
is made for control purposes. A contrejection message shall Hesplayedfor the
Dispatcher

1.2.9.1. Digital StatusControl

A digital controloutputresultsin theactivationof anoutputrelay in aRTU/FRTU.
Differentcommandshallbe possiblefor thesedigital statuscontrols.
Successfutompletionof thecontrolrequestshallberecordedas an event.Failures
to completeshall be handledas specifiedin Ul section.Control requests shall be
canceled and the selection of the point shall be terminated when theanoselsa
requestdoesnot performthe nextstepof the control procedurewithintheselection
time-out periodfrom the previousstepof the procedurepr therequesis rejected.

1.2.9.1.1. Breakers

The user shall be able to select and operate the twocstmtellable switching
devicei.e. CircuitbreakersLBS/in caseof RMUs, Isolatoralso

1.2.9.1.2. Resetflag of FPI

Theuser shalbeableto selectand operate thereset flag of FPI as per utilitgyoP.

1.2.9.1.3. Capacitor Banks

The user shall be able to contoalpacitor devices. The procedure for controlling
these devices shall be the same as that of a switching device except that any
supervisory control action must be inhibited for a programaogustable time
period after the capacitor/ reactor device has bpenated. A message shafipear

if an attempt is made to operate the device prior to expiration of thapénoa &
dispatcher is required to give command after expiration of inhibiteghnaa.

1.2.9.1.4. Tap Changing Transformers

SCADA systemshallhavethe capabilityto raiseandlower theon loadtapposition
of thetransformerdrom SCADA controlcenterthroughsupervisorcommands.

Depending on system conditions, the user may raise or lower the tap positions of
On Load Tap Changing (OLTQansformers. OLTC's tap position needs to be
monitoredif supervisorycontrolactionis to beexercisedOLTC tap positioninput

shall be acquired as an analog value. Tap excursions beyorspeséred higtand

low limits shallcausehe masterstationto generateanalarm.

Supervisorycontrol of OLTCs shall only be permitted when the transformer's
controlmodeis SupervisoryAll attemptednvalid controlactionsshallberejected.

Forsupervisoryoperationstheinitial selectionandcontrolof thetransformeifor a
raise/lower operationshall follow the (SCBO) SequencéJpon receiptof the
raise/lower command, the RTU will immediately execute the control actisimallt
not be necessary fdahe useto re-selectthe transformer foadditional raise/lower
operations; the user shall only have to repeat the desired numlasealfower
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commands, which shall be executed immediately. Normal scafumotgonsshall
notbesuspendetetweerthetimesthatrepeatedaise/lowecommandsreissued.

Theusershallbeableto cancethe operationor haveit automaticallycancelledoy
the masterstationafter a programmesadjustabldime periodelapsesafterthe last
Raise/lowecommand.This multi-stepprocedureasdescribedelow

1. TheRAISE andLOWER pushbuttonshallbe displayed.

2. ThecommandshallbelaunchedassoonasRAISE or LOWERisselected.
The Raise and Lower buttons shall not be replaced by a $inglaute
button. The RAISE/LOWER pushbuttons shall continue tdipglayed,
and it shall be possible to initiate these controls repeatedhout
reselection of the controlled point, provided that the execudfotne
previouscontrol commandhassuccessfulljpeencompleted.

3. The RAISE/LOWER pushbuttons shall remainitalde until either (a) the
dispatcher clicks the CANCEL button or (b) the control times out due to
inaction bythedispatcher.

4. A separate timeout period, adjustable in the range of up to 120 sesioaitls,
be provided for incrementalcontrol. The timer shall be reset andstart
countingagain whenevest RAISE or LOWERcommand isssued.

Successful completion of incremental control shall be recorded as an event.
Howeverfailure of incrementatontrol,includingfailure to achieveheintended
result, shall balarmed.

1.2.9.2. Setpoint Control

The SCADA/DMS shall provide the capability to issue setpoint controlusing
SCBO procedure to field equipment The SCADA/DMS shall transmitraerical
value to the device being controlled,italicate the desired operatiors#ttingof
thedevice.

1.2.9.3. Auto executionsequencdGroup control

The Auto execution sequence function shall permit multiple supervisory control
commands to be programmed for automatic execution in a predstuence.
The dispatcher shall be able to execute this sequence. Commands to be supported
shallinclude:

1 Timedelayed

1 Paus& until ausercommandedestarior stepexecution

1 Jumpto othersequencen certainconditionallogic

1 ManualEntry.
After executing a supervisory control action, the SCADA/DMS shall pause to
obtain an indication of a successfulcontrol completion check. If the control
completion check is not received,or does not have the expectedvalue, the
SCADA/DMS shall terminate thexecution of the sequence and shall declare an
alarm. Apart from waiting for control completion checks, and unless there is an
explicit commandfor a delay, suchasa i Pa u@ é &t aaminand,the
SCADA/DMS shall not introducanyotherdelaysin theexeationof ansequence.
No limit shallbe placed on the number of Auto executionsequences, which
mayexecute in parallel. At any time during the execution leftathe usershallbe
ableto stopfurtherexecutiorvia acanceffeature.
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1.2.9.4. Control Inhibit Tag

A user shall be able to inhibit or enable supervisory control on any device. A tag
symbol indicating the control inhibit conditions shall be displayed next wetiee
onall displayswherethedeviceis presented.

The programmer shall be labto define up to 4 tag types with the following
attributedor each:

a) Type of controls that shall be inhibited by the tag (e.g. open only
(Green tag) close only (Yellow tag), open and close (Red tag), or
information only - no control inhibit (White tag). Tags shall be
preferably identified by colord-Hdowever, distinct symbols /shapes
after approval from employer mayso beused.

b) Tagpriority

Further the user shall be able to place at least 4 tags per device. Only the highest
priority tag shall be displayed. Any combinationof tags shall be supported,
including multiple tags of the same type. The combined effect of multipleiadjs

beto inhibit atypeof controlif it is inhibitedby anyof thetags.

When a tag is placed on a device, tiser shall be prompted to enter tag number
and comment. An event message shall be generated each time a control inhibit tag
is placedor removedwith informationon userID, type of tag, time of placement

or removal oftags.

1.2.95. Control Permissiveinterlocks

It shallbepossibleto definetheinterlocksat SCADA level asnecessarfor control
actions. It shall also be possible for operator to bypass the interlock which shall be
recordedasaneventmessageavith userlD information.

1.2.9.6. Control Action Monitor

Theresponséo all control actionsshall be verified by monitoringthe appropriate
feedbackvariable. A reportback timer (the duration dependenbon the type of
device)shallbeinitiatedwhenthecommands issued At leasttentimer periodsof
1 to 60 secondgadjustablein stepsof one second)shall be supported,any of
whichmaybeassignedo anydevice.

The user shall be provided with an indication that a control action is in pregiss
subsequently, a report of thesult. If the control was unsuccessful, an alahall
begeneratedhatstates:

(a) Thecontrolmessagexchangavasnotcompletedsuccessfully,

(b) Thedevicefailedto operatepr

(c) The device operated but failed to achieve the desired resultf@aying a
close control action, a threstate device operates from the open state, but
remaingn thetransitionstate).

If thecontrolwassuccessfulaneventmessagshallbegenerated
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For commandsissued aspart of a group control,DMS applicationsetc., the
successful completion of all device control actions shalidperted via a single
message. If the operation is unsuccessful, the user shall be informed ofeticss
in thegroupthatfailed to operate.

1.2.10.Fail-soft capability

The SCADA system shdble able to manag® prevent system from totashutdown
/ crashetc.intheeventof systencrossesnarkof peakloadingrequirementshrough
gracefulde-gradationof noni critical functions& alsorelaxingperiodicity/ update
rateof displayrefresh& critical functionsby 50%.

1.2.11.Remotedatabasedownloading, diagnostics& configuration:

The SCADA/DMS system shall be able to download database run diagnostics &
create/modify/delete configuration/ parameterizatiorfrom centralized control
centerlocationsto RTU/FRTU/FPI etc.using ASDU/ messagef respective
protocolsor file transfer.

1.3.Information Storageand Retrieval

InformationStorageandRetrieval(ISR) functionshallallow collectionof datafrom real
time SCADA/DMS system and storing it periodically in a Relational database
managemergystem(RDBMS) databaseashistoricalinformation(HI) data.Thisincludes
storing of data such as SOE, status data, Analog values, calculated Eakrgy, values
etc. Programmer shall also be able to set storage mode as by excepopsohperiodic
storage.

Subsequently, the data shall be retrieved for analysis, display, and trending and report
generationAll storeddatashallbeaccessiblérom any timeperiodregardlessf changes

made to the database after storage of that(dajqg it shall be possible tetrieve stored

data for a variable that no longer exists in the SCADA/DMS compyttem through
backups on storage medias viz. tapes /MO ditks and initialize studymodeDMS
functionswith storeddataonthecorresponihg powersystenmmaodel).

The addition, deletion, or modification of data to be collected and processed shall not
result in loss of any previously stored data during the transition of data collection and
processingo thereviseddatabase.

It should beable to compress data, and should have 100% retrieval accuracy. However,
the retrieval of compressed historical streams should be of the same performance levels
as normal SCADA retrieval. The ISR should be able to interface over ICCP QML

and CIM/XML, JSON to external syster(as defined by utility to interfacewith in the
secti on 0 Da fomanaytcs dvexr 8BQA€ ESP for Integrationth IT Systems,

over the Enterprise Services Bus & SOA Architecture provided asfpagacy system.

The ISRsystem shall act as the real interface between SCADA ayist€m, wherdy

the realtime operational system is not affected with a transagiionessing system like

IT, and the IT Integration efforts will not in any way effect thattime operationdly of
SCADA/DMS System.

In ISR should also supportad-hoc queries,and define display and report formats for
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selectedlatavia interactive proceduresrom operatorworkstations. Formatte@ports
and responses to user quesesll be presented in alphanumeric or grapHmahat on
either operator workstations or printers at the option of the user. Proafuri¢éion
facilities shall be provided for activities that will be frequently perforn&g@L-based
language shall besed for selecting, retrieving, editing, sorting, analyzargl reporting
ISR data stored. The selection and sorting criteria shall include timentaganges,
stationnamespointnamesgquipmentypes status valuesext stringmatche®nselected
datafields etc.andcombination®f thesecriteria.

It shallbepossibleto reloadanyIS&R archivalmediathathasbeenremovedrom IS&R
and access the archived data without disturbing the collection, storage, and retrieval of
IS&R datain reattime.

ThelSR systenshallalsobe usedfor massstorageof data/filessuchasDMS application
savecases, Output results of DMS applications, Continuoustireal data of selected
timewindow etc.

Theonlineperiodof datatablesis 24 months however thereshallnot betime restriction
to onlineavailability of logs, realtime databasedn the storedvalues.

1.3.1. Circuit breaker status Table

The ISR function shall maintain a table in RDBMS database wher¢imesal
statusof all Circuit breakers in caseof RMU -LBS, isolators & Sectionalizers
switching also along with the associated quality codes shaditdred. The
change of status of any breaker shall be updated in this takleoaas the
changes detectedy theSCADA sydem. This table shallcontainadditional
information suclasdate& time of tripping,cause ofripping, Expecteduration
of outageetc. Some ofthe causes of trippingould be Supervisory control by
user, Protectiortripping, Tripping / closindy DMS applications. Information
on expected duration of outage shall ta&en from schedules for DMS
application such as Load shed application letc.expecteddurationof outages
dueto protection tripping, the sameshalbe user enterableeld. Such daily
tables for 24 months duration shall be stareduxiliary memory (Online).
Tables for the previous day shall be backedoulplagnetic tape/ or any offline
storage device for this purpose by the usé&i0&M daily.

ThelSR functionshalltransfertheinformationavailablein the "Circuit breaker
statust a bdsaefinedabove,andmay be used by existingCustomerCare
center /legacy system using SOA/Enterprise Service Bus, over
ODBC/OPC/ICCP Adapters / Interfaces. The complé&tiecuit Breaker
Information shall be transferred to Customer care center on demamyd &
exception along with the associated quality codes and additional information
associateavith theCB.

1.3.2. Reaktime DatabaseSnapshotTables
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At the end of each5 minutes,the following real time snapshotdatashall be
storedin RDBMS in Real-time DatabaseSnapshottables:

a) All telemeterednalogvaluesandcalculatedsaluesfor all tele- metered
analogpoints (at least maxima & minima with associatedimeand
average values). Energy values are not envisaged for storapgan
shapshotables.

b) All statusvalueswith time stamp

All the above values as specified above in (a) & (b) shall be staliedy withtheir
associatedjuality code.The periodicity of the snapshoshallbe useradjustable to
include 5, 15, 30, and 60 minutes. Data Snapshot tables shakdted on daily
basis. Such daily tables for 24 months duration shall be storaaxdiary memory
(Online). Tables for therevious day shall be backed upMagnetic tape/ or any
offline storage device for this purpose by the user at 10aNy.

The ISR function shall prompt the user through a-pppvindow to inform theiser
for takingthe backup.The pop-up window shall persisttill useracknowledges the
sameln addition to that data can be stored on offline stocsyece.

The user shall also be able to initialize the stodde power system analysis
functionsfrom storedsnapshot data.

| 1.3.3. Hourly Datatables

At theendof each hour information as defined below shall be included in the
hourlydatatablesin RDBMS databaséorm:

(a) Selectedanalogvaluesalongwith their associated qualitodes

(b) Selectedstatusvaluesalongwith theirassociatedjuality codes

(c) Resultsof hourly calculationsfor selectedanalog points (atleast
maxima & minima with associated time and average) alongwith their
associated qualityodes.

(d) In addition to above a separate hourly energy data table exclusively for
energy valuegExport and Import Active and reactive Energy values
for each feeder) shall be created in ISR alongwith their associated
guality codes.

Hourly data tablesshall be created on daily basis. Such daily tables fon@4ths
durationshall be storedon auxiliary memory Online). Tables for th@eviousday
shall be backedup to Magnetictape/or any offline storagedevicdor this purpose
by the user at 10AM daily.

. The ISR function shall prompt the user through ayopvindow to remind the
userfor takingthe backup.The pop-up window shall persisttill useracknowledges
thesame.
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1.3.3.1. MissedHourly Data Storage

The programmer shall be able to independently assign any one of the following
processing for each hourly value todb@cuted when the value is missed eahot
beacquiredorior to thestorageof hourlyvalues.

a) Storezeroandatelemetryfailure quality codefor eachmissechour.

b) Store the last good data value, with a questionable data quality coelagHor
missedhour.

c) Temporarilystorezerowith atelemetryfailure codefor each missechour.
When the next good hourly value is obtained, divide that value by the
number of hours since the last good value was obtained and insesattieis
with aquestionable data quality code, for all hours with missedatettahe
first hour that good data was obtained as is the case for ersdups.

1.3.3.2. Hourly Data Calculations

The programmer shall be able to define calculated values using stored hourly data
and constants as operands. The calculations shall allow thefaavgrd of data

from one day, week, or month to the next. The results of all calculations shall
includequality codesderivedfrom the quality codesof theoperandsThefollowing
calculationsshallbe provided:

(a) Addition, subtractionmultiplication,anddivision

(b) Summation of an hourly value by day, week, and month: The
running total of the summation for the current day, week, and
monthshallbeupdatedeachhourandmadeavailablefor display.

() Maximum and minimum of a value over a progranmaefinable
time period,andthetime themaximumor minimumoccurred
(d) Averageof avalueoveraprogrammeidefinabletime period

1.3.4. SAIDI/SAIFI table

SAIDI/SAIFI values of eachfeedershall be stored on daily/ weekly/ monthly/
quarterly and yearly and user defined timeline basis The values shall be determined
from IEEE 1366 standardformula. In addition any customizationas per Govt
requiremenmmayalso beincorporated.

The SAIDI/SAIFI data shall be determined from outage and restoration time
(breaker on & off /on cycle) and the time of outage. SAIDI /SAIFI shall be
determined considering reason of outage in terms of planned and unpiartemcsel
(Planned due to maintenanc@éoator command driven), UnplanneBgult/Trip
driven ). In addition, the data consumer count and load connectisbder on
monthly basis shall be updated from user entry or export frosystem if any.
There shall be suitable alarm/event messagedimduuser ID forsuch activity.
Suchtables on daily/ weekly/ monthly/ quarterly and shalbvailable

The data so captured shall also derive town wise SAIDI/SAIFI on daily/ weekly/
monthly/ quarterly, yearly and user defined timeline basis. Such dallstfortwo
years duration shall be stored on auxiliary memory (Online). Tables fevérg
year shall be backed up to Magnetic tape/ or any offline storage deviti@sfor
purposeby the user.
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1.3.5. Daily Energy Datatable

The daily energy data tabdball be generated for storage of daily energy vdhres

15 minute blocks / one hour blocks of a day & shall be stored for each faeder
daily basis along with quality codes. This daily energy data shall be exchaitiged

the Billing system in Data cente legacy master billing center, if so defintl
integratein data exchangeon daily basisand on demand.This table shall be
created on daily basis. Such daily tables for 24 months duration shall be stored on
auxiliarymemory.Daily Energydatatablefor the previous month shall bebacked

up to Magnetictapeby theuseron the 10" of everymonth.

1.3.6. Load priority table

ISR system shall maintain a Load priority table containing information such as
breakemame humberof consumergonnectedo eachBreakerand Loadpriority

of each Breaker. In addition, the priority of the feeders shall be upfiatediser
entry or export from IT system if any on monthly basis or user defimel

There shall be suitable alarm/event message imgjudser ID for such activity.
Thetableinformation shall beised byarious DMS applications.

1.3.7. SOEdatatable

ISR system shall maintain SOE data table which shall store the SOE data for
complete distribution system. It shall be possible to sortabie by Time, Date,
Substation-namefeeder/line name, device name etc. using SQL commands. This
table shall be made on daily baSisich daily tables for twanonths duratioshall

be stored on auxiliary memory. For the purpose of sizing of table,4elignges

per SOEpointmaybeconsideredAll CBs, protectionandalarmcontacts shall be
considered as SOE. Tables for the previous day shall be bapkedVagnetic
tape/MO disksbythe useat10AM of everyday.

1.3.8. Historical Information (HI) Data Retrieval

Thedatastoredin thelSR systemshallsupporthefollowing retrievalcapabilities:

(@) The user shall be able to view and edit HI data on displays/Forms and reports.
Theusershall be able to edit HI data, request recalculation ofesiVedvalues,
andregeneratandprint anydaily, weekly or monthlyHI reportfor thecurrent
and previousnonth.

(b) The user shall be able to view tabular trend and graphical trend of multiple data
points simultaneously by specifying the start date tand, the end date and
time, andthetime periodbetweendisplayedsamplesThedurationof viewable
tabular trend and graphical trend could be up to 24 hours. The features of
Tabular/graphi¢rendarementionedn thespecificatiorfor Userinterface.

(C) TheHI retrievalshallexposdhelSR Dataover SOA/ EnterpriseServiceBUS
Suppliedby ITIA, overCIM/XML, ICCPor OPCODBC Interfaced Adapters.

(D) Theretrievalshallprovidel00%accuracyandfidelity of data

1.3.9. SystemMessagd_og Storage andRetrieval

System messagelog, which shall consist of the chronologicallisting of the
SCADA/DMS computer system alarm messages.gevent messagesand user
messages shall be stored for archival and analysis. Each entry shall consist of time
tag aml a text containing user and device identification as displayed on the Alarm



Appointment of Advanced Distribution Management System (ADMS) Implementing Agency (ABMSr Implementation of
ADMS in BEST under Revamped Distribution Sector Sch&fB/ TendeNo RECPDCL/BEST/ADMS /e-Tender/202%
22/2464Dated: 24.01.2022

Summary or Event Summary displays. The System message log data storage shall
besizedfor upto 20,000entriespermonth.

System message log data shall be stored in thlles & shall be available for
minimum two months on auxiliary memory (online) System message log data for
previous months shall be Backed up on Magnetic tapes/ MO disks by the user for
which ISR function shall prompt the user every hour with suitablesagesto
remind user for taking the backup on thé'1® every month. This message shall
bedisabledoncethe backupis taken.

Facilitiesto sortandselectivelydisplayand printhe contentsf the systenmessage
log shall be provided. The ussnall be able to select the displaysgstermmessage
log entriesbaseduponAlarm type, Events,Usergenerateanessaged)evice,and
Time period.

1.3.10.Massstorageof data/files

The ISR systemshall be sizedfor massstorageof data/filesfor at leastthe
following:

a) 10savecasegor eachDMS application

b) 10Outputresultsof eachDMS applications

1.4. Load ShedApplication (LSA)

The loadshed application shall automate and optimize the process of selecting the best
combinatiorof switches tdeopenedandcontrolling inorder toshedthe desiredmount

of load. Given a totalamountof loadto be shed, the load shed applicatiorshall
recommendlifferent possiblecombinationsof switchesto be openedjn ordeto meet

the requirement. The despatchempigesented with various combinations ssfitching
operations, which shall result in a total amount of load shed, which cleseiybles the
specified total. The despatcher can then choose any of the recomnastided and
executethem. The recommendatioris basedon Basic rules for load shedding&
restoration

In case of failure of supervisorycontrol for few breakers,the total desired load
shed/restore will not be met. Under such conditions, the application shall inform the
dispatcherthe balanceamountof load to be shed/restore.The load-shedapplication

shall run again to complete the desired load shed /restore process. The rasyli@dd

Shed operation shall be archived in Information storage and retrieval (S&Rm.

1.4.1. Basicrules for load shedding& restoration
Theloadshallbe shedor restoredon the basisof following basicrules:

(a) By load priority

The LSA shall have a priority mechanism that shall allow the user to assign
higher priorities for VIP/ Critical loads or amther important load or feeders
with high revenue or low AT&C losses. The loasgsignedwith the higher
priorities shall be advisedto be shed later and restore earlier than load with
relatively lower priorities. Each load priority shall be user definabier the
scaleof atleast 110.
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(b) By 24 Hrs. load shedrestore history

The loadsof equal priorities shall be advised for restoration in such a thay
loads shedfirst shall be advisedto be restoredfirst. The applicatiorshall
ensure that tripping operations is done in a cyclic manner to avoghthe
consumers being affected repeatedly, however, priority loads sledfieated
least.

(c) By number of consumers affected
The consumer with equal priority astnilar past load shed history shall be
consideredby the application in such a way that minimum number of
consumersire affectediuring the proposed loashed. The data for numbef
consumergonnectedo a feeder/deviceshall be taken from computerized
billing system.

1.4.2. Modesof operation
Theload-shed applicatioshall operatén thefollowing modes:

(a) Manualload shed

(b) Manualload restoration
(c) Auto loadshed

(d) Auto loadrestoration

Each mode of operationcan be enabledor disabledby operatoiindependently.
Theload canbe shed& restorein possible combination i.e. manuallyshed& auto
restorevice versaor bothoperationsn thesamemodes.

1.4.2.1. Manual Load Shed

In this mode operator specifies a Idadbe shedin a project ared hesoftwareshall
determine & propose all the possible combinations of switches to be opferatesl
requestedoad shedconsideringhebasic rules for load shed & restoration.

In case more than one options are possible, then the application shalyidistith
optionswith the priority of consumersalong with the number of consumersre
likely to be affectedfor the particularload shedoption. Thedespatcher shadelect&
executeoneof theseoptions foraffectingtheload shed.

1.4.2.2. Manual Load Restoration

In this mode operator specifies the desired load to be restored. The software shall
determine the switches to be operated for the requested load restore considering the
basicrulesfor loadshed& restoration.

In case more than omptions are possible, then the application shall identifsuah
optionswith the priority of consumersalong with the number of consumersare
likely to be restoredfor the particularload restoreoption if chosen
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by despatcheThedespatcheshallseleci& executeneof theseoptions foreffecting
theload restoration.

The Load shed Application shall maintain a load restore timer, which shall
automatically staraftertripping of CB due tomanualloadshedding.An alarmshall
begeneratedo remindthe operator toestorethe loadsvhenthis timer expires. For
manual mode of operation the dispatcher shall enter the value aotkiadgimer.

1.4.2.3. Auto Load Shed

This shall have two modes namdigquency based load shed & time of day based
loadshed as described below.

(a) Frequencybased LoadShed

Thefunctionshallexecutehetripping of breakersbasedon the systenfrequency
automaticallyconsideringhe basic ruledor load shed restoration.

Thesoftwareshallautomaticallyexecutehe switchingoperationsas soon assystem
frequency reaches at load shed start (LSS_str) frequency threshold simall it
continue to do so unless system frequency crosses the load shed stegiplLSS
frequency limit. The frequency limits shall be despatcher assignable up to single
decimal points. Oncérequencycrosses below LSS _stp limit, then load shed can
only be started again when frequency attaf8S_str.Limit LSS_strshall belower

than LSS_stp& suitable protectionto ensure that shall be provided in user
interfacesuchasdiscard

, forbiddenetc.if useraccidently entersSS _strhigher orequal toLSS_stp ot.SS
areentered higher thabSR .

(b) Time of daybasedLoad Shed

Thefunction shall operateto shedload at the predefined timeof the day & load
to be shed. The software shall automatically executethe switching operations
consideringhebasicrulesfor load she& restoration

1.4.2.4. Auto Load Restoration

This shall havewo modes namely frequency based load restoration & time of day
basedoad restoratiorms describetielow:

(a) Frequencybased restoration

The function shalexecute the closing of breakers based on the system frequency
automaticallyconsideringhe basicrulesfor loadshed& restoration.

Thesoftwareshallautomaticallyexecutehe switchingoperationsas soon assystem
frequency attains loae storestart frequency limit (LSR_ str) and it shatintinue

to do soaslong as systemfrequency iscrossesbelow the mark loaghedrestore
stopfrequencylimit (LSR_stp).The frequencylimits shall be despatcher assignable
up to single decimal points. Once frequency crosses deBRv stplimit , then load
shed can only be started again when frequency att&Rs str. Limit LSR_str shall
be higher than LSR_stp & suitable protectioritsure that shall be provided in user
interface such as discard ,forbidden etc. if @smidently entereSR _stp higher or
equal to LSR_str or LSR limits or LSS _ktgher orequalto LSS _stpor LSR limits,
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lower thanLSS . The sequence dfrequencylimits shall be permitted as LSR
str>LSR_stp>LSS stp>LSS_str.Adequate protection as mentioned abshall be
given if user tries to violate treame.

(b) Time of day based restoration

The function shall operateto restoreload at the predefinedtime of the day & load
to be restored. The software shall automatically execute the switching operations
consideringhebasicrulesfor load shed restoration.

1.4.3. Alarms/Events

All Loadshed& restoreoperationsexecuted shall be logged in the systasevents.
In case the supervisory control fails during the operation in predefinecsinmakrm
shallbe generatedvith thepossible reason fahefailure.

1.4.4. Summary Report

Load shed application shall generate Summary Reports for project area dradiily
These reports shall be available online for minimum period of two days. The
following reportsshall bemade.

(a) Daily Load shed report indicating, substationname, feeder/devicenamed
a t e /time,duration of load shed and amounit load shed, Number of
consumers affected based on consumer indexing information, mode of load
shedincluding plannedoutages ofeeders/network equipments.

(b) Daily Alarm summarypertainingto LSA, substation wise.

(c) Substatiorwisedaily Servedun-servedpoower& energyfor every 5 minute
time block

(d) Served& un-servedpowerfor lastsevendays for every 5-minute time block
to calculate Load forecast for the next day. The report shall contailu@mn
to define weightage factdmultiplier) by despatcher to calculdtead forecast
for the next day. The weightage factor is required to conslidetype ofthe
day such as holiday, festivals, rainy day, etc. Separate riepaxital load
forecast of complete project area shall also be generated dbawve two
reports.

1.5.Common DisasterReplica Recovery Centre(DRR)

The same shall be replica of SCADA DMS Caohtcenter for Group A and with
securegermissiormanduponnonavailability of mainSCADA/DMS Controlcenter,
the operation of that town shall be possible from DRR. However, sgstaihremain
in sync for data on daily basis and shall be suitiatdzlocks to avoidnyaccidental
command.

1.6. Datarecovery function (DR)

The DR function is a repository of system build up software of all towns Group B

& Group C towns. One year online backup shall be available at this location with
datapertaining to each town i.e. system build ups shall be available of each town
separately so that the same can be utilized upon setting up newer system after
disaster. The data related to network moaleSCADA/DMS control center afach

town shall be sertb DR center periodically once a day & upon user reqUés.
datashallbe configuredto besentglobally & incremental All logs, datamodektc.

& necessary interfaces that are essential for complete system build up shaléde

at DR center. All requisitedatawhich is build the systemfrom scratch shatie
transferred to DR. An alarm shall be generated & 1en@CADA/DMS control
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center upon attaining user defined threshold&0&6 for storage at DBenter.
1.7.RT-DAS system
The RT-DAS system shall use control center of Group B towns and shall have SCADA
features except control capability. However, the same may be upgraded for enabling

control if needbewithoutadditionallicenseandonly by adding outputardsandenabling
in theconfiguration software.

End of Section2, Chapter 1



Appointment of Advanced Distribution Management System (ADMS) Implementing Agency (ABMSr Implementation of ADMS
in BEST under Revamped Distribution Sector Sch&RP/ TendeNo RECPDCL/BEST/ADMS /e-Tender/202122/22/2464
Dated: 24.01.2022

SECTION -2, CHAPTER 2

DMS FUNCTIONS & Supporting functions

2.0 General Requirements

1.1.1This Section describesthe Distribution ManagementSystem (DMS) applications& other
supportingapplicationghat are required for SCADA/DMS System. The DMS applications shall
utilize the data acquired by the SCADA applicatiDistributionmanagement System Software s h
a | linclude thefollowing applicationsUtilitiesshallselect/all or certain applications according to
the need & characteristicprofile of the electrical network in the project area. This section is
applicable to Group A.

1. DMS functions

These functions are applicable to Group A Towns onlgxcept LSA ,LFA, OM& DTS
functions.

1 NetworkConnectivityAnalysis (NCA)

StateEstimation(SE)

Load Flow Application (LFA) (Group B,C) towns also as a pseudo SCiaBtére
also limited toSubstatiometwork)

VoltageVAR control (VVC)

Load ShedApplication (LSA) (Group B,C) towns also as a pseudo SCAdaAIre
also limited toSubstation network).

FaultManagemenandSystem RestoratiofFMSR)

=

LossMinimization via FeedeiReconfiguration(LMFR)
Load Balancingia FeedelReconfiguration(BFR)
Operation Monitor (OM) ) (Group B,C) towns also as a pseudo SCADA feaddore

limited to Substatiometwork)

= =4 4

2. Other Supporting functions

1 Dispatcher traininggimulator (DTS)

3. Cont r aStandard preduct

The biddersareencouraged to suppbtandard, unmodified produdisat meet oexceed the
Specification requirements. Thepeoducts may be provided from théidder's inhouse
baseline offerings as standard products father establishesuppliers. Bidders shall describe
all standard; unmodified products proposed ahall highlight those features that exceed the
Specification requirements. Althoughe bidder is encouragedo use as much standard
hardwareand software aspossible,the proposalwill be judgedby its conformane to the
Specification.Hence,a minimum level of customizationin order functional requirements
permitted. The product CIM based interfaces to other enterprise applicsalialiseavailable.
Bidder shallsurvey andcollect network elemenparameters fronutility and utility shall
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provide thesame to run DMS functions

2.3.1 Graphical & Tabular display requirementsfor DMS functions

A network overview display of the distribution system with substations, feedersoded

by voltageshallbe provided.This displayshall presenthe distribution system in a graphic
format. Telemetered and calculated valuesdikigveandreactive poweflows etc. shalbe
displayed with direction arrowLines, Loads, transformers etc. that have exceeded their
loading limits shall behighlighted. Stationshall be depictety suitable symbolsvhich
reflect thepresence of alarms. Cursor selection of a station symbol shall result in display of
the associated Single line diagram for that stafiokvh at i & shéilldenaudgd® i
visualize network & verify the impact before an action is takerdispatcher.For all
switching actionswhich dispatchethaveto executemanually/step by stephall have the
option to simulate switchingperations irorderto visualizethe effect on thedistribution
network usingvhat if analysis

All DMS result tabular displays shall have capability for sorting by namecaludlated
parametersThe solutionprescribedy DMS application shallconsider& identify & sort
thefollowing as minimum

Remotecontrollablecircuit breakerwith capabilityto interrupt faultcurrents
Non-remote controllable circuit breakerwith capability to interrupt faultcurrents
Remotecontrollable circuit breakerwith no capability to interrupt faultcurrents
Non-remotecontrollablecircuit breakemwith no capabilityto interruptfaultcurrents.
Remotecontrollabledisconnector

Nonremotecontrollabledisconnector.

Fuse

Ground/Earthswitch etc.

. Sectionlizer

10.FPIs

4. Network Model

©CoNorwWNE

The DMS applicationsshallhavea commonmodelfor the projectarea comprising gérimary
substation feederdjstributionnetworkanddevices with minimum 1fossibleslandswhich
may be formed dynamically.All DMS applications shall be able to rsuccessflly for the
total distribution systerwith future expandability agnvisagedunderthe specification.The
following devicesshall be represented ihe modelasa minimum:

a) Power Injectiorpoints

b) Transformers

c) Feeders

d) Load(balanced awell asunbalanced)

e) Circuit Breakers

f) Sectionizers

g) Isolators

h) Fuses

i) Capacitobanks

j) Reactors

k) Generators

[) Busbars

m) TemporaryJumper, CuandGround

n) Ring,Meshed& radial networkconfiguration

0) Line segmentswhich canbesinglephasefwo-phaseor threephaseandmakeupa
distributioncircuit.

p) Conductors & ables

q) Groundingdevices
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r) Faultdetectors/FPI

S) IEDs

t) Operationalimits for componentsuchaslines, transformersandswitchingdevices

All DMS applicationsshallbeaccessetrom graphicuserinterfacethroughOperatorconsoles
as defined in this specification. Reports, results and displays of all DMS app/stetiidre
availablefor printingat userequest.

Population and maintenance of the distribution network model shoplodséle by usinthe
database maintenance tools to build the database from scratch. In case the requaireddgata
exists within the Employer éds cor pdegaaythe Ge
DMS databaséunctionsshouldlieveragehiseffort by providinganinterface/adaptor to extract
GIS data using the CIM international standard IEC 61970/6a8@8automatically generate
the complete Network Operations Model. The data extrattedld include network device
information, connectivity,dpology, nominal status and naglectricaldatasuchascable, | a

nd b as edata etc. Further Landbasedata can bsourced from GIS in Shape files or DXF.
The utility shall provide all necessary detaildegacy systemfor interfaceand to use this
data. The extraction process should complywith the international standard CIM data
descriptions. The CIM standard is maintainedh®sy IEC (Technical Committee 57, Working
Group 14) and is used for a wide rangepofrposes.The extraction processshould be
independentof the reattime networkmanagement system. Any GIS model should be
extractable to build the network modebardles®f the supplieror internal schema.

The extractionshouldalsoallow incrementalupdates& global transferwith no needto bring

the systemdown or evenfail over. The modelshouldsupportextractionon a per-stationbasis
andmustbefully scalablerom asinglezonesubstatiorto thelargestdistribution
networks.SCADA/ DMS should be ableficesent geospatial data even when the link to the
source GIS at the data center/DR is not available. The user interface supporting the détabase
provideupdateddatadirectly to displaygeographi@and/orschematicziews of thenetwork.

The modelshould supporimultiple geographiccoordinate sets for each device that, if
available the network carbedisplayedn custom gec schematicformats. The networkviews
may also include various levels of detail depending on the zoom level. Informatsanh as
land-based data (provided as a dxf file, shape file etc.) may also be displayediasd.

An interface with the already existing Geographical Information Systems shall be developed
usinginteroperabilityfeaturesdetween th®MS and thenstalled GIS.

Each of the two systems shall keep its own specificity, and shall be used fat Wwaslbeen
designedthe SCADA for the reakttime data acquisition, controland processingthe GISfor
themaintenancef the network construction and geaghicdata.

The interfaceshall be developedn orderto obtaina maximumbenefitof the two systemause.
It shall be implemented while maintaining the SCADA/DMS and GIS integrity as individual
systemsilt is of theutmost importance that theo systemsemainableto operateseparately.

Therequiredfunctionalitiesfor this interface shall covéhetwo following aspects:

The transfer of specific reséilme data from the DMS into the GIS ddtase the possibility to
navigateeasily from one systemto the otherthroughtheu s er 6 s i nt er f ace

Dataexchangeshallbemadethroughthe ControlCentelL,AN/WAN.. Biddershalldemonstrate

its incorporation capability to the main GIS Vendors through a dedicated refieseoicprovide
andsupport standaritterfacedo GIS.

In case of noravailability of the interface details of legacy system by utility. GIS adaptor shall
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tested to establish with sample database and the bidder shall run the same through, single li
diagrams schema with mabrk element parameters. Bidder shall survey and collect network
elementparameters fromtility and utilityshall provide thesameto run DMS application.

5.  Network Connectivity Analysis (NCA)

The network connectivity analysis function shall provide ¢banectivity between various
network elements. The prevailing network topology shall be determined from the status of alll
the switching devices such as circuit breaker, isoladtes that affect the topology of the
network modeled.

NCA shallrun in realtime as well as in studyode Reattime mode of operation shall udata
acquired by SCADA. Study mode of operation will use either a snapshot of tiemedhta
Or savecases.

NCA shallrunin realtime on eventdriven basis.In studymodethe NCA shall runon
operatordemand.

The topologyshallbebasedn:

(a) Telemeteredswitchingdevicestatuses
(b) Manuallyentered switchingevicestatuses.
(c) Modelledelementstatusesrom DMS applications.

It shalldeterminghe networktopologyfor the following asminimum.

(a) Busconnectivity(Live/ deadstatus)

(b) Feederconnectivity

(c) Network connectivityepresenting/S busas node
(d) Energizedde-energizedstateof networkequipments
(e) Representationf Loops(Possiblealternateroutes)
(H Representationf parallels

(g) Abnormal/offnormalstateof CB/Isolators

TheNCA shallassisbperatoito know operatingstate of the distribution networkindicating
radialmode,loopsandparallelsin the network.Distribution networks arenormally operated
in radialmode; loops and/or parallel may be intentionally or inadvertémtiyied.

A loop refers to a network connectivity situation in which there exist alternative power flow
paths tca loadfrom a singlepower sourceA parallelrefersto atopologicalstructureinwhich

a load is fed from more than one power source.Parallel pathsoften result in circulating
currentsandsuch operating conditions net be avoided. All loops/parallelsan electrical
network shall be shown by different ood in such a way that each is eagligntifiable.

Abnormalstateof CB/Isolatorsmeanghesedevicesarenotin their NormalOPENor
CLOSEDposition.

Alarms shall be generated when presence of abnormal switchemédgizedcomponent®f
networkand ofNetworkloops / parallelss detected.
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2.5.1 Tracing

NCA function shall also have the capabilities of network tracing when requestedby the
dispatcher.Dedicated colors shall be used for feeder and circuit tracing and also when
Information available is not complete or inconsistent. The trace shall persist through subsequel
display callups, until the operator explicitly removes it or requests another trace. In addition, at
the bottom of the geographic view the number of transéos and customers passed by the trace
are shown.

(@) Feeder tracing This feature shallaid dispatcherto identify the path from a sourte
all connected components bgmecolor.

(b) Circuit tracing This featureshall enableoperatorto select anglevice and identifghe
sourceandpathby whichit is connected through tleamecolor.

(c) Between Tracings: This feature shall enable the operator to select any two componel
of thenetworkandshall ableto traceall components connect&d betweerthem.

(d) Downstream Track from aselectedcircuit elementthe trace identifies all devicésat
are downstream of the selected element. In the case where a downstream trace
performed on a denergized section of the network, the trace highlightsl@lices
electricallyconnected toheelement.

2.5.2 Temporary Modifications:

TheNCA will allow temporarymodificationsatanypointin the distribution network t@hange
the network configuration, to isolate faults, restore services or pemi@intenance. ASummary
shall list the jumpers, cuts and grounds that are currently applied. The fungienfoisned by
the NCAand is implemented locally within the client software and has no effelceoperations
modelor other clients viewinghe network.

2.5.2.1 Cuts:

Cuts facilitated in any line segment in the network. The cut may be applied to one or more
available phases of the conductor. The cut could also be applied as a temporary switch insert
in theline.

* The cut must be given a name onigmber for identification, which is displayed as a
labelon thegeographiaetworkview.

* It should be possible to select the position of the label relative to the cut symbol.
Thepositioncan bealteredafterthe cut haseenplaced.

[ ]
Once placedthe cut symbol can be selectedand switchedon and off by the operatorin the
sameway asa standardlisconnecswitch. Cutscanalso betagged.

2.5.2.2 Jumpers

Jumpers are a means of providing a temporary, switchable connection between two gbats on
network. Theoperator should be able to select two poartid placethe jumper with relevant
details. The initial state of the jumper may be set to open or closed. The jurppeup
automatically defaults to show the phases available for connection between tha@ntsdout
other partial or crosphase connections may be made if required. The popupvedall the
operator about abnormal connections such as not all phases being connectedoaoniriaé
voltage being different at the two connection points. Once the jumagdreen placdtie switch
symbol in the center can be selected and switched open or closed. The topoleggesivork
model is updated accordingly. There is no restriction on the placement of jumepeesriines
connectedo differentfeeders odifferent substations.
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Temporary connections between phases on the same line segment, known as a phasegiimper
be supported. This can be used in conditions where one phasensrdezed and it idesiredto
restorecustomersy energizinghedead conductdrom oneof thelive phases.

2.5.2.3 Temporary Grounds

Temporary grounds should only be placed, for obvious reasons; emelgized sections of a
line. These grounds represent the mechanical grounding of lines for safety purposes durin
maintenancer construction.

A temporary ground may be placed on one or more of the available phases. It must be given
name and addition information can be included in the description field.. If a line segment is re
energizedvhile atemporarygroundis still applied,thegroundwill be automaticallyemoved.

2.5.3 Reportsand Displays
Thereports and displays shall be generatedindicating the followings as aminimum:

(a) Abnormalswitches intabulardisplay

(b) De-energizeccomponents ohetworkin tabulardisplay

(c) Presencef loops& parallelson networkdisplays

(d) Un-served/disconnectedoads(loadsaffecteddueto tripping of CBs)in tabular
displays

(e) List of temporanjumpers/cuts /grounds

6. State Estimation

The primary function is to determimetwork state where SCADA system monitoring is directly
envisaged. The State Estimation (SE) shall be used for assessing (estimating) the distributic
network state. It shall assess loads of all network nodesgamsgquently assessmenof all other

stae variables (voltage and current phasors of all buses, sections and transformers,aactive
reactivepowerlossesdn all sections and transformeeg.).

Firstly, thesymmetricalperphasepndasymmetrical(threephase)load of all nodes in theadial
or weakly meshed MV network, which are not remotely monitored, that is not dicesttyed by
the SCADA Systemshall be using evaluated Load Calibratio8E represents thbasic DMS
function, because practically all other DMS Analytical Functiamesbased on itesults.

This is the unique function dealing with the unobservable load of the actual network, which is not
directly coveredby the SCADA System Functionis usedor balancedand unbalanced networks.

The function is based on afgorithm specially oriented towards distribution networks, with low
redundancy of real time, remotely monitored data, The deficiency of real time data has to be
compensatedith historical data.

Besidethe parametersf networkelementsthe reattime daia consistof:

1 Actualtopology, transformerap changeposition,etc.

1 Voltage magnitudesf supplypointandothernodesin the network.

1 Currentmagnitudegactiveand reactivgpower)atfeederheads.

1 Currentmagnitudegactive and reactive powefrom thedepth ofthe network.

The historicaldataof the networkconsists of:

* Dalily load profiles current magnitudes and power factors, or active and reactive powalls for
load classes (types, for example: industrial, commeroggidential), for all seasons (for
examplewinter, spring,summerautumn) for e.g.four typesof days (for exampleweekday,
SaturdaySundayand holiday).

* Peakloads for all distribution transformers and/oonsumers (peakurrents and/or peak
powers) and/or monthly electric energytransfersacrossall distribution transformers
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SE function shall run in all cases from the range of networks where all historical data are known,
but also in networks withno historical data available (basedon parametersof the network
elements).

Also accordingo userssetting, theSE functionshallbe able torun:

1 With or without verification of telemeteredneasurements.

1 With manual orautomaticallyprocessinginobservable partsf network.
1 With or withoutfixed measurements.

This shall have real time &imulation mode both. In the first one, the function shall be used for
estimation of the current state. In the Simulation mode, the function is used for estimation of tl
desiredstate(e.g. anystateselected from theaved cases).

The SE algorithm shall considerinto accountthe nontavailability of reattime data and
compensatethemwith historicaldata,pseudandvirtual measurement$y achievetheminimal
set ofinputdatanecessaryor runningaconsistent.oad Flow.

The SE algorithm shalkconsist ofthe nextimportant steps:

* Preestimatiori It shall be based on the historical data of the network: daily load pre@eak,
loads for all distribution transformers and/or consumers, etc. This step shall giestpraited
staesof considered M\hetworks.

*  Verification of measuremenis It shall be obtained from artificially redundancy of
measurementgtoo small number of measurementsnd notable main number of pseudo
measurement®btained from firsapproximation). This step shall consider two-stdps: (a)
in sighting evidencebad measurements(b) verification and/or correction all permanent
measurementsn this step,incorrectmeasurementshallbe correctear discarded.

* Loadcalibrationi The function shall distribute the load to the busbars of the MV network on
thebasisof theset of verified measurementand historical data. Also, Load calibratioshall
deal with consumers specified directly through their current/time ahagii.e. loacturves as
well as with consumers with constant consumption. The function shall run eveai tigse
data are not available. It shall be designed in such a way that the quality of rehdfaragtion
runningincreaseslirectly with theamount ofgivendata.

* Load Flow calculationi This shall be the next function in the specification based on the loads
assignedn the previousstep.

2.6.1 Input/output

Beside the network element parameters, main inputs for the functions consist aiiatiecveal
time and historicadlata.In thecaseof the function running in the Simulation mode, thal time
data must be replaced with the corresponding data from the saved cases or foveeasted

Main outputsof thefunction areestimation of:

o Voltagemagnitudes inheentirenetwork.

o Currentmagnitudes angowerfactorsfor all networkelements.
o Loadsof all MV andLV consumptiornbuses.
o]

Lossesf activeandreactivepowersin the entirenetwork,by eachsupply
transformeior feeder.

Beside those results, output®JIE function is tabular report, also. In this report measurement
verificationresults argresented thosesultsare:

T Preestimatedand estimatedvalues of measurementsMinimal and maximal expected
valuesof measurement. Qualitf each measurement.
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1 Deviationmeasured valudsom estimatecandpre-estimated/alues.

7. Load Flow Application (LFA)

The LFA shallutilize information including reattime measurementsnanually enteredata,
andestimateddatatogetherwith the networkmodelsupplied by the topologyfunction, in
orderto determinethe bestestimateof thecurrent network state.

The Load Flow Application (LFA) shall determinethe operatingstatusof thedistribution
systemincludingbuses and nodes

The LFAshall takethefollowing into consideration:

Realtime data

Manualentered data

Estimateddata

Powersourcenjections

Loops andparallels

Unbalanced &alancedoads
Manuallyreplaced values
Temporaryjumpers/cut/ grounds
Electricalconnectivity information from the reakttime distribution networkmodel
Transformetapsettings
Generatowroltagesyealandreactivegenerations
|.  Capacitor/reactapankON/OFFstatusvalue.
m. Savecasedata

AT T S@Tmoo0 T

2.7.1 General Characteristics of LF application:
Thefollowing generakharacteristics/ capabilitieshallbe providedas minimum:

1 The LF model shall support the different kind of lines such as cable feeders, oVieread

anddifferentkind of transformer$avingvariousvectorgroups& winding configurations.

1 Unbalanced% balancedthree phaseloadsconnectedn radial andnonradialmodes.

1 Computevoltagesand currentsand power factor for eachphasefor everynode,feeder

andnetwork devices.

1 Computeeachphaseactive and reactiveloadsand technicallossesfor the distribution

system agawhole, forindividual substationgndfeedemwisewith in telemeteredone.

1 Useprevioussavecaseto makenew savecaseor usenewsnapshots$o setthe basecase

for LF.

1 The results of the LF application shall reasonably match with the operating

conditionin whichthedistributionsystemis stable.

1 The LFAfunction shall beexecutedn realtime & studymode.

1 It shall be possibleto modelload eitherasa percentag®f systemloador profile base
load modeling

1 It shallbe possibleto modelindividual componenbf loadi.e. Active andReactive parts

2.7.2 RealTime Load Flow Execution:

TheRealTime LF functionshallbe executed:

1 On eventrigger
1 Onperiodicbasis
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Ondemandasis
1 Oninitiation byotherdmsapplicationdunctions

1 Onplacemenbf temporaryjumper, cutsandground

The Event Triggered LF execution shall always have the highest priority. The study mode LF
function shall beexecuted on a snapshot or save case with dsfned changes made these
cases. The study mode execution of LF Function shall not affect thdéifReahodeexecution

of LF function.

(a) Event Triggered Real Time LF Execution:

The LF function shall bexecuted by preefined events that affect the distribution system.
Someof the eventsthe dispatchemaychooseor triggers shall include:

1 PowersystemTopology Changei.e. Alteration in distribution system
configuration.

TransformeiTapPositionChangéd Capacitive/reactoMVAR Change
FeedeOverloadings

Sudderchangen feeder load beyonasetdeadband

E g

(b) Periodic Real Time LF Execution:

The realtime distribution system load flow application shall be executed periodically as
configured by the dispatcher. The function shall be executed periodically even if there are nc
significant changes in the operating conditions, as some of the power flow outputs shall be
requiredto provideaggregatsummarieglossesegtc.)

(c) On DemandRed Time LF Execution:
Dispatchersnayinitiate thereaktime LF functionat anytime throughdispatchecommand.

(d) Real Time LF Execution initiated by other DMS Applications:

Other DMS functions may initiate the reahe LF function at any time adesired for the
executionof therespectivdunctions.

2.7.3 Study Mode Load Flow Execution:

It shall provide despatchers weistimates okW, kVar, kV, Ampspower losseand theother
information on the distribution system, but not necesseeflgcting its reatime stateln study
mode the application should use the same data model and have direct accessabfithe
dataasnecessaryStudymodeloadflow shall beused tostudycontingencycases.

It shall be possible tprepare and sterat least f i f t y cases along with the input parameters,
network configuration and output results.

The dispatcher shall be able to select the saved Case to be used as a Base cagedutitf

andmodify thebasecase Possiblechangeswhich thedispatchershall be permittedto make,

shall include:

(a) Statesof individual powersystemelements

(b) Values of specific parameters including nodal loads, bus voltages, connected kVA, power
factor etc.

The Study Mode shall calculate various values for eaathefeend prepare summaries as LF
output.

ThelLoadFlow function shallprovidereal/activeandreactivelosseson:
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Stationpowertransformers

Feeders

Sections

Distributioncircuits includingfeederregulators and distribution
transformersaswell asthetotal circuit loss

> > >

2.7.4 Load Flow Output:
Thefollowing output capabilityshall beprovided:

(a)Phaseroltagemagnitudes andnglesat eacmode.
(b) Phaseandneutral current$or eachfeeder transformerssection
(c) TotalthreephasesndperphaseKW andKVAR lossesn eachfeeder,sectiontransformer,
DT substatior& for projectarea
(d) Active & reactive power flows in all sections, transformers List of overloaded feeder, lines,

bus bars, transformers loads etc. including the actual cun&gmitudes, the overload limits
andthefeedemame, substation name

(e)List of limit violations of voltage magnitudes, overloading \{fltagedrops
(g) Lossesasspecified above

2.7.5 Display and Reports

All input and output data shall be viewed throdghular displays and overlay on the one line
networkdiagram.Tabulardisplaysshallconsistof voltagescurrents(including phaseangles),

real and reactive powers, real and reactive losses as well as accumulated totalpvadeer
losses for eactsubstation, feeder and project area. All the overloaded lines, busbars,
transformers, loads and liseall starflashingor highlighted.

The LF outputs shall be available in the form of reports. The report formats along with its
contentsshall bedecidedduringdetailed engineering.

2.7.6 Alarms

The LFA shall warn the Despatcher when the current operating limits are exceeded for any
element or when lines are-daergized. It shall also warn the Despatcher when any abnormal
operatingcondition exists.

Alarms generated during Study Mode shall not be treated asimeahlarms but shall be
displayedonly at Workstatiorat which the LF application is runningn studymode.

8. Volt 1VAR control (VVC)

The high-quality coordination of voltages and reactive power flows control requires
coordinationof VOLT andtheVAR function. This functionshallprovidehigh-qualityvoltage
profiles, minimal losses, controlling reactive power flows, minimal reactive pdemands
from the supplynetwork.

Thefollowing resources will be taken into account for voltage and reactive powetdianol:
«TAP Changefor voltagecontrol
VAR controldevices: switchable and fixégpe capacitobanks.

The function shalpropose the operator solution up on changhlendpology of thenetwork
switching. The function shall considerthe planned& unplannedoutages,equipment
operating limits, tags placed in the SCADA system while recommendingvitiehing
operations. The functions shall be basediserconfigurable objectives i.eninimal loss,
optimal reactiveflow voltage limits, load balancing. These objectives dimabelectableon
the basisof feeder,substation& group of substationsor entire network.The despatcher
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shall have the option teimulate switching operations and visualize #féect on the

distribution network by comparisons based on line loadings, voltage pradéelsiestored,
systemlosses,numberof affectedcustomersThe solution shall identify
/sort the differentype ofswitchesthat arerequiredfor operation.e. remotémanualetc.

2.8.1 Modesof operation

TheVVC functionshall havdollowing modesof reconfiguration process:
(a) Auto mode
(b) Manualmode

Thedespatcher shaltie ableto selectoneof theabovemodes.Thesemodesare described
below:

2.8.1.1 Auto mode

In auto mode, the function shall determineswitching plans automaticallyand perform
switchingoperationsipon despatchesalidationautomatically.

2.8.1.2 Manual mode

In manualmode,the function shall determineswitching plansautomaticallyand perform
switchingoperationsn stepby-step manner.

A filter for remote operabl& manualswitchesshall be providedwith switchingplan.
2.8.2 Reports

Detailedreportsof completeswitching sequencdor VVC operation,including voltage/
VAR levelsbeforeswitching & afterswitchingshall bepresented.

2.8.3 Displays

The Userinterfacefor VVC functionshall have following summary displays as
minimum:

(@) Network &tabulardisplayto VVC switching
(b) Tabulardisplaygiving chronological sequence foiVC operation

Fault Management& SystemRestoration (FMSR) Application

The Fault Management & System Restoration application software shall provide asststance

the despatcher for detectidagalization, isolation and restoration of distribution sys&dtar
a fault in the system. The FMSR functishall be initiated by any changein the network
connectivity due to any fault. It shall generate automatic report on switclieguence
depictinganalysis of fault, location of fault & recommendations for isolaticiaolty sections
& restorationof supply.

2.9.1 Functional Requirement

TheFMSRfunction shallincludethefollowing characteristics:
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1) FMSRshallbe capableof handling phaseto-ground and phaseto- phase faultand

shall not be restricted by their time of occurrence on omaaefeeders. Thughe

ability to handle multiple faultof different types, ommultiple feeders, shall be
provided. It shall be capable to carry out restoration of large area after a occurrence
wide spread faultemountingo substantial outages thetown.

2) FMSR shallbe capable of allowing the substitution of an auxili@rguit breaker or
line reclosers that may temporarily function in place of a circuit breaker or line
recloserghat is undergoingnaintenance.

3) The Operatorshall be able to suspendFMSR restorationcapabilitiesby activating
a single control pointOtherwise, FMSR shall continue to operate for fault detection
andisolationpurposesTheOperatoishallbeableto resumd=MSR'snormaloperation
by deactivating thesamepoint.

4) FMSRshallbecapableof isolatingfaulty sectionsof networkby openinganyavailable
line Circuit Breaker that may be necessary, howeperating limitations on device
suchascontrolinhibit flag shall berespected.

5) FMSR application shall utilize the results of LF for recommendations of switching
steps forestoration where in it should guide the operator for amount of overloading
lines ,bus voltage violations and amount of load that can be restored for vaiious
of restorations ,the operator shall have the privilege of selecting theektstatio
option suggested by FMSR before it starts restoration .The operatoalsiodde to
simulatetheLF for therecommendedwitchingactions,sothatthenecessary violations
canbedisplayedon graphicaldisplayalso.If anoverloadconditionis expectedas a
result of the proposedswitching, it shall be displayedtothe operator on a graphical
display and proposed alternative switching sequencavtmd or minimize the
overload.

6) FMSR shall be capableof using dataderived from substation RTUs/FRTs /FPIs
to recognizefaults in substationtransformerbanks, any fault on the primary side
of these banks that cause loss of outgoing feeder voltage and current or any faul
occurredon 11KV network.

7) FMSR shall be capable to make Restoration plaite identification name and
respective meribrders& its execution of Restoration plamsing network Displagnd
singleline diagramof substation.

8) FMSRshallbecapablégo find delayin the restorationof network beyondspecified
time (Despatcherconfigurable) and shall beable to reportseparately irthe form of
pendingrestoratioractions.

2.9.2 Detectionof fault

FMSR function shall detect the faulty condition of the network causing CB tripping due to
protection operation or FRhdication. The Circuit breakers havirayitoreclose feature, the
FMSR application shall wait for programmer specified (settable for individual feeders) duration
before declaring the network as faulty. On detection of fault in the network, an alarmeshall b
generatedo draw attention othedispatcher.

Switching device tripping caused by SCADA/DMS applications shall not be considered as a
faulty condition. FMSR application shall also not be initiated if the quality flags such as,
manuallyreplaced valueand Out ofscanareset fora switchingdevice.

To avoid potential difficulties during severe storm conditions, the Operator shall be able to
suspend FMSR switching sequence of restoration capabilities by activating a singlepoonitrol
Otherwise, FMSR shall continue to operate for fault detectaom isolation purpose3.he
Operator shall beable to resume FMSR's normal operation by deactivating the -stoothe
control point. When this occurs, FMSR shall be ready to restore power aaswddtecand
isolatefaults followingthe nextoutageevent.The same shall be recorded asement.
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2.9.3 Localization of Fault:

Wherever protection signal or FPI indication is not available, FMSR function shall deténmine
faulty section by logically analyzing the telemetered data (status of CBs, analog valass etc.)
acquired through SCADA system. Besides this, for such cases an iterative method for
determining fault shall be usedy.In case ofault, upstreambreakeris tripped & long stretch

of multiple sections are having no intermediate fault indicators & intermediate swatchast
capable to trip on fault up to the closest NO(Normal open) point, the dispatcleperathe

last switch before NO point & try toase breaker , if trips again fault is on furtistream &

the same method is to be repeatdse fault is locatedin the downstreansectiononly. Fort

h e sections where protection signal or FPI indication is available, the $aihde derived
throughthese telemetered signals. Network diagram identifying the faattfrons/components
shall be displayedidentifying the relevantsection.And variousconfigurations of switch type
etc.). Minimum of following switch types shall be consideredFMSR system:

: Remotecontrollablecircuit breakemwith capabilityto interruptfault currents

: Nonremote controllable circuit breaker with capability to interrupt fault currents

: Remotecontrollablecircuit breakemwith no capabilityto interruptfault currents

: Nonremote controllable circuit breaker with no capability to interrupt fault currents.
: Remotecontrollable disconnector

: Non remote controllable disconnector.

: Fuse

: Ground/Earth switch etc.

O~NOOITAWNPE

2.9.4 Systemisolation & restoration

Once faulty section is identified, the FMSR function shall determine the switching jdatate
healthy area from unhealthy area. FMSR function shall suggest switching plaastéoation
of power to the denergized healthy sections of thetwork. It may done be bglosing NO
switch to allow the power from alternate source. In case more than one feastblengplan
exist, the despatcheshall beguided for most optimum plan basedon the merit orderie
minimumswitching operations,minimum loss path, and system operatieithin the safe limits
of various network elements. The despatcher shall have the optiemtdate switching
operationsand visualize the effect on the distribution network by comparisons based on line
loadings, voltagerofiles, load restored, system losses, numbaffettedcustomersTheFMSR
functionshall havefeature to attain the prefaultc onf i gur ati on on desp
repairof faulty sections.

TheFMSRfunctionshall have followingnodesof restoration process:

(a) Auto modeof restoration
(b) Manualmodeof restoration

The despatcher shall be able to select one of the above modes. These modes arelsdsaribed
(a) Auto modeof restoration
In auto mode the FMSR shall determine switching plaastomatically upon experiencirfigult

& proper isolation of unhealthy network from healthy part of the network and peréstoration
actionsupondespatcher validatioautomatically.
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(b) Manualmodeof restoration

In manualmode, the FMSR shall determineswitching plans upon experiencindaulty state
& properisolationof unhealthynetworkfrom healthy partof the network. Theswitchingplans
shall be presentedo despatcheffor step by step restoration.Despatchershalbe allowedto
introducenewsteps.

A filter for remote operable& manualswitchesshall be provided with switching plan,
detailedreportsof completeswitching sequencdrom outageto restoration, feederwise
outagedurationwith Date & Time stamp,and quantunof served& un-servedoad,number
of consumersinterrupted& restoredand network parameterdimits violations shall be
generatedy FMSR application

2.9.6 Displays
The Uselinterfacefor FMSR function shall havefollowing summarydisplays asninimum:

(c) Network & tabulardisplayto identify faulty network

(d) Networké& tabulardisplayto identify remotelycontrollabledevices

(e) NetworkDisplay toshow plarfor Isolationof faulty sectionsfrom the networkusing
singleline diagramof substatioror network as selectdaly the despatcher.

(H Tabular display for Restoration plans with identification name and respective merit
orders& executiorof RestoratiorplanusingnetworkDisplay,andsingleline diagram
of substation

(g) Delay in the restoration of network beyond specified time (Despatcher configurable)
shall be reported separately in the form of pending restoration actions in Tabular
display.

(h) List of sectionot restoredwith thereasondgor nonrestorationsuch asoverloading
andvoltagelimit violationsetc.shallbe shownin tabulardisplay.

10. LossMinimization via FeederReconfiguration (LMFR)

This function shall identify the opportunities to minimiehnical losses in the distribution
systemby reconfiguratiorof feedersn the network for a given load scenario.Thetechnical
lossesare the lossescreatedby characteristicof equipments& cable such as efficiency,
impedanceetc.

The functionshall calculate the current losses based on the loading of all elements of the
network. The telemetered values, which are not updated due to telemetry failure, shall be
consideredy LMFR applicationbasedon recommendatiors LF Application.

Function shll advise the transfer of load to other elements of the network with an aim to
minimize the loss. All such advises shall indicate the amount of loss reduction for present loac
condition. The LMFR application shall consider the planned & unplanned ou&gesment
operating limits, tags placed in the SCADA systemwhile recommendingthe switching
operationsThedespatcheshallhavetheoptionto simulateswitching operationsandvisualize

the effect on the distribution network by comparisons basdoh@moadings, voltagerofiles,
loadrestored, systenosses, numbeof affected customers.

LMFR application shall run periodically at every 15 minutes and on demand. Short duration
Powerlnterruptionto the consumersluringsuggestedwitchingoperatiors maybe permitted.

2.10.1 Modesof operation

The LMFRfunctionshall havdollowing modes of reconfiguration process:
(a) Auto mode
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(b) Manualmode

Thedespatcher shall keble toselectoneof theabovemodes. Thesmodes are described
below:
2.10.1.1 Auto mode

In auto mode, the function shall determine switching plans automatically for minimal loss
condition in the network and perform switching operationsupon despatchervalidation
automatically.

2.10.1.2 Manual mode

In manual mode, the function shall determavdtching plans automatically for minimal loss
condition in the network based on which despatcher can perform switching operations in step
by-stepmanner.

A filter for remote operable &anualswitches shalbe provided with switchingplan,
2.10.2 Displays & Reports

At the defined periodicity oon demand, the despatcher shall be presented with the t&bular
graphical displays indicating feeaeise, substationvise, project area widechnicallosses
in % before& after thefeedemreconfiguration.

The summary report shall also be generated periodically to display technical losses an
possible reduction in lossesif despatcherfollows the LMFR recommendedswitching
operations. The report shall also highlight violations that are occurring imetiaerk with
displaylayersbeforeandafterreconfiguration.

11. Load Balancingvia FeederReconfiguration (LBFR)

The Load Balancing via FeederReconfigurationfunction shall optimally balancethe
segments of the network that are over & under loadbd function shall help in better
utilization of the capacitiesf distributionfacilities suchastransformemandfeederratings.

The Feeder Reconfiguration Function shall be activated either by an overload condition,
unequal loadings of the parallekefters and transformers, periodically or on demand by the
despatcher. It shall generate the switching sequence to reconfigure the distribution networ
for transferring load from some sections to other sections. The LBFR application shall
consider the planme& unplanned outages, equipment operating limits, tags placed in the
SCADA system while recommending the switching operations. The function shall distribute
the total load of the systemamongthe availabletransformersandthe feedersin proportion

to their operating capacities, considering the discreteness of the loads, available switchin
options between the feeder and permissible intermediate overloads during switdteng.
despatcher shall have the option to simulate switching opesadiod visualize the effect on

the distribution network by comparisonsbasedon line loadings, voltage profiles, load
restoredsystemlosses, numbesf affectedcustomers.

2.11.1 Modesof operation

Thefunctionshall haveollowing modes ofeconfiguratiorprocess:
(a) Auto mode
(b) Manualmode

The despatcheshall be ableto selectone of the abovemodes.Thesemodesare described
below:
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2.11.1.1Auto mode
In auto mode, the function shall determine switching plans automatically for load balancing
in thenetworkandperformswitchingoperations upodespatcher validatioautomatically.

2.11.1.2Manual mode

In manuaimode thefunctionshalldetermineswitchingplansautomaticallyfor loadbalancing
in the network based on which despatcher can perform switchergtagns instepby-step
manner.

A filter for remoteoperable& manual switches shalle providedwith switchingplan,
2.11.2 Displays& Reports

Thesummaryeportshall covethefollowings:

(a) Loadingsof feeders antransformerdeforeandafterreconfiguration.
(b) Voltageprofile of the feedersdbeforeandafterreconfiguration.

The report shall alsbighlight violations that are occurring the networkwith displaylayers
beforeandafterreconfiguration.”.

12. Operation Monitor

The Operations Monitoring function shall track the number of operations made by every
breaker, capacitor switch, reclosers, OLTC, isolator and load break switch that is monitorec
by the System.Devices shall be identified by areaof responsibility, substation,feeder,

and devicdD to provide the necessary information for conditised maintenance thfese
devices.

Eachmonitoreddeviceshall beassociatedwvith a total operations counter. This courgkall

be incremented whenever the associamdog changes state. When a multiple chgsgeh

as a tripclosetrip sequence) is reported by an RFBTU, each transition shall m®unted
separately. In addition, a fault operations counter is required. This counter shall be
incrementeabnly for uncomnmandedrip operationsThedateand time of the lastoperation

shall besaved for each deviaghenoneof thecountergs incremented.

An Operatorwith proper authorizatiorshall be able tcenter total operations ani@ult
operations limit for eaclecounter. An alarm shall be generated when a counter exceeds its
limits. No additionalalarmsshall be generatedf the counteris incrementedagainbeforeit

is reset. For each counter, the System staltulatethe presentnumberof operations
expresse@s apercent

(Whichmayexceedl00%)of the correspondinkymit.

The ability to reset individual counters shall be provided. In addition, a user shall be able tc
inhibit operationscounting for individual devices. Such devices shall be included in
summaries based on areas of responsibility. Rese#tntyinhibiting countersshall be
permitted onlyfor devicesthat belong to the areas of responsibility and resetting retuplire

the console to bassignedo an appropriatemode of authority. The user info, date and

time, wheneach countewas last resethall besaved.

The countersand other related information shall be available for display and inclusion in
reports. The user shalll be able to view t
with its accumulated operations data by simpheaeng the device on any display where it
appear
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13.13. OutageManagementSystem
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2.13.1 Outage SchedulingManagement

The systemshall enable utility topartially or completely deenergize atectric circuit.The
systemshall exhibit following features

1

Planning,communicationsandperformanceof the work thatinvolve bestpractices
relatedto outagananagement:
A Advancenotifications
Priority Management obutagerequests
Work permits
Generatingwitchingplans tosupportthe power outageequests

> > > >

Statusupdates

A Work ordercompletion
Notifies affected customersin advanceso that they have adequatgime to make
appropriatedecisions oalternate plans
Allows for field crewto communicatedelaysin plannedwork andassistdan
providingatimely updateto theexpected timef restoration
Allows for field crew to promptly provide notificationswhen their work is
completed
Crews can submit preliminary information about changesmadeto the energized

systemandclose theassociated work orders or tasks

2.13.2 Trouble Call ManagementSystem

Customeroutagerelated trouble call managemensystemsummarizesall of the ticket
information and primarily used by the operator or dispatcher to analyze the location of any
ticket (predictionor confirmedoutage).The dataof OMS regardingoutaged ticketsshall

be sharedwith CustomeiCareCentreof DISCOM.

The systemshall exhibit following features:

1

Trouble call summary display provides an itemized summary dafaaible calls on
thesystem in whol®r byarea.

Switchingdevicesoperatedy SCADA asacommandedhangeof statewill generate

an outageicketwhich does not havi® beconfirmed bya crew.

Telemetered protective devices oper@iéomatically on a fault condition when they

are tripped by relay. In this condition, outage prediction will ‘walk’ downstream to
predictincident downstream of tripped protective device.

If a telemeteredorotectivedevice closesautomatically,or under SCADA control,

the system will close the outage ticket and commence with the call back process to

inform the affectedcustomers.
Troube callsare organizedinto accountsand may be expandedby geographical,

electricalor work areas:
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1

Normal
Critical
Premium/ VIP

Medical, etc.

SCADA generatedutagesareloggedas SCADA generatedso asto differentiate
themfrom troublecallsgenerated manuallyr bythe prediction algorithm.
Customercentricinformation organizednd displayedboth graphicallyandin
tabular form byarea

Userfriendly table organizeghe calls into the following basicticket groupswhich

arefiltered bytypebasedo n  t h eareaofsrespoidsility:

Unassigned

Assigned

Incident

TroubleCalls

Outages
CompletedTrouble Calls
Rejected

Closed

2.13.3 Crew Dispatch & Work ManagementKey Features

Crew& Work OrderManagemenprovidesanorganizedandefficientway to managehecorrelation
of crews to Work Orders or Tickets. Crew Management iserface enhances thispatcheiand
s u p e r wituatianaladvarenessia aneasyto use and visual progressof outagerestoratioror
work resolution.

= = = = A -4 -9

EnablesOperator/ Dispatcheito monitor crewsandassigncrewsto jobs
Managecrewsand activity relatedto daily work orders

Schedulehe work for independentreation,trackingand managemenof eachjob
Work ordersmay be linked to Trouble Callsif the work orderis relatedto the outage
Dispatcheris ableto monitorthe crew workloadandthec r e prégeess.
Summaryscreengo monitor andmanageé/Nork Ordersand Trouble Calls

Crewworkloadcanbe balancedo handlechangesn the personnebr resources
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2.13.4 Outage Analytics & Reporting

Realtime dashboardsummariesas well as detailed tabular and customizablegraphic reports
supportingdrill-downandquerycapabilityshall be built up

1 Userdefinedreportscoveringcrew, trouble calls, outage,outagecodes,call codes failure
codes calculationsareareports,deviceoperation plannedoutagesetc.

1 Createcustomreportsusingdraganddrop from the datamodel.

1 Automaticcalculationandreportingof severalperformancendicesincluding IEEE 1366
continuity of serviceindices:SAIDI, CAIDI, SAIFI, MAIFI, etc.

T Quality of Service(QoS)reportingbasedon the loggedevents timesanddegreeof
restoratiorfor displayandreporting.

1 Reportingto crew throughSMS abouton configuredfeedermanagemos.

Thefollowing reportsshall be minimum shall be definedapartfrom utility specificreports:

OutageHistory

Causeanalysis

KPI indices(Reliability, efficiencyin closureof tickets)
Recurringtrouble summary

Worst performingfeeders/devices

Crew assignments

=4 =/ =4 4 A4 4 =2

Closedcases

2.13.5 Web Clients & Mobile Views

The Web-BasedSolution offers an extendedthin-client web-basedapplicationthat allows users
to visualize,simulate,andmanageheir electricalsystemsemotelyfrom the web.

This tool applies to Redlime operations as well as analysis, and optimization. It providesénre
with a remote platddéomsicenaekesubinngxandgh atn
predicts system responses usanglysis calculations. Users can monitor single or mukiygéems

from a singleweb page;No softwareinstallationis requiredat the client machines.

Applications
1 Predictivefi Wh-ia tSémulationusing exiting operatingconditions

1 RemoteScenarioExecution

1 ReviewResultson the OnelLine Diagrams& Reports
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14.

SystemMonitoring & KPI Views
GeographicaPowerDistribution Views
Alarms & Events

Load SheddingSystemView

Switching Sequencévlanagement

CustomizabldJser Interface& Reporting

DisptacherTraining Simulator (DTS)

A Dispatcher Training Simulator (DTS) shall be provid@dSCADA/DMS systenfor training
of operators/ dispatchers during power system normal, emergency/ disturbanestamadion
activities. The DTS shall be installed at the at each SCADA/DMS control dent@roup A
towns and, where it shall hesedto train employerandotherutilities dispatchersThe major
DTSfeatureshallinclude:

a. The DTS model shall simulate tkestribution power system in a realistic manner,
including its response to simulated events, Instructor actions, and Trainee actions.
The response shall be identical to the response observed by the dispatcher in the
actualcomputersystemenvironment.

b. Theconsoles shall be assignable as trainee or instructor consoles. The DTS shall
supportatleastoneinstructor& two trainees

c. Instructor controfeatureshall includethe ability to set up,control, participatén,
and reviewtheresultsof atrainingsession.

d. Dispatcher control feature shdlcilitate dispatchers to train dispatcheruseall
SCADA, dispatcher& DMS functions undemormal& disturbedconditions.

e. An ability to obtain data from the SCADA/DMS systemstomatically for DTS
initialization. Theinitializationdatashallincludesavecasespredefined instructor
definedscenarios.

f. It shall prevent actions & keep insulated the actions performed by the Insandtor
Trainee using the DTS fromffecting the reatime system database or taetual
powersystem.

g. An ability to simulateactualsystemdisturbancegrom historical data"snapshots”
storedby thereal Time databas&napshots.
h. DTS function shall haveability to establishthe following training conditionsasa
minimum:
(1) Normalsteadystate
(2) Disturbednetworkconditionsfor distributionnetwork
(3) High & PoorVoltageconditions
(4) PoorVAR conditions
(5) Indiscriminateripping (6)i sl
anding
(7) Systemblackout
(8) Systenrestoration
(9) Conditions/functionsncludedfor SCADA/DMS rrealtime system
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i. Followingfeaturesasminimum:
(a) All SCADA/DMSfunctionsasenvisagedn thespecification
(b) Crywolf alarms
(c) RecordPlaybackslow/reattime/fastforward
(d) Recordraineeactions

DTS Model features, functions & user interface shalkrbe replica of SCADA/DMS system
modelfor thatprojectarea.The DTScanbeused inthefollowing modesasminimum:

1. InstructorControl
2. TraineeControl

2.14.1 Instructor Control:

The Instructor shall be able to perform sEssion, session, amebstsession activities. Each
training session shall consist of executing a scenario (tailored to the simulated SCADA/DMS
system) starting from a base case. The base case shall consist of a solved network ofriput case
the NCA or load/poweirflow andoneor moreloadcurves.

Presessioractivitiesconsistof scenariobuilding and developmentof events thatoccurduring
thetraining scenario A load/powerflow function shall be provided in the DTS tsupportthis
feature.

Sessioractivities performed bythe Instructorinclude initiation, control,and participation ithe
trainingsession.

Postsessioractivitiesshallconsistof sessiorreviewandevaluationof TraineeperformanceThe

DTS shallmaintainrecordsof thetrainingsessiorsothatthebasecase scenarioraineeactions,

and other session activities may be reviewed. Instructor shall have all rights of trainee mode als
asmentioned below:

2.14.2 Trainee control:

All activities, features, functions, useterfaces, which dispatcher can perform or use irntireal
shallbeavailableto traineein traineecontrolmode.

2.14.3 Pre-SessiorActivities
The Instructor shall be able to create a base case and to execute a power flow if degisdiz¢o
thebase case. The Instructor shall be able to build groups of events scheduled tluonguhe
training session. A training session shall be built by combining one or moregegapswith a
basecase.

2.14.4 ScenarioConstruction
Thefollowing featuresshallbeprovidedfor buildingatrainingsession:
(a) Base CaseConstruction shall allow Instructorto set conditions, parameters, and

limitation for equipment in the network database. It shall be possible to initialize a
basecasegrom thefollowing sources:

(1) A storedbasecasecreatedntheDTS
(2) A powerflow solutionobtainedn theDTS
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(3) A power flow or NCA /SE solution obtainedfrom reaktime system.
(4) Outputof realtime DMS executedunctions

(b) BaseCaseStore shall allow instructor to save a base case for future use. It shddle
possible to transfer saved basesego auxiliary memory (e.g., magnetic taedto
reloadsavedbasecasegrom auxiliarymemory.

(c) BaseCaseSelectshallallow instructorto selecta specificbasecasefor modification
or further processing. Base case selection may be indexété oy subject.

(d) BaseCaseReview shall allow instructorto displaythe contentsof thebasecase.

(e) Base Case Editinghall allow instructor to modify a base case and to stongpitiated
version.

(H Event Group Constructiorshall allowinstructor to construct event groups containing
one or multiple events. The Instructor shall be able to define the events within the
event group to occur simultaneously or according to other parameters of time or
system conditions. Checks shall be perfatrteeassure that each event enterexhes
of the predefined set of events and that the equipment and parameters asgttiated
theeventarevalid for the eventspecified.

The systemshall provide an interactivemeansfor specifyingthe device or point
associateavith eachevent.

(g) EventGroupsStore shallallow thelnstructorto savetheeventgroupconstructedor
futureuse.

(h) EventGroupSelect shallallow the Instructorto selectoneor moreeventgroupsfor
incorporationinto atrainingscenario.

() EventGroup Review shall allow the Instructorto display eventswithin anevent
group.

() EventGroupEditing: shallallow the Instructorto modify an existingeventgroupand
to storetheupdatedversion.

2.14.5 Event Types

The Instructorshall be providedwith a setof permissibleeventtypesthat canbe scheduledas
partof ascenario. A& minimum, thefollowing event typeshallbeincluded:

i. Changeof busload
ii. Changeof systemoad
iii. Faultapplication/FPIndication
iv. Circuit breaketrip/close
v. Circuitbreaketrip with successfuteclosers
vi. Circuit breaketrip with unsuccessfuleclosers
vii. Isolatorsswitching
viii. Supervisorycontroldisable/enabléor specificdevice
iX. Relaystatusenable/disable
X. Lossof RTU/FRTU/FPIldueto telemetryfailure for specifiedperiodof time
xi. Lossof singleRTU/FRTU/FPIpoint
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xii. Replaceralueof telemeteregboint
xiii. Messageso Instructor

xiv. Pauseimulation

xv. Demandsnapshot.

xvi. Crywolf alarms

2.14.6 Event Initiation

Events shall be executedat an Instructorspecified time, when Instructorspecified
conditions occur, upon Instructor demandind whenprotective relaysoperate. Event
initiation shallinclude:

(a) Time DependenEvents Theseeventsshallbescheduledy the Instructorto occurata
specified simulated clock time or at time intervals relativéhto start time of the
scenario.

(b) Conditional EventsConditional events shall be based on simulated power system
conditions obtained from DTS model. The Instructor shall be able to specify a
conditional event by specifying a permissible events and a Boelgaation for the
power system condition that will trigger the event. The Boolean equation shall allow
thefollowing triggersto beincorporatedseparatelyr in combination:

(1) A statusvariableequalto adefinedstate

(2) An analogvariableaboveor belowadefinedthreshold

(3) Changein analogvariablefrom one DTS cycle to the next by morethana
definedamount(positiveor negative).

(c) Demand EventsThe Instructor shall be able to demand the immediate execution of an
event withouthavingto insertit in theeventdist.

(d) Relay Initiated The operation of a relay shall result in the execution of one or more
Instructorspecifiedevents.

2.14.7 SessionActivities

The Instructor shall be able to monitor the training scenario and guide it tos@ediicobjective
by inserting new events omitting scheduled events, and performing other actioffsllaviiag
commandshallbe providedto controla Traineescenario:

(a) Pause/Resumeshall allow the Instructor to suspend or resume the training scenario
without affecting the scenario. While in the Pause mode, the Trainee and Instructor
shallbeableto call all displaysbutperformno otherfunctions.TheResumeommand
shallresumehesimulationfrom the pointatwhich thepauseoccurred.

(b) Slow/FastForward shallallow the Instructorto movea trainingscenario forwarct
alnstructorspecified speed slower/fastbanreattime.

(c) Event Insertionshall allow the Instructor to add new events when a training sceésario
in progressvithout the needto interrupt thetrainingscenario.

(d) Event Demandshall allow the Instructor to demand the immediate execution of an
event.

(e) Event Omissionshall allow the Instructor to omit a scheduled event from the training
scenaridn progresswithout interruptingthetrainingscenario.
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® Periodic Snapshat shall allow the instructor to createa historical file that is
periodically updated with session data necessary to resume simaattooccurs
during the simulation. The DTS shall not pause while the snapshots are being
collected and saved. The snapskaveareashall be circularin nature where the
oldest snapshatill be overwritteneachtime a new snapshois saved when theave
areais full.

(g) Demand Snapshathall allow thdnstructor tocreatea historical file, identical tahat
created by a periodic snapshot, on demand during the simulation. The DTetshall
pausewhile the snapshotarebeingcollectedandsaved.

2.14.8 PostsessionActivities

The DTS shall providethe following capabilitiesto assistthe Instructorin reviewinga training
sessiorwith theTrainee:

(a) Snapshot Reviewshall initialize the DTS with a snapshot saved during a training
session. After a snapshot Heeen loaded, the Trainee and Instructor shall be able to
call displayso examineanydataavailableduringa session.

(b) SnapshoResume shall resumethe simulationfrom a snapshotn the same
mannerasit would resumdrom aPause.

(c) Evaluationreport: Basedntheactionsperformed, timeliness&
An evaluationreportshallbecreated taeviewperformancef trainee.

2.14.9 DTS Performanceand Sizing

The DTS shall bsizedthe samein all respects athe SCADA/DMS control systemn addition,
the capabilitiesof the DTS shallincludethefollowing itemsasminimum:
(a) 20DTSbasecases

(b) 20scenarios

(c) 250eventgroups

(d) 50eventgergroup

(e) 50sessiorsnapshots

() 5-minutesnapshoperiodicity

(g) 100conditionalevents

(h) 1000variablesn conditionalevents.

() 2 Traineg(accordingo no.of DTS consoles® 1 instructor

2.14.10DTS Databaseand Displays
TheDTS SCADAandNetworkmodeldatabasenusthavethe samefunctionality& displaysas

the realtime system database & displays. It must be possiltatialize the DTS with a copy
of thedatabasef reattime system inadditioncreationof databaséocally.

End ofSection 2Chapter 2
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SECTION -2, CHAPTER i 3

Userinterface Requirements

3.0 General Requirements

This chapter describesthe User Interface requirementsfor the SCADA/DMS system. Al
SCADA/DMS functions shall have common user interface asiotaaction shall be performed
from OperatoConsoleenvisagedn this specification.

3J1. SystemUsers

The term "user"” is applied to the personnel interacting with the SCADA/DMS system.uBeese
shall berequiredto login in oneor moreof following user modes whichinclude:

(@) SupervisorPersonnel responsible f@CADA/DMS system administration and

management such as assigning the access area to users, creating
usersetc.

(b) Dispatcher Personnelresponsiblefor reattime Power system operations

including realtime study as per assigned town /domain in AoR
(Areaof Responsibility)

(c) EngineerPersonnel having access to certain SCADA/DMS system functions
andmaintenancef databasedisplaysand responsiblefor support
activities such as pst fault analysis, report generatiaegular
backup ofdatabase

(d) Programmer Personnel responsible for continuing development and
maintenanceof the SCADA/DMS system functions, databases,
| displaysandreport formats. Securitgystem

(e) Remote VDU usetPersonnel having only monitoring access of-temaé power
system fromSCADA/DMS system, reports..

() DTS (Instructor & Trainee modesyhe Consoles dedicated for DTS shall have

instructor& traineemodes.The requirementsare definedin section
2 chapter 2

The role, accessibility for each mode is defined as above, However, the Utilityogithas
supervisorshall be able to assign the operation of certain functions, or features of functions, to
specific user modes. Utility shall maintain thevpeges as specified to each user mode .Each
individual usershallbeassignabléo anyoneor moreusermodesUseraccess$o all SCADA/DMS
functionsshallfollow a consistendetof commonuseraccesguidelinesA mechanisnfor defining
andcontrollinguseraccesdo the SCADA/DMS systemshallbe provided.

Passwordecurityshallbeprovidedfor accesso the SCADA/DMS system,its operatingsystem,
layered products, and other applications. Each password shall be validated against th

correspndinguserinformationin the databaseUsersshall havethe ability to changetheir own
passwords
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3.2. Function and Data AccessSecurity

After a user has successfully logged on, access to the SCADA/DMS functions, disgpayts,
and databases shall be restricted bygasigned operating jurisdictions. These operating area
assignmentshallbemadewhen thefunction, displayreport,or database elementdgfined.

The access security function shall compare the useignasl operating jurisdiction against the
operating jurisdictions assigned to the function, display, report, or database element each time
userattemptsa consoleaction, suclas:

(a) Callingadisplay

(b) Enteringor changing displagata

(c) Viewing, editing, orprintingareport
(d) Executinga supervisorycontrolaction

There shall be no restrictions on the assignment of multiple jurisdictions to a console &theer or
assignment of a jurisdiction to multiple consoles & users. The access securityrfshetlensure
that each jurisdiction is at all times assigned to a least one console. If a console fanlaraial
reassignment of jurisdiction results in one or more jurisdictions not being assigndeatst ane
console, the unassigned jurisdictioshall be automatically assigned to a mssigneddefault
consoleand suitablelarmsshall begenerated.

SCADA/DMS users shall not require additional login (user name and password) to tHe®liber
allowed as per operatingirisdictions suchas| S R. ASi-orgd e( SS@)n beech
employed (i.e., a user logs on once to the SCADA/DMS using individually defined useandme
password which permits appropriate level of access to all SCADA/DMS facilities, incl&diRy
Further, thdacility shouldbe compatiblewith enterprisewide SSOcapabilities.

Each logon and logoff shall be reported as an event. Unsuccessful attempts-tmlspall also
bereported as events.

3.3. Windows Environment

The user interface for SCADA/DMSystem shall be web enabled. The SCADA/DMS system
displaysshalloperatewithin awindowsenvironmenandshallconformto the standardgsontained

in the X Consortium's Inte€Client Communications Conventions Manual (ICCCWhe window
systemshallwork with the graphicaluserinterfaceprovidedandshall allow windowscreatedon
theworkstationdo communicatevith processorsquippedvith X Windows compatiblesoftware

on their respectivelocal area networks (LANs) and with futureremoteapplications over the
wide areanetwork (WAN).

Alternatively,the SCADA/DMS systentanhavetheuserinterfacebasecdn MicrosoftWindows.
The functionality in technical specification related to the GUI featureswindows,shall bemet
by availablefeauresof Microsoft Windows.

It shall be possible to save window configuration in Rooms. Rooms shall allow each user tc
configure and save a preferred layout, size, and location of windows and displays. The Worlc
Display Featureshallprovidetwo-dimensionagraphic worlddisplaysthata user shall beapable

of panning, zooming and rubber banding.. The world display features such as Degbuster
levels, Overlays shall be supported. Displays & navigation on VPS shall be santbespamtor
workstations.
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The user interface software shall be based on-efdtee-art webbased technology to present
interactive, fullgraphics views of system data via LAN, corporate intranet or the internet. The
samedisplays shall besed.

It is essential that the same wehised user interface (same navigator, same tools) be available to
theoperatoreither for local usén thedispatchingcenteror remotely.

RealTime Dynamic Graphics and HMI Solutions for C/C++, C# / NET, JawhWeb / Mobile
is envisaged.

The web technology shall be natively supported by the SCADA & DMS product, which means
that having the displays shown in the web browser shall not bring additional work to the
maintenance engineer at display buildiimge. Nor shall it require additional thiphrty software
productdike specificplug-ins.

C/C++,JavaandC#.NET librariesfor avarietyof Windows,Linux/Unix andembeddegblatforms,

with MFC, Qt and Gtk support. z Crepkatform support for a rutime choice of graphics driver:
hardwareaccelerated OpenGL or a native GDI. z Web deployment via a-clielet HTML5 and
JavasScript, or serveside (ASP.NET or JSP. Supported platforms: Winddwsyx, Solaris, AlX,
HPUX etc

A vast collection of prdouilt widgets- reattime charts, graphs, dials, meters, process control
symbols and otheiisto be provided with the Toolkit. The Graphics Builder may be useubtiify
widgetdrawings createdashboardsontainingmultiple widgets,aswell as designcustomwidgets
andaddthemtd h e B upaldttese r 6 s

The web user interface shall support and enforce all security features including cyber securit
compliances.

3.4. Display interactions

Rapid,convenientandreliabledisplayrequestshall be provided using the following methods:

3.4.1. Display Requests

a) Selection ofadisplayfrom a menu display
b) Cursortarget selection oanymenu,graphic,or tabulardisplay

c) Selectionof analarm: in this case|jt shallcall up the oneline displaycontainingthea | ar mo
location,

d) Selectionof analarmor eventmessag®n a summarydisplayfollowed by a displayrequest
command

e) Selectionof displayby Enteringa displaynameor number
f) Forwardandreversepagingin apagebasedisplay.

g) Selectingapreviousdisplayby re-call command.
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h) Selectinga point of interestfrom an Overviewdisplayfor viewing on full screen(suchas
viewing a SLD of a substation bygelectinghe Substation nod&om aNetwork diagram).

1) Selectingunctionkeysor cursortargetsdedicatedo displays.
3.4.2. Display navigation

Display navigation methods shall provide a consistent approach for moving within a display.
Thefollowing methods shalbe provided:

a) Panningwith cursor positioningleviceor scroll bars

b) Zoomingwith cursor positioninglevice

¢) Navigationwindow for rapidmovement betweeportions ofaworld display
d) Rubberbandzooming.

e) Tool tip

f) Find& locate

g) Dragé& drop

Zoomingshallaffectthe magnification level of the data displayed. Panningshall movéhe
viewed portion of a world map space.The size of the viewed portion of the map relativeo
the whole display shall be indicated by the width of the sliders in the scroll barsnhtieav
displaying the sector. When a display is first called up in a windtoshall beautomatically
scaled as patefault zoonlevel.

Both continuous and discrete panning and zooming control shall be provided. Continuous
panning and zooming shall be done in a convenient and intwitayeusing the mouse; arige
resulting changes in the screen contents
noticeabladelay.Discretepanningandzoomingin largerstepsshall be possible bydragging

the mouse, using the keyboardandclicking on pushbuttonsntoolbars.

When only a part of the display is shown in the active window, the user shall be rzgjedst

a Anavigationod window for orientat icanplete Thi
display, with the displayed sector of tiisplay highlighted. The user shall be aodlenove the
navigationwindow anywhereon the screenandshall beableto closeit.

A declutteringmechanism thatlefines the visibility of a graphic construct aa functionof
its magnificationshall be provided.As zoomingchangeghe magnificationof datadisplayed,
the decluttermechanisnshall causelevelsof detailto be shownor suppressed.

The magnification range corresponding to each declutter level shall be defined as syster
configuration parameter. Static and dynamic element within a display shall have associatet
with it avisibility designatiorasyes ornofor each

In addition to reaching the various decluttering levels through zooming, users shall also be
allowedto request apecificlevel fromadialogmenu.

The user shall be able to scale (zoom) the image of a woidddooate space or display in a
smoothfashionto any convenientscalefactor. The scalefactorsshall allow the presentation
of anentireworld co-ordinatespace odisplayon the full screeror a window.

Static and dynamic data shdie displayed and updated during a scaling operatiordiapldy
text shall be scalable to be consistent with the scaled image. At defined scale lEacsrsf
decluttershallbeinvoked.

Theusershallbe ableto selectan areaof aworld co-ordinatedisplayby cursommanipulation
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(Ar ulbdbredi ngo) and cause the display to be
display and with the selectedarea magnified to best fit the full window. The window
dimensionsshall not bechanged bguchan action.

A tool tip or equivalent method shall be provided for displaying information in English text &
numeraluponmovingcursoron thedeviceetc.

Find & locate feature to take the user to the online/ network display where the particular
componenexists.

3.4.3. Permanentindicators

Several indicators, including those listed below, shall be permanently shown on each

SCADA/DMS Display screerasminimum:

ADateandTime: Dateshallbe presentedn theformatDD/MM/YY.

ATime shall be presented in the format HH:MM:SS with a resolution of one second,
andshallbeupdated onceersecond.

AUsernameNameof the usetoggedin the SCADA/DMS Nameof theactiveserver
ANameof the SCADA/DMS displayaccessed
ANameof the displaywindow

3.4.4. Default ScreenLayout

It shall be possible for each user to define a personal layout (Rooms) for the disglaysd

on the screen(s) of theorkstation, i.e. to define a personal default setup gbdiséion,size,
and contents dhescreens.

The userbd6s defaul't | ayout shall appear
dispatcherttakesover a new shift by logging on without the previousdispatcherlogging

off first, the current screen layout shall be preserved. It shall be possible to go to anothe
room layoutof thelogged on useait anytime.

3.4.5. Display Note pad

A user shall be able to place and edit a notdays,devices etc. on any display.simbol

shall appear on the display indicating the presence of Note on that displagoribetof
thenoteshallbe callableusinga cursortarget.

3.4.6. Quality Codeand Tag Indication

All displays and reportsontaining telemetered analog values, device status and calculated
values shall have a data quality code associated with each data field. The quality code she
reflect the condition of the data on the display or report. When more than one condition
applies to the data,the symbolfor the highest priorityconditionshallbedisplayed.

A separate indicator shall identify the devices that have supervisory control inhibit tags.
Whenmorethanonetagis presenbn adevice,the highestpriority tagshallbedisplayed.

3.5. UserlInteraction Techniques

Theuser'anteractionwith the SCADA/DMS systenfor powersystenmoperationshallprimarily
be accomplishedisinga menuitem selectiontechnique Thefirst stepin the interaction will be
selection of the itento be operated upon. The user shall then be provideenaiof operations
applicableto the selectedtem. Therequiredoperatioralternatives include:

(@) Supervisorycontrol
(b) Dataentry
(c) Devicestatus entry
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(d) Scaninhibit/enable
(e) Tagplacement/removal
(H Trend.

A setof parametershallbepresentecppropriatgo theitemtypeandoperatiornto be performed.
For example, selecting a device for control shall cause a menu of control actensrésented.
Selecting an analog value fwending shall cause a menu of parameters, sudmgs and trend
rateetc.,to bepresented.

As appropriate for the data and function requested, a menu containing output destisations
as screen, printer, or file shall be presented. When the destinsitselected by the user, the
requestecctionshallbegin.It shallnot benecessaryo selectan executecommandto complete
the interactionexcept for supervisorgontrol actions.

Theusershallbeableto endtheinteractionsequencatanytime by selectingacancelcommand.
The progress of all user operations shall be monitored. If the user does not complettep
within a multi-step operationwithin a pre-defined time, the processshall reset,andhe user
shall be informed of theeset. A partially completed action shall be reset if thehesginsanother
nonrelatedsequence.

A programmeiadjustabldgime-out cancelshallalsobe provided.

3.5.1. UserGuidance

The SCADA/DMS system shall respond to all user input actrafisating whether the actiomas

accepted, was not accepted, or is pending. For4stel procedures, the systems shativide

feedbackat each step. User guidance messages shall be English text and slegllimetthe use
of a reference document forterpretation. User shall be guided for multiplgions.The use of
mnemonics is prohibited, unless the mnemonics are indastgpted oapprovedoy employer.

Provisionsarerequiredfor administratorgo edit the toolbars anchenus, user guidance magss

and to construct new ones through an interactive procedunsidnudit programming.

3.5.2. UserHelp

In addition to the user guidance, general and specific ceséedtive orine help shall be
available to the SCADA/DMS user. Context sensitiveans that the help information provided
shall be applicable to the next step or steps in the sequence being performed. The Hshalhenu
present a list of topics available for reference. The topics shall refer to the SCADAIBAMS
documentsTheability to scroll through thé o p expl@natorytext shall besupported.

The Help button in a dialog box and help key shall present the text of the user documents whet
useof the dialog box is explained.The usershall be ableto scroll throughthis text. Exit from

the help facility shall return the user to the same point in the sequence for which help was
requested.

Context sensitive help facilities shall be provided for each application software package anc
operator display. The capability to egzgdit or add additional help facilities in the future sball
provided.

Theprovided helgacility shall also support:

A Searchmechanism

Navigationlinks between related topiegthin thehelp documents
select/copynechanism

Printfacilities

> > >
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3.5.3. Overlapping useraccess

The ability to queue multiple commands from different consoles shall be provided.regtmd,
however, interlocks shall hgovidedto avoid overlappingiseraccesso certainfunctions such
as dateentryandsupervisorycontrol afollows:

(a) Data Entry Although the same data entry field, device status entry or fields (in the
case of fullpage data entry) may appear concurrently in multiple windows at
multiple consoles, data entry for the field or fields stuel restricted to one
window at one consoleat a time. An attemptto initiate dataentry for the field
orfieldsfrom anothewindowshallresultin auserguidancenessageConcurrent
data entry on different areas of a world display, however, shalld®eed.

(b) Supervisory ControlAlthough the same power system device, such as a circuit
breaker, may appear concurrently in multiple windows at multiple consoles,
control of the power systemdevice shall be restrictedto one window at a
consoleat a time. An attemptto initiate control of the power systemdevicdrom
anothemwindow shall resulin auserguidancemessage.

3.5.4. Function Key Usage

Speciafunctionsshallbeassignedo the 12 functionkeyson astandardkeyboard Withextensions
(e.g., Shift, Alt, Esc)this shall resultin a minimum of 48 function keyactions.

3.5.5. Trend

Trend shall be a display cferies ofvalues of parameters on a time axis. Both graphical aadd
tabulartrendsshallbe supportedTheattributesof thetrenddisplayshallbe userconfigurable. The
trend application shall be able to show trends for any measurement typadrerthan one source,
at least from realtime, historicalandforecastsources.It shall be possibleto combinethis data
showingdaa for comparisonusing a shared timeline simultaneouslycomparingfor example
yesterday(historic) andtoday (historic, actualandforecast) as two curves on the same time axis.
It should be possible to trend different typepafameters (P, Q, V, |,&tc.) with associated Scales
on the same display. The user shall be th$lect arend rataifferent tharthe samplingrate.

3.5.5.1. Graphical Trend

The user shall be able to select and configure trending on Graphical displays enablingeaser for
of thefollowing parameters:

(a) Data valuename

(b) Trend header

(c) Trenddirection(horizontalor vertical)

(d) Scale(unidirectional andi-directional)

(e) Zerooffset

() Tracenumber color & texture

(g) Trend data rate

(h) Trendstart timeand datehistorical datanly)

() Totaltrendduration(historicaldataonly)

() Referencdines or shadingaxes(With defaultto restrictivealarmlimits)
(k) Windows/chart to besed

() Simultaneoudrendingof differentparametersvith associatedcales.

Trending of at least four valuesmultaneously, on a common axis or separate axes shall be
supported. All scales corresponding to the values selected shall be visible on the Trend Displa
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simultaneously. There shall be automatic movement of data down or across the screen as ne
values ae generated. When the number of +t#ale trend samples reaches the limit that can be
displayedtheoldestvalueshall automaticallype removeds thedisplayis updated.

Themagnitude time of all thetrendedquantitiesat a particular time instant shallbedisplayed
whenthecursoris placedonthe timescaleon the trend display.

Whenhistoricaldatais selectedor trending theusershallbeableto pageforward andbackward,
or scroll by the use of a scroll bar, througm@nupdating snapshot of the data wittime
constraint®f thedatastoredin thehistorical files.

Shading between each trend value and-dsénable axes shall be provided. Trend color dbll
changeabldasedn a comparisorof the trendvalueagainstassociate@larmlimits.

It shall be possible to have at least data samples corresponding to 2 months on line steaabe for
of the trended variable. The user shall be able to print the trend without interfering with the
continuingtrendingprocess.

3.5.5.2. Tabular Trending

Tabular trending shall be a listing of the thseguential values of a variable/ variables. tEtellar
trendshall presernthedata inatabular formwith one columror Date/timeandadditionalcolumns
for each of the trended variable. The tabular trend shall contain at leasts for samples
corresponding to 2 months on line storage. Each row shall contain the valtres toénded
variables.It shall be possibleto scroll up and down to seethe rows. The samplingateshall be
individually definablefor each tabular trend.

The historical tabular trends, which shall be produced from the previously stored values in trenc
files, it shallbepossibleto choosehestarttime, theendtime,andthesampling raténdependently
of thesampled ratef historicaldata.

It shall also be possible to save trend output to an Excel, .csv ,ASCII file., with date and time
information and the engineering unit value of the trended variables for each collettivali

The user shall be able to print the trend on a-sskected printer without interfering with the
continuingtrendingprocess.

3.6. Alarms

Alarms are conditions that require user attention. All alarms shall be presented to the user in
consistentmnanner Alarm conditionsshallinclude,but notbelimited to, thefollowing:

(a) Telemeterear calculatedvaluelimit violations

(b) Valuesreturningto normalfrom alimit violation state

(c) Uncommanded change$apowersystemdevicestate
(d) SCADA/DMS applicationprogram results

(e) Data sourceommunication errorsesultingin loss ofdata
(Hh SCADA/DMS systemhardwareor softwarefailures.

Each alarm shall be subjected to a series of alarm processing functions. A device or value
alarmable conditions shall be assigned to an alarm category and alarm priority levels sAkrms
also be subjected to advanced alarm processing. The results of the alarm processdigigshaike
theconsole(sjhatwill receive and be authorized tepend to the alarm and thesociatedctions

with thealarm.

All alarmmessageshallberecordednauxiliary memoryof SCADA/DMS systemandarchived
in chronologicabrder& reversechronologicalorder.lt shallbepossibleto sortdisplayandprint
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userselectecalarmmessages froranyconsoleby theuser.
3.6.1. Alarm Categories

An alarm category provides the logical interface that connects an alarm condition to a Apeaific
of Responsibility (AOR) or operational jurisdiction as defined andordingly alarm shalbe
reportedto user.Every alarm shall be assignableo a category.Each categoryshall, in turnpe
assignable to one or more users. A means shall be provided for changing operatimgtkhiits
reassignment of alarmmategories at a console. Each-twg and logoff shall be reportedsan
event.

36:2- Alarm Priority levels

Each alarm shall be assigned to an alarm priority level. Up to 8 alarms priority levels shall be
supported. Each alarm priority level shallgzesented in separate displdyor each alarm, ghall
be possible fothe programmeto independentlyonfigurethe following actions:

(a) Audible alarmtonetypeselectionandits enabling/disabling

(b) Alarm messagew bedisplayedon analarmsummary

(c) Alarm messagedeletedfrom alarm summarywhenacknowledged

(d) Alarm messageleletedfrom alarmsummarywhen returAto-normal alarm
occurs

(e) Alarm messageleletedfrom alarm summarywhen returnito- normal alarm
is acknowledged

() Alarm messageleleted byuseraction.

This assignment shall determine how the alarm will be presented, acknowledged, deleted, ar
recorded.

3.6.3. Userlinteraction for Alarms

TheUsershallbe ableto performthealarm interactionslescribedelow.

3.6.3.1. Alarm Inhibit/Enable

Inhibiting alarms for a value or device, including a complete RTU /FRTU/FPI or othesalatze,
shall cause all alarm processing of that value or device to be suspended. The actiba shall
recorded in the event log. However, Scanning of the value aredgivall continue and tliatabase
shall beupdated.

3.6.3.2. Alarm Acknowledgment

An alarm shall be acknowledged by selecting an alarm acknowledge command when the item i
alarmis selected on:

(&) Any displayshowingthe itemin alarm
(b) Any displayshowing thealarmmessage.

User shall be able to acknowledge alarm individually, by page, user selected manner. It shall b
possible for the user to distinguish persistent & reset alarms under acknowledged &
unacknowledgedonditions.All alarmsshall be stored bthe system
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3.6.3.3. Audible alarm silencing

User shall be able to silence alarm without acknowledgement and shall remain until drebter
the audible alarm. The silencing & enabling shall be recorded as event. The tonesdsfaibbée

on the consolébasis. For each console, multiple tones shall be available. Tones sball be
continuous & short duration type both. The former shall be of high priority conditiceqéire
operator interventioto stop.In case okhortdurationtone,it shallgo off atits own.

3.6.3.4. ChangeAlarm Limits
The user shall be able to change the alarm limits.. When the user selects an item to chlange its
limits, a menu showing the alarm limits currently in use and a data entry field fewvtsed limits
shall appear. All changes to alarm limits shall fbjectedto dataentry errorchecking and
recordedasevents.The alarms shate annunciatedccording tothe changedalarmlimits. The
usershallbe ableto resetalarmlimits to the limitsset in the SCADA database. However, these
shall be treated as temporary changes & if the systemingiedized, theoriginal limitsdefined in
the SCADA databasshallbe operationalized.

3.6.3.5. Alarm Presentation

Alarm presentation shall be determined by the alacategory and priority. Displays shall
highlight every alarm condition using a combination of color, intensity, inverse video, blarkihg
audible sound. The alarm condition highlighting shall show whether the alarm has been
acknowledgedThe highlighteddlarm condition shall appear on all displagsntaining thatievice

or valueatall consolesegardles®f thealarm'scategory.

Alarm messages shall be a single line of text describing the alarm that has occurred and the tin
of occurrenceThealarmmessagshallbe English text and shall not require the use aéterence
documenfor interpretation.

3.7.Events

Events are conditions or actions that shall be recorded by the SCADA/DMS system but do no
requireuseraction. Eventshallbe generatedinderthefollowing conditions

(a) Userinitiatedactions
(b) Conditionsdetectedby applicationfunctionsthat do not requireimmediate
usernotification, but should be=corded.

Events shall be recorded in the form of an event message. The event niessafieshall be
similar to the alarm message format. The same message format shall be used for displaying a
printing events Event messageshall bedisplayed oraneventssummary.

Event messagesshall be stored on auxiliary memory of SCADA/DMS system and archived
in chronological order and reverse chronological order.. It shall be possible to sort, display, anc
print event messagé&®m anyconsole.

3.8. Hardcopy Printout

TheSCADA/DMS systemshallhavefeatures tgroduceaprint outof a display, reportsilarms,
Eventsetc. from a menu.Any of the availableprintersshall be selectableby the SCADA/DMS
userdrom menudor takingprintout.

It shall be possible to print a complete display or a selected portion of a display. The options fo
printing shall include at least choice for orientation, background color, page size, color/ black &
white and print previewAlso any of the available printers shall be selectable from theldanu.
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3.9. Report Generation

The contractor shall beequired to generate the Daily, Weekly, Monthly reports formats for
SCADA/DMS system. The report formats shall be finalized during detailed engineering stage.
The user shalbe able to schedule periodic generat@fnreports, direct report to display,print
report, and archivereport using reporscheduling display. The report scheduling disgasll
enableentryof the followingparametersyith default valueprovided wherappropriate:
(a) Reportname
(b) Reportdestinationprinteror archivingdevice)
(c) Timeof thesystemshould producg¢hereport.

The user shall be able to examine and modify the contents of reports for the current peood and
previousreportperiodsusing displays.Any calculationassociatedvith the revision of datan a
report shall b@erformed automaticallgfter dataentryhas beemompleted.

The report review displays shall accommodate formatted report pages up t0132 chanaadérs in
and 66 lines in length and shall contain headings that correspond to the ppudtieadings.
For reports containing more columnsrowsthanthedisplay,the systemshallincludeameans
to view the entire report in a graphic format. The report view and eddisglaysshall function
with theinitially suppliedreportsandall futurereportsaddedoy employer.

3.10. SystemConfiguration Monitoring and Control

The user shall be provided with the capability to review SCADA/DMS computer system
configurationandto controlthestateof theconfigurationequipmenusingdisplays.Thefollowing
operations shall bgossible:

(a) Failoverof eachserver

(b) Monitoring of servers, device, including workstations, RTUs, FRTUs,FPIs, status &
loadingof WAN LANS etc.

(c) Monitoring of the processoresourceharddisk & LAN/WAN
Utilization

(d) Control& monitor of SCADA/DMS functions

3.11. Dynamic Data Presentation

It shall be possible to present any itenthe database on any displail supervisory controand
data control capabilities shall be supported from any windownafrld display. Devicestatus or
data values shall be displayable anywhere on the screen, excluding dedicatedrsasanhas
thedisplayheading.

Only standard X Window systeror Microsoft windows standard fonts shall be provided wité
SCADA/DMS. All fonts supplied shall be supported on the user interface devices gqmohtalrs
supplied with the system. The types of fonts to be used in a particular display Selédiedcat
displaydefinitiontime.

Statusand datavaluesshall bepresentedn thefollowing formatsas appropriate:

(@) Numerical text that presentsanalogue valueshall have the provision for thiermat
definition of the text shall include the number of characters, numlgamalplaces,
andtheuse ofpositive/negativesign orflow directionarrows,etc.

(b) Normally the telemeteretW/Mvar valuesalong with the sign/directionshall be
displayed on the Single line diagram and Network diagram. However the user shall
also be able to display alther telemetered and calculated/ estimated analog values
(I, V, pf etc.for eachphasepnthe Singleline diagram(SLD) andNetwork diagram.
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(c) Symbols,including alphanumeridext stringsfor an item, basedupon statechanges
e.g.,circuit breake(OPEN/CLOSEANVALID).
(d) Symbols,includingalphanumeridext stringsfor indicatingthe dataquality flags.
(e) Colors,texturesandblink conditionsbaseduponstateor valuechangesr a changeof
| dataquality, e.g.,alarm limits.

3.12. ElementHighlighting

Element highlighting techniques shall be provided to draw the attention of Dispatcher to critical
state of the system. The highlighting technique shall include change of color, color intensity,
blinking, Character inversion, Linexture, appended symbols etc. This feature shall be used to
highlight alarms, power system device and measurement status, data quality, data entry locatio
onadisplayanderrorconditions.

3.13. Display Types

The following indicative list describesthe types of displaysthat are to be included in the
SCADA/DMS systemTheuserinterfaceshallsupporthe capabilitiesof all displays asspecified.
The User mode, Current Time and date shall be displayed on a-bassnnot on displaybasis,
andshall bealwaysvisible.

3.13.1. SCADA/DMS SystemDisplay

A display shall be provided that lists all SCADA/DMS system directory displays. The displays
shall be listedn alphabetical order witkuitable separation ithe list to enhance readabiligach
entryin thelist shall havea cursortargetfor displayselection.

3.13.2. Distribution SystemNetwork Display

A graphic overview network display of the distribution system with substations,feeders.
Distribution network color coded by voltage shall fpm@vided. This displayshall presentthe
distribution systemin a graphic format provided by employer. Telemetered and calculateth
like Real and reactive power flows shadldisplayedasa value with a direction. Lineghathave
exceededheir loading limits shall be highlighted. Substations and power statiosisall be
depicted by symbols that reflect the presence of alatthstsubstation orpowerstation.Cursor
selectionof a substation/ power station symbol shall result in the asso@atgtk linediagram
displayfor that substation/ power station.

3.13.3. Interchange Display

Theinterchangelisplay shalbeprovidedasa schematiaiagram showing powertransfersamong
various utilities. This diagram shall show each power systenblxk with actual andcheduled
net interchange values outside the block. Symbolic arrows shall indicate powdiréotions.The
diagramshallalsoshowschedulaleviationsThisdisplayshallshow thefrequencyalues collected
from all substations hawy tie-lines.

3.13.4. SubstationSLD displaysMenu

A display shall be provided that lists all substations that can be viewed via a SLD display. The
name of the SLDlisplaysshall be listedn alphabetical order, according smbstationname with
suitable separatian thelist to enhance readabilitfachentry inthe listshall have acursor target

for graphicdisplayselection.
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3.13.5. SubstationSLD Displays

SLD displays shall be provided for each substation, including those for which telemetry may not
be available butare required for running thBMS applications. Eachlisplay shall present
telemetered, manuallyneered, and calculated power system data on a Single line diagram that
shows substation layout in terms of its busestches]ines,andtransformers.The feedemames

in the SLD shall have linkage with remote substation end SLD, distribution netas®kiated

with that feeder. It shall be possible to move to repeoig substations SLD Isglecting this feeder.

The user shall be able to perform any user interaction defined b8pieficationon these
displays.

3.13.6. Control paneldisplays

As utilities are presently using conventional panels at S/S for supervision & monitoringyithal
panel displays giving loolalike feeling shall be provided for operator supendseperate

3.13.7. Tabular Displays

Tabular displays shall be provided for eaclhstation. These displays shall list the rale
values of telemetered, manually entered, and calculated data associated with the subsltion as
as related information such as alarm limits. The user shall be able to perform anyeuaetion
definad bythe Specification orthesedisplays.

3.13.8.  Alarm Summary Displays

Displaysthatlist or summarizeall unacknowledgedndacknowledge@larms shall beprovided.
The summary shall separate acknowledged and unacknowledged alarms. Csipaltitye
provided for at least 200 alarm messages for each alarm summary type. If aswatamary
display becomes full, the oldest messages shadiubematically deleted and thewest messages
shall be added. It shall be possible to perform any alarm interdobionthis display. The user
shall be able to select between viewing events in chronological or reyecs®logicalorder.

3.13.9. EventSummary Displays

Event summary displays shall list the most recent events and shall be organized by category ft
thosecategories assigned to a given console, as one summary display for all categories assign
to a console, or by all conditions systende without referenceto the categoriesassignedto

a consoleas selectedby the user. The user shall be able to seletivéen viewing events in
chronologicalbr reversechronologicalorder.

3.13.10. Operating Information Summaries

The operating informatiosummarieslefined below shall be providedSummary itemsshallbe
listed in reverse chronological order with the muoestent item shown on the first page. All
summary displays, except for Tag Summary shall be informationonly displays; no user
interaction, other than display call up, shall be associaiét them. TheTag Summary shalie
interactive,i.e., the usershall beableto place oremove tags othis summary.

3.13.11. Manual Override Summary

The manualoverridesummaryshall list all telemeteredand calculateddevicestatusand data values
for which a usethassubstitutedavalue
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3.13.12. Off-Normal Summary
The off-normal summarydisplay shall list devicesand valuesthat are found to be abnormal,
i.e., are not in their normal state. Telemetered, calculated, and manually entered status and ds
values shalbeincluded.

3.13.13. Out-of-ScanSummary

The outof-scan summary display shall list device status and data values that are not currentl
being processed by the system. If an entire telemetry source such as an RTU /FRTOUEPI is
of-scan, the oubf-scansummary shall display the source without any of the individeaice
statusor datavalues associatedlith thesource
3.13.14. Alarm Inhibit Summary
Thisdisplayshalllist devicesanddatavaluesfor whichtheuserhassuspendedlarmprocessing.
3.13.15. Tag Summary
Thisdisplayshall listanddescribeall active devicdags.

3.13.16. Graphical Trending Summary Displays

The summarydisplay shall list all items being trended.The list shall include the item name,
tracenumber or color, trend orientation, amendrange.

3.13.17. Tabular Trending Summary Displays

The summary display shall list all items being recorded for tabular trends. The list shall include
theitem nameand thefile name.

3.13.18. NotesDisplay
This display shall include a minimum of 5 pageswdrich a user at any console may enter and
edit messages. The contents of these pages shall be accessible by any console. Thenaser shall
theability to clearanypageof this displayand to type over previousessages.

3.13.19. Computer systemConfiguration and Monitoring Displays

Graphicandtabulardisplaysshall beprovidedthat allowthe userto:

(a) Monitor andrevisethe configurationof thecomputer system
(b) Monitor thesystem's resouradilization statistics

3.13.20. RTU/ FRTU/FPI Communication ChannelMonitoring and Control Display

This display shall show information on the status of the system'scommunication

interface devices (including communication channels), the accessibility of each
RTU/FRTU/FPI in a graphical form. The user shall be able to Enable/Disable any
communication channel from this display. Such actions shall be recorded with User ID
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details

3.13.21. SCADA/DMS Application Program Displays

Application program displays shall be provided to satisfy the user interface requirements of the
system functions stated throughout this Specification. Application program displays $fzalede

on a standardser interface design across all applications to provide a common lotéehrithe
application'snformationshallbe presentedn suchaway asto facilitate useroperations.

The required displays for all DMS Applications, as defined in Chapter 2 alsallbe made
availableto theuser.

3.13.22 SAIDI/SAIFI displays

There shall be suitable displays to visualize SAIDI /SAIFI (Planned, unplanned & total ) feeder
wise, Substation wise , Town wise, Distt. wise or any another logical boundary mentioned by
utility on daily, weekly, month, quarterly, FY , Yearly basis with comparison with past years
throughsuitablenavigation

3.13.23 GIS integration

The SCADA/DMS dynamic distribution network with GI&nd base at the back groustallbe
available for navigationOperatorshall beable toperform all functions & have features as
envisaged in the specification. Suitable GIS adaptor shall be provided to import the distributior
network model & GIS information from GIS system. Refer other GIS detailseaioned in
chapterl &2 of this section.

3.13.24 Help Displays

Help displays shall be provided to aid the user in interpreting displayed information and to guide
the user through a data entry or control procedure. Help displays shall be provided fiisagh

that is provided with the system. Each display shalle a prominentcursor targetthat the user

can selectto request the associated help display. For standard displays, sdtdsa(gsuch as
contextsensitivity)shallbe used to presepertinenthelp information inranexpeditiousnanner.

A programmer shalbe allowedo modify andcreatehelpdisplays.
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Section-2, Chapter -4
SYSTEM SOFTWARE REQUIREMENTS

4.0 General

This section describes the characteristics of system software such as Operating syster
RDBMS and support softwai@rogramming language compilers, database development
and maintenance, display development, network services, report generation, diagnostic
and backup utilities) to be provided by Contractor and the original software manufacturer
as necessary to supponetSCADA/DMS/OMS/RTDAS applications. This section also
describes the standards to be followed for all suppdeftivare. It is necessary that
functional, availability & performance aspects are niidder shall assess the adequacy

of softwarespecified & if any additional software is required to meet all the requirements
of the technical specifications, the same shall also be included in the offer

4 .1. Software Standards

All SCADA/DMS software provided by the Contractor, including perating system,
RDBMS andsupportsoftware shallcomplywith theindustryacceptedsoftwarestandards
producedby nationalandinternationalorganizations,such as ANSI, ISOJEC, IEEE,
ECMA in orderto facilitate maintenancend enhancement of tI88CADA/DMS systems
beingsupplied.In areaswheretheseorganizationshavenot yetset standards, the software
shall comply with those widely accepted-dacto standardsput forth by industry
consortiumssuchasOSFandX/Openor equivalent. TheContractoishallcommitto meet
the "open systems" objective promoted by indusstandardsyroupsby using software
productsthatare based on opestandards.

4.1.1. Designand Coding Standardsfor SCADA/DMS applications

All SCADA/DMS applications shall benaintainable by employer using the supplied
software utilities and documentation. The SCADA/DM8ftware design andcoding
standardshall also address tlielowing:

(a) Expansion/scalability:softwareshall be dimensionedo accommodat¢he ultimate
sizeof SCADA/DMS systenenvisaged.

(b) Modularity: softwareshall be modularto minimize the time and complexity
involvedin makinga changeo aprogram

(c) UserDirectedTermination:Functionstakinglong executiontimesshallrecognize
andprocessiserrequestso abortthe processing.

(d) ProgrammindanguagesThe softwareshall be written usingISO or ANSI or
ECMA standard programming languages like FORTRAN, C, C++ and SQL and for
Unix based systentie APIs shall bePOSIX-conforming.

(e) SOA architectureSoftware shaltonformto SOA.

(f) Enterpriseservice bus (ESB): ESB basedarchitectureis essentialto enable
interaction of applicationsfrom different product manufacturerplatforms etc.



Appointment of Advanced Distribution Management System (ADMS) Implementing Agency (ABMSr Implementation of
ADMS in BEST under Revamped Distribution Sector Sch&RB/ TendeNo RECPDCL/BEST/ADMS /e-Tender/202%
22/2464 Dated: 24.01.2022

(g) Portability & Interoperability: The software shall be designed for hardware
independencandoperationn anetworkenvironmenthatincludesdissimilarhardware
platformsto the extentpossible.The useof systemservicessoftwareshalbebuilt on
Open standards

4.2.Operating System

The contractor shall use Unix [/ Linux [/
The serverdasedn of Unix O/s, shall generally comply withlthe evolving set dPOSIX
standardslefinedby IEEE.

4.3. Time and Calendar Maintenance

The SCADA/DMS system shall maintain Time and date for use by various software
applications. The GPS basedtime receiver shall be used for synchronizing the
SCADA/DMS system time. AlBervers and O p e r a t avorkstation clocks shall be
synchronized within the accuracy of-#)0 milliseconds. The SCADA/DMS system
shall not be dependent on a particular server for time /calendar maintenarnee.
SCADA/DMS shall includetwo redundant time and frequency standards. Failutteeof
online unit shallresultin automaticswitchingto the redundanunit. The SCADA/DMS
shall periodically check if the backup unit is operational and failuegtbér unitshall
bealarmed.

The frequency reading shall be accessible by SCADA/DMS applications witlptisee
decimal digits resolution .The system shall support communication protocolsasuch
NTP and SNTP. The time and frequency standard unit shall support a cdimmaoode
output format suclhasIRIG-B.

A surge protection system shall be included to prevent the time and frequency standard
equipmentrom lightning.

4.4, Network Software

The network software for SCADA/DMS system shall include software for network
communicationsecurityandservices.

4.4.1. Network Communication

Users and variougpplications shall be able tommunicate within the SCADA/DMBcal
areanetworkandoperateasdescribedn this Specification.The networkcommunications
softwareshall use a standardnetwork protocol suchas TCP/IP. Thesoftware shallink
dissimilar hardwarenodes,including local and remote workstatiorepplicationservers,
communicationservers,and various peripherals(such as printers) intoa common data
communication network allowingpmmunications amornfpesedevices.

4.4.2. Network Security

A user authentication scheme consisting at least of a user identification and password sha
berequiredfor the userto requesta connectiorto anynetworknode.

The design & configuration , parameterization, placemenDMiZ shall be such that
SCADA /DMS /RTDAS system shall be protected from intrusion /vulnerabilities from
outside world as per IEC62443, IEC 62351SO/IEC27001. Tl cyber security sanghall
certifiedon SATby CERT.INempanelled agency/ NCIIPC anyGol agencybefore
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Operational acceptance by SIA. The same shall be required to be verified at least onc
annually or Major upgrade ehange on the system or data of validity of certificatich

ever earlier during the FMS period also and maintain required performandenatidnal
requirements/SLA

4.4.3. Network services
Thefollowing networkserviceshallbe provided for the usersof SCADA/DMS system:

(a) Network file managemenand transfer,for files containingtext, data, and/or
graphicsnformation

(b) Networkprinting management

(c) Networktime synchronization

(d) Networkbackupover LAN

(e) Taskto-task communication® externalcomputers

() LAN globalnamingfacilities.

(g) Remoteprocedure call

(h) Remote terminadession

4.4.4. Security Services

Thesecuritysolutionshallcompriseof comprehensiveolution for securedzoneFirewalls
i..eLAN Firewall & GatewayfFirewall, intrusionPreventiorsystemlPS (Networkbased

Hostbased)& StrongAuthentication(multi layered),LDAP , EncryptionmechanismThe
contractorshallprovideatightly integratedintrusiondetectionsystento detectandprevent
intrusion

Followingsarethe functionalrequiremenfrom the securitysystem:

A System shall have Multilayer (at least network, application layieeyall whichshall
protectthe completesystemnetwork from unwanted users. Further the separate
firewall of different OEMs shall bprovided to take care the security oftak servers
& shall have High Availability architecture with No Single Poiot Failure(NSPOF).

A Gateway Firewall should be capable of load balancing multiple links from different
serviceproviders.

A LAN Firewall shall provide isolation/security services betweenthe subsystems
installedunderSCADA system

A Firewallsdeployedshouldnotbecomeabottlenecklt shallbe RobustSecureScalable
andfuture-proof with Centralizedvianagement.

A Two type of IPS Hosbased & Network based shall be deployed with minimum
hardwareX theyshouldnot go blind in peaktraffics.

A IPS should have hybrid technology tetect attacks.It should detecthrough a
combinationof ProtocolAnomaly and Signaturematching.

A ShallhaveGatewayantiviruswhichwill protectfrom inflow of virus from thelnternet
andotherWAN locationsatthegatewayitself with contentfiltering withoutanylag
in datatransmission.
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A Shallhavestrong authenticatiocontaining usemame and passwords whictshall
bevery difficult to compromise.

A SSL over VPN to provide securedlink over public network such as with
RTU/FRTU/FPI

4.44.1. Features

Followingsarethefeaturespecificto eachcomponenbf securitysystem

4.4.4.1.1. Firewall
TheFirewallshallbehardwardbox Firewall systemwith following features.

Firewall speed>250 Mbps

Data encryptionsupportedDES (56 bits) 3 DES (168 bits) and hashingalgorithm
like MD5 andSHA-1

Encryptionto offload the main CPU

It shallhaveminimum 8 Ethernetl0/100/1000 ports (4portsfor connectivityto two
webservers& 4 Portsfor connectivityto LAN

SupportNAT andPAT

Capabilityof working in Load sharingandhot standbymode

Denial of serviceprevention.

DNS guardfeatures

JAVA andActiveX blocking

Radiusintegration

Web basednanagemeninterface

Statefulinspectionfor web, mail, SQL applicationetc.

Detailedsystemlogging andaccountingfeature

No. of concurrenfT CP Sessionsupportedshall be morethan5000.

Too oo o To To Po Po o oo DoBo Do To

4.4.4.1.2. Intrusion Prevention System(IPS)

The contractor shall provide a tightly integrated intrusion detection & prevention system
Capable for detecting the intrusion attempt that may take place amslontin progresand
anythat hagaken place.

Both Network based and Host based IPS should have centralized Management Consol
systemwhich will be eitherthe applicationserverwith NMS or any of the workstation.

The Centralized managemetnsole shall have integrated event database & reporting
system & it must be able to create and deploy new policies, calfiderchiveaudit logfor

post event analysi§he system shall have Integrated Event Database & Rep&ystgm.

Automated Update of the signaturefor two years shall be provided and thereshould
beprovision forcreating customized signature
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(A) Intrusion Prevention System(Network Based)

After detectingany intrusion attemptthere should be provision to configureto perform
thefollowing functions:

A Capabilityfor Detectingthe intrusion attemptthat may takeplace,intrusion

in progressand thentrusion that hataken place

Reconfigurahefirewall provided inthis package.

Beep or playa.WAYV file

Sendan SNMP Trapdatagranto themanagementonsole.

The NMS server envisaged under the specification shaitbe as management
consolealso.

Sendan evento theeventlog.

SendE-mail toan administratoto notify of the attack.

Savethe attackinformation (Timestampjntruder IP addressyictim IP
address/porprotocol information).

Save aracefile of theraw packets for lateanalysis

Launch aseparate programo handletheevent

Forge alTCPFIN packetto forcea connectiorio terminate.

Detectmultiple formsof illicit networkactivity: -Attempted

Vulnerability Exploits-Worms-Trojans-Network Scans-Malformed

Traffic -Login Activity

The System shall support monitoring of multiple networks. The system shall also
support the monitoring of additions or changes to addresses of devices on th
network.

DD DD DD DD DD

The system shall have detection rules for monitofendts, dangerous and malicious activity
related to IP based protocols. The Contractor shall also apply its power control and securit
experience t@nhance thesgetectionrules forspecific issues withithe system.

(B) Intrusion Prevention System(Host Based)

HostbasedPS shall run on the servers.After detectingany intrusionattempt there shalle
provision toconfigurethe IPS to perfornfollowing actions

A
A
A

A

4.4.4.1.3.

Send an SNMP Trap datagram to the management console. The NMS server envisaged
underthe specification shall basedas managemewbnsolealso.

Sendaneventto the eventlog. Sende-mail to an administratorto notify of theattack.
It should be capableof creatingaudit trail for userand file accessactivity, including
file accesses, changes to file permissions, attempts to install new exeantibteattempts
to accesgrivilegedservices,

In an event where user accounts are added, deleted, or modified dioteyesystenfiles
and executableis done in by unauthorized account or there is unauthoragempt to
overwrite vital system files, to install Trojan horses or backdoors, suaabtm shall be
taken such as :

U TerminateuserLogin (intruder)

U DisableuserAccount(intruder)

U Administratorcan defindheaction tobetaken

U Forgea TCP FIN Packetto forceaintruder connectionto terminate.

Shouldprovide eventscheckfor suspicioudile transfersdeniedlogin attemptsphysical
messageflike an Etherneinterfacesetto promiscuousnode) andystenmreboots.

GatewayAntivirus
This shall be used for Gateway scanningof viruses. Gateway antivirus shall have
Centralizeduser Administration which will communicate directly with centralized user
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directories such as LDAP. It shall have the all &ssential/standard features of Latest
versionof Gatewayantivirus,someof thefeatures arasfollowing:

A It shall have Policy-basedURL filtering and DynamicDocument
Review.

A It shall protectweb traffic with high-performance,integratedvirus scanning
andweb content filtering at thgateway

A It shall ensureprotectionby combininglist-basedpreventionwith heuristic
contentanalysisfor bothvirus protection anaveb contentfiltering

A It shall eliminateunwantedcontentandmaliciouscode& Scanall incomingand
outgoingHTTP andFTPtraffic etc.

The Security Systenshall use the best practices to prevent the System bisa&lfy asource
of securitycompromiseThe Systemshallbe hardenedpatchedtested,anddesignedvith
securityasa primary objective.Communicatiorwith (GUI andnotifications) and within
(agentreporting and updates)the Systemshall use encryptiorand authentication.

4.4.4.2. Other aspectsof security

4.4.4.2.1. Application Security Monitoring
The standard operating system slsalpport the monitoring of security on host installed
applicationsThe systemshallsupportor allow the creationof monitoringfor:

Application SoftwareError Conditions
Application SoftwarePerformancéssues
Application ConfigurationChanges
ApplicationLogins, etc.

To T I Do

4.4.4.2.2. Application Security Monitoring
The systemshall be capableof annunciationto include audible and visual alarmsand
remotepagingwheneveia securityeventtakesplace andghall support thdollowing:
A Instantnotificationthrough emaibr pager
A Logical groupingof securityevents bytime, locationanddevice etc
A Interactivedashboaravindowfor viewing andacknowledgement

4.4.4.2.3. Analysisand Reports

® The system with the stored information shall be abjgrdduce analyses and reports to
meet security compliance requirements. The system shall be equipped with best practices
ad-hocreports widelyused in thendustry.

®* The employerds personnel shall be trai
analysis andeports, andevisingexisting, withoutrequiringexternal consultation.

4.4.4.2.4. Log Archiving

The security system shall archive, record, and store all security related events in raw forn
for at least oneyear. As a minimum, the event logger shall recordelrity relate@vents

from the perimeter security devices and the host IPS. Graphical trend disptagh @vent

shall be available alongith specificinformation on the type of intrusion,the area
affectedandthesourcevia IP address.

4.4.4.2.5. DataAccesgshrough intranet

TheWebserverat ControlCenteris to functionassourceof informationon thedistribution
network. It will be accessed by utility intranet user. Any additional clgaftware, if
required, at external clients/users ends, theesshall be madaynamicallyavailable from
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Web serverfor its downloadingby these external clients. There simait be any restriction
to the number of clients downloading this software (i.e. Unlimnednber ofclient
downloadsshall beprovided).

The externalusersshall be licensedusersof the employer.The following featuresare

required:

d)

f)

)

The Web servers shall be sized to support atleast 50 concurrent external
intranetclients/usergor providingaccess toeattime data.

External intranet clients/usersshall be connectedto the web servers
through secure authentication such as VPN access. These users shall b
denieddirectaccesso the SCADA/DMS protected_AN.

Internal SCADA/DMS users shall not have any dependency on the
availability of theWeb servers.

For the purpose of transfer of data/displays/ from the SCADA/DMS
systentotheWebserversystemthe SCADA/DMS systenshallinitiate

a session with the Web server and any attempt to initsgesaorby the
Webservershallbeterminatedoy theFirewallin SCADA/DMS system
LAN. Interface betweenWeb serverand SCADA/DMS zone shall
preclude the possibility of external clientgddefining new
data/Report/Displays.

Foranysessiongnitiating from the DMZ LAN into the protected

LAN, the servers shall be located in a separate DMZ LAN that will be
isolated from common applications connected directly to ISP such as
email. The Access to these servers from the external web will be through
authorizatiorof Virtual PrivateNetwork.

The web server shall provide accessto allowable realtime data and
displays, at defined periodicity, for viewing by external clients/users. The
access to each display shall be definable on per user type basis. It shall be
possible todefine up to 100 users. Further the SCADA/DMS system
administratoshall exerciseontroloverthe

Reattime displayswhich canbe accessethroughthe Webserver.

The Web server at Control Center shall also facilitate exchange of email
messages from ISRnfernet Service Provider) and other mail servers
supportingSMTP..

Suitable load balancing shall be provided among the web servers where
each shall serve proportionate number of clients. However in case of
failure of one of the servers, all tbkents shall automatically switch te
otherwebserver(s).

Typicaldisplays/pagefor Intranet accessshall be sameas that on the SCADA/DMS.

Real time SCADA data on web server shall be refreshed every miing@ccess to Web
server/site shall be ctwolled through User ID and password torbaintainedgrantedby

a systemadministrator Further,different pages/dataccessshall be limited by user type
(i.,e. CMD, Mgmt. user, iktharge etc.). The access mechanism shall identify and allow
configuration of priority access to selected users.

Further, tools shall be provided for maintaining the website, web server configuration, E
mail configuration, FTP configuration, Mailing lists setup and customer support. Latest
protections against vires shall be provided.

4.4.42.6.

Signature Updating Requirements
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The system shall be able to accept timely updates. The updates shall keep the thre
signatures current, providing the latest detection and protection. The updates shall als
incorporatehelatestsecurityenhancemenisto the SecurityManagementiSystem-These
enhancements shall increase security and functionality, without requiring reassign
reengineeringfforts.

4.4.4.2.7. Network Managementsystem(NMS)
A network monitoring anddministration tool shall be provided. The interface ofttin
shallshowthe DMS hardwareconfigurationin form of a map.The network monitoring
tool shall automatically discover the equipment to construct the map. Itssipglbrt
managemenf multi-Vendornetworkhardware printers,serversandworkstations.

It shall support remote administration of network devices, management of thresholds for
monitoring performance and generation of alarm and event notifications. It shall be
possibleto sendthesenotificationsto maintenanc@ersonnethroughe-mail

The Network management system shall manage the interfaces to the SCADA/DMS
servers, workstations, devices, communication interface equipment, and all
SCADA/DMS gatewaysandrouters switchesetc

Thenetworkmanagemergoftwareshallbebasedon the Simple NetworkManagement
Protocol (SNMP-Internet latest RFC) over TCP/IP (CMOT), with additional proxy
softwareextensions aseeded to manag@CADA/DMS resources.

TheNMS software shallprovidethe following network managementapabilities:
(a) Configurationmanagement
(b) Faultmanagement

(c) Performancenonitoring.

Thenetworkmanagemendoftwareshall:

(@) Maintain performancegsourceisageanderrorstatisticsor all of the aboventerfaces
(i.e.servers, workstatiooonsolesgevices, telephone circuit interfagguipment, and all
SCADA/DMS gateways, routers etc.) and present this informataodisplays periodic
reports, and owlemand reports.

Theaboveinformationshallbe cdlectedandstoredat user configurabl@eriodicities
i.e.upto60 minutes. ThéNetwork Managemengystem(NMS
) shall be capable of storing the above data for a period of one year at periodicity of 5
minutes.

(b) Maintainagraphicaldisplayof networkconnectivityto theremoteendrouters

(c) Maintaina graphical display for connectivity and statusof serversand peripheral
Devicesfor local areanetwork.

(d) Issuealarmswhenerrorconditionsor resourcaisage problemsccur.

(e) Providefacilities to addanddeleteaddresseandlinks, controldatablocks,andsetdata
transmissiorand reception parameters.

(f) Providefacilities for pathand routingcontrol andqueuespacecontrol.

4.4.4.2.8. Central Cyber security Monitoring & Detection
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The Contractor shall implementumified cyber security Application platform purpose built to
monitor, manage & maintain the security posture of the overall control system networksystem

shall establish mechanisms & processes for detectiaryluér security threats, to ensurgber
security threats or incidents can be responded promptly to. These shall include key securit
technologies like central security policy management for host machines, capturing and & analyzin
security event logs fronall security/networking assets and continuous threat detection systems
adoptedor anoperational technologyenvironment.

The proposed deployment shall be basedwsndor agnosticplatform, natively supporting the saigiber
security services, while adfingflexibility and scalability to provide additional functionalitieseededn
the contextof securityimprovemenplan.

The software platform shall be designed in conformance to key global standards like IEC 62443 and IE
62351while supportingcomplianceto thecountryspecific guidelines/frameworks.

The central security management server shall be deployed in tMilixeized zone inside the control
roomsegregated bsuitable firewalls andhallactasan IT/OTinterface

All hosts machines shall implement advanced end point protections including antimalware, applicatior
whitelisting, data loss prevention, HIPS etc. The whitelisting and application control shall allow arfly list
permittedapplicationsservicesandprocesseto run on eachhost;no otherprocessesshall be permitted

to be executed on the host. It shall not be possible for users to circumvent the maliciqusteatienon

a hostdevice.

The Host based IPS shall monitor the characteristics of a host aenethts occurring within that host for
suspicious activity. The characteristics which need to be monitored include network traffic, system logs
runningprocesses, filacces® modification,and systen& applicationconfigurationchanges.

The central poliy Orchestrator shall be deployed to enable operators/security administrators to centrall
monitor and manage the security policy for all host workstations. The application shall allow creation o
automated workflows, support creation of reports, custamieshboards to analyze the performance of
each security setting while tracking the deployment of signature (DAT files) updates date from a singl
location.

Continuous (24/7) anomaly & threat detection shall be implemented to detect and alert for all&know
unknown threats including Zero days, MITM attacks, DDoS attacks, unauthorized behavior or maliciou:
activities on the network. The system shall support a wide range of IT & OT communication protocols
including the proprietary protocols, and able t@digr information from the network passively usidegp
Packet Inspection byonnectingo theMirror Port/ SPANport onabackboneswitch(s).

Theproposeaystenshallsupportthefollowing capabilities:

1 Real time network visualization of the entire ICS network, including assetinventory
information,communication patternspnnectionsprotocolsand topology.

1 Discover detaile@dsset inventory information(like Manufacturer, Model, Firmware, serial no
etc.) from network devicaacluding nested devices to enable enhanced visibility, segmentation,
and vulnerability management. Additionally, it should be capable of automatic asset grouping to
helpvisualize amicro-segmentation viewf the networkprimarily based orassebehavior.

1 Automatedidentification of vulnerabilities in the environment,correlatedwith operational
contextto provide detaileéhsights andapidremediation.

1 The system shall learn typical behavior throl@mamic learning via artificial intelligence to
automatically learn nodes, devices, connections, etc. to accurately profile normal process behavi
and engage a "protection mode" where variants and risks from the learned process behavior ¢
alerted.
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1 Crede detailed behavioral profiles for every device accordingto the processstate thereby
identifying/alerting users for anomalieson the network such as new or unusual assets,
communication patterns, configuration changes, malfunctions etc. based onvexteasned
baselinesisingDeepPacketInspection (DPI) into the OT protocols.

1 System should be able to calculatgranular Risk scorefor each identified threat based on the
contextit hasaboutthe network, the assets atfte eventshatoccurred.

1 Automatically capturenetwork traffic associatedwvith the alert to analyze and identify what
happenedbefore andafter the Incident.

1 Integrateswith firewalls to inject rulesassociateavith analertor policy

The security monitoringpplication shall encompass collecting security logs from various devices in the
system(Hosts, | E D &isewalls, routers, IDS, AV Serversetc) over standardprotocol formats i.e.
syslog/SNMP/WMI etc. and provide dashboards for-tiga¢ situational secusi awareness and alerfhe
application must be compliant to international standards IEC 63@4@or providing syslog serveand
audittrail capabilities)and IEC6235%14 (for centralmanagemeniunctionalities).

The system shall havecapability to archive, record and store all security related events. The logs of the
systemshall be analyzedfor exceptionsandthe possibleincidentof intrusion/trespasshall be presented

to the employer in the form @lerts/notifications. The audit log function must be enabled and protected
againsttampering.The Biddersshall put in placeaudit trail andlogging mechanisnto ensuresecurity
logsareavailable for uptd2months.

The entire system shall uaeiniform system time which can be synchronized with an extémma source
(GPS).

The tool must be open and customizable with dashboards as per the local infrastructure requirements «
businesK P | Bypically it should support basiesedcases like:

Application Security Monitoring
The standardoperatingsystemshall supportthe monitoring of securityon hostinstalled
applicationsThe systenshallsupportor allow the creatiorof monitoringfor:

1 ApplicationSoftwareError Conditions

1 Application SoftwarePerformancéssues

1 ApplicationConfigurationChanges

1 Authenticatiomactivities- login, logout,failure access

Host Security Monitoring:
1 Securitypolicy changes.
1 Anti-malwareactivities- alertsprovidedby antivirusor whitelist solutions
1 Mobile drive activities- USB connectiorin thesystem
1 Windowseventlogsfrom WindowsMachine SystemWindows patcheand activities,

Network monitoring alerts and events:
1 Configurationupdateactivities- settingsandparametergshangesn systems
1 Unauthorizedaccessattemptseventsfrom Securityappliances

Application must be simple and intuitive to support OT operators with limited IT skills to quickly
identity the security issues or any unauthorized access twy#tem and respond to it before it
becomes a major threat to the system. Empl
creatingnew customanalysis and reports.

The contractor shall propose a centralized patch management solusenutely execute and
manageall necessargystemssecuritymitigationandsignaturerelatedpatchingin timely manner.
All host machines shall be configured via domain policy to contact patch servecheuidfor
missing updates. These updates shalhbiled manually to avoid cause unscheddistuptions.
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All the security appliances (Firewalls, Antivirus, central cyber security monitoring & detection
appliances etc) being supplied under this project shall have definition updates for virus/signature
and updates for software patches for the warranty and complete FMS period. The signature at
patches shall then be deployed to all the respective devices. These enhancements shall incre
securityandfunctionality, without requiringedesigningr reengneeringefforts.

4 5. Databasestructure

The SCADA/DMS RTDB (Real Time Data Base) shall be an active process model. i.e. It shall
initiate actions or events based on the input it receives. The RTDB shall describe the state of th
power system atgiven point in time and the events that move the system to a new stataettthe
point in time. Thisdatabases required to suppothe data acces# real time informatiorandto

allow efficientintegration andipdate.

A library of event routines magncapsulate or interface the RTDB with other components of the
system. These everdutinesshall be the preferred means for application programs to inteftict
RTDB. This way, application programs (and programmers) only need to cahearaelvesvith
callable interface (API) of these routines. Each application shall interact with the RIF@gjh

the event library. These event routines shall serve as generic APIs for databas¢hacebgs
eliminatingproprietarydatabaséunction cal atthe applicatiorevel.

The SCADA/DMS shall include a single logical repository for all data needed to model the
historical, current, and future state of the power system and SCADA/DIMS Source Database
(SDB). All information needed to describeetmodels on which the SCADA/DMS operates, shall
be defined once in the SDB and made available to all SCADA/DMS applicationginreal
databaseand user interfaceaintenance tools thatedtheinformation.

Any database update, whether due to latenges or imported network model changes, shall be
able to be placed online in a controlled manner without causing undue interruption to network
operations, including without losing any manually entered d&ata.example, a network model
update to introdce a new substation shall not interrupt the ability to perform supervisory control
actions or receive telemetry to view the network stiitehall be possible the changes, local or
imported, to be placed online either automatically or under manual cuiitingbroper validation.

It shallbepossibleto easilyrevertto an earlier database

Version,againwithout undueinterruptionto networkoperations.

The capability to import & export the CIM compliant network model data including the
corresponding telemetry and ICCP data reference in XML format to send it topathigs shalbe
provided. The capability to import the CIM compliant network model data from other parties in
XML formatshallalsobe provided.

The SCADA/DMS shall provide a consistentinterfaceto acceptXML format datafor updates
from other databaseapplications;and provide a consistentinterfaceto import & exportdatain
XML format.

4.5.1. Software Maintenance and Development Tools

4.5.1.1.Generalequirements

A setof softwareshall be providedto enablemaintenancef applicationsoftwareand
developmenbf newsoftwarein softwaredevelopment mode.

All hardwareandsoftwarefacilities shall be providedto allow creation,modificationand
debuggingof programs in all languages traesupplied.

Thefollowing shallthusbepossible:
1 Programanddataediting
1 Program compilinggndassembling
1 Linking
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1 Loading,executinganddebuggingorogram.Versionmanagement
1 Concurrendevelopment

Thefollowing featuresshallbe provided:
1 Library management
1 Programs allowingo copyand print anydata orprogram file
1 Backup andestore FilecomparisorSortandmerge
1 Programghatallow to partially saveandrecovervolumes
1 Coreandmemorydump.

In additiontoolsshallhavethefollowing:

4.5.1.2.Command language
A completecommand languagghallbe provided thadllows interactivaise of anyonsole
to interactively create, modify and debug programs in all languages provisieduld also
be possible to create and save command procedure file and to exseqteeittially.

4.5.1.3.Linkage Editor and Loader
Compilers and assemblers, linkage editor and loader shall be provided to link objec
modules from an assembly or compilation todume an executable module and load it in
system. As far as possible, the loader shall accept object modules issued from variot
languagecompilers.

4.5.1.4.Symbolic Debugger
A languageindependent, interactive symbolic debugger shall be provided to enabsethe
to testnewsoftwareandinspectthe characteristicef existing softwareThe executionof a
programshallbeunderthe controlof thedebuggeraccordingto parametergnteredoy the
user. Theollowing features shalbe supported:

(a) Programexecutiorbreakpointcontrol

(b) Programexecutionsequence tracing

(c) Displayandmaodification ofprogram variables

(d) Attachmenif specificallywritten debugcodeto the programunder test.

The debugger shall allow halting executioragfrogramat predefinedpoints, readingnd
modifying the registers and memory locations and executing step by step a picgneer.
shalldescribehefeatures oflebuggersor each typeof equipment.

4.5.1.5.Systemintegration
System integration services shallfrevided for adding new programs to the set of active
software after the programs have been tested. These services shall include commands
substitute one program for another, to set up or modify operating system tables, and 1
schedule and activate a ng@sogramwith a minimumof interference with thenormal
running ofthe SCADA/DMS functions. The capability to restore the system to its status
prior to the new programintegration shalbe provided.

4.5.1.6.SystemGeneration
Systenmgeneratiorsoftwareandproceduresshall be provided to generateanexecutable
objectcodeof all software,databasedjisplays,andreports.Employepersonnel shall be
able toperform a system generation site, using onlyequipmentsoftware, procedures,
anddocumentation supplied with the SCADA/DMS. It shall betnecessary to return to
the Contractor's facility or rely on the assistance of Contraet@onnel.

The proceduresecessaryo perform a complete system generation shall be provided as
interactive or batch commands maintained on auxiliary memory and on archive storage
source listings, and detailed manuals. System generation shall be accomplished witho
programming; only directives or control commands described in the procedures shall b
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required

4.5.1.7. CodeManagement
A code managementility shall be provided for documentingand controllingevisions
to all SCADA/DMS applicationprograms.The utility shall maintaina library of source,
object,and executablemagecodeand provide a controlled means for changinglibrary
files containingthis code.

The code management utility shall include inventory, version, and change control anc

reportingfeaturesProgramdependencieshallbeincludedin thelibrary for userreference.
The code management facility shall retarcomplete history of additiondeletions,and
modificationsof library files.

An integratedsourcecodedevelopmensubsystensupportingC, Fortran, Java,andC++,
other programming languages used in the SCADA/DMf@llsprovide a software

configuration management system to define the elements and the associated attributes
the applications provided in the SCADA/DMS. Source definitions for all elements of an

application shall be maintained in disk files under a cowmagement system. As a
minimum, the codemanagemergystemshall:

1) Manage sourceodeand binaryimages
2) Allow trackingof code changely date, authorand purpose

3) Managedocumentatiormodulesand associatehem with sourcecode,binary
imagesandotherdocumentation

4) Support multiple teams of programmers working concurrently on the same
modules

5) Provideanefficientlink betweemmodules

4.6. DatabaseDevelopmentsoftware
Thedatabasesrganizatiorshallbe designedo meetthefollowing major
functionalrequirements:

91 Dataconsistency,

1 Compliance with the system performance requirements
includingbothresponse timeandexpansion capabilities,

A Database&evelopmensoftwareshallbe providedwhich shallcontain databasstructure
definitions and all initialisation data to support the generation of all relaticeedltime
database (RTDB) nerelational en-time databases required to implementfthestions of
SCADA/DMS system. All the facilities required for generatimgegratingandtestingof
the databaseshall be provided with the SCADA/DMS system. The delivered
SCADA/DMS database shall be sized for the ultimate system as describs in
Specification.The databasedevelopmentfacility shall be available on developnent
systemcomprising of server & workstation. Once the database creatiodification
activity is over, the compiled runtime executable shall be downloaded tesakctive
machinesExecutingthe databasgenerating functions shall not interferewith the on-
line SCADA/DMS functions.

The database development function shall locate, order, retrieve, update, insert, and dele

data; ensurdatabasntegrity; andprovide forbackup andrecovery of database fil@he
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database developmentnittion shall generate and modify all SCADA/DMS data by
interfacingwith all databasstructuresThelocationof databaséemsshall betransparent
to theuserperforming databasmaintenance.

Extensivereasonabilityintegrity, and referential integrity checksshall be made oruser
entries to detectrrors athetime of entry.Invalid entries,such as entering anvalid data
type or attempting to define contradictory characteristics for a databaseshathpe
detected and rep@d to the user in an error message. All error messages siraiblagn
English. The user shall not be requitedepeaistepshatwere correctlyexecutedgrior to
the erroneous action. Help displays shall be available to proadtstional, detailed
information totheuser on request.

All newly defined points shall be initially presented to the user with default values for all
parameters and characteristics where defaults are meaningful. It shall also be possible 1
initialise a new database point description to an existing database point description. The
usershall be guidedto enternew data,confirm existingdata,and changedefaultvalues
asdesired.

All required entries for any database item selected for chasigdsbe presented to the
user. When parameters are entered that require other parameters to be specified, tt
additionalqueriesprompts,anddisplayareagequiredto define the additionalparameters

shall bepresented automatically.

(a) Add, modify, and delete telemetered,nontelemetered,or calculated
database items anldtasources sucas RTUs/ FRTUs / FPatalinks,
and locall/O.

(b) Add, modify, anddeleteapplicationprogramdata

(c) Create anewdatabase attributer newdatabaseéype

(d) Resizetheentiredatabaser a subsetf the database

(e) Redefinethestructureof anyportion ofthe database.

The databaseool for creation,editing, generationgxport,import of ICCP database including
complete definition, association bilateral tables, objects etc. shall be podsd

4.6.1. Run-Time Database Generatiorand Maintenance

The database development software shall genexaeEmental database changssvellas
runtime (loadable) databases from the global source databaseefiseed database)
Incremental structure changes in the source database such as addition of a bay or
substation shall not require regeneration of the entirimmdatabase. Based on tisure

of the change, the database development software shalindetewhich portion ahe
database muste regenerateandwhich displays reports, andsoftware functionsnustbe

re- linked.

All errorsthatwerenotdetectedluringdataentry timebutareencountered duringin-time
database generation shall lagged. The database generation routines smitinue
processing the database in an effort to detect all errors present in the daefoase
terminatingthe generation task.

4.6.1.1. Data Retention

Thedatabasegeneratiorprocesshallretainandutilize datafrom thecurrentSCADA/DMS
database in the newly generated database, even when a newly getetediade contains
structure changes. Data to be retained across database generati@halyoletude, but
notbelimited to, quality codes, nraual entries, tagdistorical dataand tuningparameters.
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4.6.1.2. Making DatabaseOnline

After an erroffree database generation, the user shall be able to test thbaksan an
off-line server prior to its use in an-tine server. The previous rutime database of the
servershallbearchivedsuchthatit is availableto replacethenew databaseupondemand.
Thearchiveddatabaseshallbe deletedonly whendirected bytheuser.

Newly generateduntime databaseshall only be placednline by user command.
Following the assignment of a new database to a server and on user demand, the databs
management software shall access each SCADA/DMS server to ensure that all databas
areconsistentinconsistencieshallbeannunciated tthe user.

4.6.1.3. On-Line DatabaseEditing

4.6.1.4.

4.6.1.5.

4.7.

Selected database management functions and changes tetimeauwtatabase shall be
possible without requiring a databasegeneration.These shall be limited to viewing
functions and changes to the contents, but naitthieture of the database. @me changes
shall be implemented in all applicable SCADA/DMS +#ime databases withogystem
downtime. Changes shall also be implemented in the global database to Hreduitee
changes are not lost if a database regenera performed. Oiine databasediting shall
not affect the SCADA/DMS system's reaction to hardware and soffaitwees nor shall
it require suspension of exchange of data among servers for bawlpgses.

Tracking DatabaseChanges

The databasenanageutility shall maintainAudit trail files for all changesnadeby all
users.The audittrails shallidentify eachchangeincluding dateand time stampfor each
change, and identify the user making the change. An audit trail of alds®tmonths

shall be maintained and another audit trail maintaining records of who/when perfoemed
editoperation shalbe maintainedor a periodatleast 2 months.

Initial DatabaseGeneration

The initial database shall contain all degguired by the SCADA/DMS systems. Default
values shall be used in consultation with the employer for data that is not provided by
employer. Population and maintenance of the distribution network model should be
possibleby usingthe databasmaintenancéoolsto build thedatabasérom scratch.

Display Generationand Management

SCADA/DMS displays shall be generated and edited using interactive display generation
software delivered with the system. The display generator shall be available on
developmentsystem & once the display/ displays creation/ modification activity is
complete, the compiled runtime executable shall be downloaded on all
workstations/servers.

Thedisplayeditorshall supportheimportantconstruction optionkke:

1 Copy/move/delete/modify,

1 Building atdifferentzoom level,

9 Linking of any defined graphics symbol to any database pointuBop
menus,

9 Protection of any data field on any display against user entry based on
log- on

1 identifiers
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1 Activation of new omodified displays for any application or across all
applications of the system by a simple command that causes no noticeable
interruptionof on-line DMS systemactivity.

All displays.symbols segmentsanduserinteractionfields shallbemaintainedn libraries.

The size of any library and the number of libraries shall not be constrainsaftimare.

Thedisplaygeneratoshallsupporthecreation editing,anddeletionof libraries, including
copying of elements within a library and copying of simillEngentsacross libraries. A
standard set of libraries and librarieé all display elements usedn the delivered

SCADA/DMS systemshall beprovided.

Displays shalbe generatedn aninteractive modeThe useshallbe able tointeractively:

(a) Developdisplayelements

(b) Link displayelements tdhe databas&ia symbolicpointnames
(c) Establishdisplayelementdynamicsvia databasénkages

(d) Define linkagego other displaysindprograms

(e) Combineelementsandlinkagesinto displaylayers

(H Combine displayayersinto displays.

The display generation,compilation & loading shall not interfere with the on line
SCADA/DMS functions. All user interface features defined in this Specification shall be
supported byhedisplaygenerator.

4.7.1. Display Elements
The elementsavailable to createa display shallconsistof graphic primitives symbols,
segments, User Interaction Field and layers. These elements shall be available to be linked
the SCADA/DMS functions andlynamically transformed on the display as governed by
linkagesto thedatabase.

4.7.1.1.Segments

The display generator shall support the construction of display segments consisting of
symbols, primitives, andlynamic linkages to the database and ustarface. Typicaluses

of display segmentsare pull-down menus, bar charts, and common circuit breaker
representations. The display generator shall be aldave display segments in segment
libraries for later use. The SCADA/DMS systaimallinclude a baselibrary of segments
commonlyusedby displaybuilders.

Thedisplaygeneratoshall supportthe addition, deletion, and modificationof segments,
including the merging of one segment with another to create a segment. Segment
size shall not bemited. Segments shalle defined at an arbitrary sctetor selectetdy the
user.

4.7.1.2.Dynamic Transformation Linkages

Dynamic transformations shdléeperformedon symbolsand display segments basagdon
dynamic linkages to database variables. All linlage the database shall be defined
symbolic point names. Each symbol or segment stored in a library shall intslaig@amic
transformation linkages, although the specific point names shall be exciDgedmic
transformation linkageshallsupport thelynamicdatapresentation.
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4.7.2. Display Generationand Integration

The displays shall be constructed from the display elements described above. The displa
definition shall allow displays to be sized to meet the requirements dB@#AOA/DMS
application for which they are used; displays shall not be limited by the size of the viewable
area of the screen. The display generation software shall allow unbroken viewingdisptag

image being built as the user extends the size ofisipéagt beyond the screen simaits. Each
display shall include the display coordinatesdefinition that will permit a useto navigate
successfullyo theportion ofthedisplaythat isof interest.

It shallbe possible for aserto build a newdisplay startingvith a blank screen or aexisting
display. The definition of each layer shall include a range of scale factors overthlielger
shall be visible. The display generator shall also support manual control ofvispity,
where the ser of the display shall determine the layers on view. Each displajnowaporate
manually and automatically (by scdbetor)displayedayers. The user shallalsodefinethe
periodic update rate of the dynamic information on the display angragyans called before
or after presentation dhedisplay.

Thedisplaygeneratoshallsupporttheintegrationof new and edited displays into thective
display library. During an edit session, the display generation software shall allosethi
store andecall any display. To protect against loss of display work when comiailterthe
current work shall be automatically saved every 5 minutes (user adjustable pboikary
memoryfile.

Thedisplaygeneratoshallverify thatthedisplayis completeanderrorfree beforeintegrating
the display into the active display library. A copy of previous display library seabved &

protectedand it shall be brought back on line or can be deleted upon userequest.. It
shall not benecessary to regenerate any display following a complete or peyssm or
database generation unless the database points linked to the display hanedified or
deleted.

Report Generation Software

TheSCADA/DMS /OMS systenshall include report generationsoftwareto generateew

report formats for SCADA/DMS/OMS and edit existing report formats. The userlshall
guided in defining the basic parameters of the report, such as the report databaseainkages
symbolicpoint namesthereportformat, the reportactivationcriteria, the reportdestination
(workstation printer,or textfile), andtheretention period for theeportdata.

The usershall be able to construct periodiageportsand adhoc queriesvia interactive
procedures. The capability to format reports for workstations and printers shall be provided
The user shall be able to specify the presentation format for periodic reportslanchaery
reports as alphanumeric display formgitaphical display formatr alphanumerigrinter
format. The usershall beableto specifythat processingunctions,suchassummationsand
other arithmetic functions, be applied to portions of the report data theemeport is
processed for display, printing, or file storagbeTsoftware shall provide f@eneration of
reports that are the full character width of the printers and that use all @iitier's
capabilities, such as font sizes and styles and print orientation. For repeditiata the user
shall be able to dhin the data from a retained report, modify the depeat the inherent
data calculations, reprint the report, and save it in a report retentiom &leéxiliary memory
without destroying theriginal report.
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4.9.

4.10.

4.10.1.

4.10.2.

The user shalllso be able to access a retained report, modify its point linkagesiatdbase,
modify its format, and save it in a report retention file on auxiliary memorynasvaeport
without destroyingheoriginal report.

Executing the report generating feionis shall not interfere in any servef the systenwith
theon-line SCADA/DMS functions.

SystemGeneration and Build

System generationincludes the activity of generatingan executableobject code of all
databases, displays, and reportgepiired for SCADA/DMS system. System build is the
process under which all the above executable and the executable provided for SCADA/DMS
application software are ported to the SCADA/DMS system hardware and configumiageo

it operational.

The contraair shall do the complete system generation and build as required for successfu
operatiorof the SCADA/DMSsystem.Thecontractor shakhlsoprovide the completebackup

of the SCADA/DMS systemin electronicmedia such as tapes, CDs, MO distsEmployer
personneshall be able to restore theSCADA/DMS systemat site by usingabovebackup
tapes/CDsetc. The contractorshall provide the proceduremecessaiy restore the system
from the backup tapes/CDs etc. The DR system shall alwayspdatedsetof systembuild.

It shallbesynchronizedvith the SCADA/DMS controlcenter.

Software Utilities

All softwareutilities usedto maintainSCADA/DMS software whetheror notspecifically
requiredby this Specificationshall bedeliveredwith the system.

The software utilities shall operate -bne (in background mode) without jeopardizing
otherSCADA/DMS applicationfunctionsthatis runningconcurrently. This utilitysoftware
shall be accessible from workstatioqgpgramming terminals, and commafiés on
auxiliary memory.Multiple usersshall haveconcurrentaccesdo a utility programtask,
providedthereareno conflictsin theuseof peripheraldevices.

File ManagementUTtility

File managementtilities shall be providethatallocate, create, modify, copy, seardist,
compressexpandsort,merge, and delete program files, display files, and datfiles on
auxiliarymemoryand archivestorage.

Auxiliary Memory Backup Utility

A utility to backup auxiliary memory of server and workstation files onto & ssécted
auxiliary memory or archive device shall bapplied. The backup utility shall allow foser
selection othefiles to besavedbased on:

(a) Serverandworkstation

(b) File namegincludingdirectoryandwildcard designations)
(c) File creationor modificationdateandtime

(d) Whetheror not thefile was modified sincéhelastbackup.

A backup utility that can back up all server and workstation auxiliary memories amiglex
targetauxiliary memoryor archivedeviceshallbe provided.The backuputility must ensure
that the source auxiliary memory files @agptured properly regardless of cachamgvity.
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4.10.3. Failure Analysis Utility

Failure analysis Utility shall be provide produce operating systewmnd application
programstatusdatafor analyzingthecauseof afatal programfailure. Thefailureinformation

shall be presentedn a condenseduserorientedformatto help the userfindthe source of
the failure. The information shall be presented on displays and recordestdoicalrecords
and usefrequested printed reports.

4.10.4. DiagnosticUtility

The system shall have suitable auto diagnostic feature, on line & offline diagutdgitcfor
ontline andoff-line monitoringfor equipmentof SCADA/DMS system shall berovided.

4.10.5. Systemutilization Monitoring Utility

Software utiity shall be provided in each server and workstation to monitor hardware and
software resource utilization continuously and gather statistics. The monitoring shall occur
in reattime with a minimum of interference to the normal SCADA/DMS functions. The
period over which the statistics are gatheredshall be adjustableby the user, and the
accumulated statistics shall be reset at the start ofpesicid. The statistics shall bgailable

for printoutanddisplayaftereach periocdind on demand durirthe period.

4.10.6. Other Utility Services
On line access to user and system mandafsall software/Hardware products (e.g.,

Operating System and Relational Database Software/hardware)and SCADA/DMS
applicationsshall beprovided with computesystem.

End of Section2, Chapter 4
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Section-2, Chapter -5
HARDWARE REQUIREMENTS FOR SCADA/DMS

5.1 Introduction

This section articulates the hardware requirementsfor the SCADA/DMS system. The
conceptual hardware configuration diagramS&ADA/DMS control center is indicated in
Figure1l of section 1 chapter 1. The bidders are encouraged to optimize the hardwareds
where SCADA, DMS & ISR applications can be combined or distributed ircampination
with adequate redundancy. Howegeantity of servers shall be as per detailiddf quantities
for SCADA/DMS defined in section 8. Bidder shall assess the adequaeydware specified
in the BOQ & if any additional hardware is required to meet alléfairements of the technical
specifications, the same shall also be included in the offerBidaershalloffer the minimum
hardwareconfigurationasspecifiedherefor variousequipment, however if required, higher end
hardware configurations shall be offered to me#tthe requirenents of the technical
specification. The redundant hardware such as sgiecsptDTS,developmenserver), CFE,
etc.shallwork in hotstandbymannerlt is necessary to ensure that the functional requirements,
availability & performanceaspects armet as per SCADA/DMS system specification.

5.2 General Requirementsfor Hardware

All hardware shall be manufactured, fabricated, assembled, finished, and documented with
workmanship of the highest production quality and shall conform to alicapp quality
control standards of the original manufacturer and the Contractor. All hardware components
shallbenewandsuitablefor thepurposespecified All hardwaresuchas computerscomputer
peripherals/accessorietc.andnetworkingproductpropose@dndimplementedhallconformto
latestproductdasednindustrystandardAll hardwareshallbeof reputed make.

All servers and workstations shall include s#iignostic features. On interruption of power
theyshallresumeoperationwhenpoweris restoredvithout corruptionof anyapplications.

The hardware shall be CE/FCC or equivalent international standard compliance. The
specification contains minimum hardware requirement. However, the contractor shall provide
hardware with configuration equal or above to meet the technical functional & performance
requirement.Any hardware /software that is requiréal meet functional, performance &
availability requirement shall be provided by Contractor & the same shall tgomed in the

BOQ at the time of bid. If not mentioned at the time of bid, contractor shall provide the same
without any additional cost to the owner the proposed system shall be designed for an open &
scalable configuration, to ensure tihéer-compatibility with other systems of the Utility, the
future smooth expansionas well as the easy maintainability. The proposedhardware
configuration should be extended by adding either CPU processors / memory boards / disk:
etc.indeliveredunits oradditionalunits for capacitgxtension.

The configuration of the SCADA/DMS shall comprise a distributed computing environment
with an open systemsarchitecture.The systemarchitectureshall be open internally and
externally to hardware oapplication software additions, whether supplied by the original
supplierof the SCADA/DMS or obtainedrrom third partyvendorspothfor capacityexpansion

and for upgrading functionality, without affecting existing SCADA/DMS components or
operation.
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To be recognized as a true open computer system, all internal communications among the
SCADA/DMS Servers and all external communications between the SCADA/DMS and other
computer systems shall be based on widely accepted and pubhgtmgtional or industry
standards which are appropriate and relevant to the open systems concept or shouldltiave a
provenacceptancamongutilities. This appliesto the operatingsystemdatabasenanagement
systemanddisplaymanagemergystemaswell asto APIs providingstandardized interfacing
between Systermoftwareandapplicationsoftware.

Thecontractorshouldensurehatatthetime of final approvalof hardwareconfiguration/BOQ,
all the above hardware are current indusstandard models and that theguipment
manufacturer has not established a date for termination of its production fpradudts Any
hardware changes proposed after contract agreement shall be subjetbltovtingy: -

a) Suchchanges/updateshallbe poposedandapproval obtainedrom Employer alongvith
theapproval ofDrawings/documents.

b) The proposedequipment shall be equivalent or with better features ttiean
equipment offereih the Contract.

c) Completejustification along with a comparative statement showing the original and the
proposedardware features/parameters including techmicathures shall beubmittedo
the Employerfor reviewandapproval.

d) Changes/updatgsoposedvill be atno additionalcostto theEmployer.

5.2Hardware Configuration

In this technical specification all hardware has been broadly classified as server and Periphere
device. The term "server" is defined as any geraugbose computing facility used for hosting
SCADA, DMS & ISR applicationfunctionsasdefinedin thespecification.The serverstypically
serve as the centralized source of datusad di
for all equipment other than servePeripheral devicéncludes Operator Workstationd/AN

router, LAN, Printer, Time and Frequency systentxternal Auto loader, External Cartridge
Magnetictapedrive, VPS, RTU/FRTUetc.

5.2.1 Servers

The OEM of servershall be member of TPC/SPECMARK. can be broatHgsified into
the followingcategories:

A) Application server

1 SCADA
DMS (GroupA ONLY)
OMS (GroupA ONLY)
ISR
NMS
Webserver

=4 =4 4 -4 -4

B) Communication server
1 Fronti Endserver(Communicatiorront End)FEP(CFE)
1 ICCP/Inter control center communication server

C) Deimilitarized server (DMZ)
1 Webservemwith loadbalancing
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D) Training & developmentsystemserver
1 DTS#
1 Developmental server #

E) Datarecovery
DR/ Communication server »

Theminimum hardwareconfigurationof the servers shall be:

1 2.4GHZeachprocessor(in casetheofferedservers RISC& EPIC
basedorocessor speeshall beat leastl.2GHz)

Minimum 2 Processors

16GB Main memory(RAM)

1TB HDD

1 9L&ED color monitor

Keyboard &Mouse

Dual 10/100/1000MbpEthernetports(Singlefor DTS & Developmental
server #)

One hotpluggableportfor external STORAGHrive

TPC/Specmark performanceompliance

redundanpowersupply

redundantan
SCADA/DMSandotherservershallbeRISC(ReducednstructionSetfor Computation) or
Non RISCe.g.EPIC/CISC etc.

E

E R

ContractoishallprovidecubiclemountedserversThemain& standbyservershallbeprovided
with separate cubicles where each cubicle can be provided with one set ombHir,
keyboard andmousethroughKVM switch with retraceable tray.

5.2.1.1Application servers

RedundantSCADA/DMS serversshall house SCADA/DMS application. RedundantISR
application shall be provided with common external memory for mass historical data storage
and retrieval. The external memory shall comprise of multiple hot pluggable type hard disks
configured in RAID configuration. (Except RAID) The external memory shall be connected
either directly to the ISR server through SATA/ SCSI /SAS interface or directly on the LAN
(Network Attached StorageAlternatively, the bidder may offer RAID with ela server taneet

the mass storage requirement in place of common external meffegyninimumrequirement

for externalRAID for ISR serverds asbelow. The SCADA shall includehistorical data storage
configured to store historical data at the storatgsrdor the requireperiodof time,andfor the
Ultimatehistoricaldatabassizesgivenin section8.

StorageArray

ControllerCache’512 MB per controllerstandard

Integrated RAID controller with an LCD/LED status display and 256
MB

read/writebatterybackedcache(expandabléo 512 MB per controller).
HostlInterface:Fiber Channelconnectiorpercontrollerfrom the host
side

HostPortsperController:Dual 2 Gb/sRAID Levels(EXCEPTRAID 0)
Redundant Controller: Yes

= = = = E
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RedundantWeb / Active Directory Services Server shall host Web Applications for
SCADA/DMS LAN andtheDNS configuration

RedundanNMS server shall be provided twstNMS application
5.2.1.2Communication Servers:

5.2.1.2.1FEP (CFE) Server

Theredundant FEP server shall be a functional unit that offloads the task of communication &
pre-processing between RTUsS/FRTUS/FPIs & SCADA/DMS servers. All RTUs/FRTUs/FPIs
shall be connectedto CFE through IEC 608735-104/101 link.. For any existing
RTUs/FRTU/FPthatareto beintegratedinterfacemustbeavailableto use existingprotocols.
Freeslotsshallbe madeavailableinsidethe FEPserver soasadditionalcommunication boards

can be pluggeth to meet the network future expansion. Eachnaleashall be assigneda
differentprotocolandthe front-endshallbe ableto manage severalrotocolsin parallel.

Theredundancyf front-endservershallallow handlingof RTUs/FRTUs/FPIsonnecteceither
through single channel or redundahtinnels. In both cases, one FEP server shall be abketo
controlof all RTUs/FRTUs/FPIghannelsin order to meetn e t w oexparsisrbehind the

full capacity of a pair of FE servers, it shall be possible to connect additiorsaleFE vpains s 6
tothe LANs. Eachcommunicatiorine shallbeableto supporits owncommunicatiornprotocol.

The CFEshallcomply VPN/ SSL basedsecurity for connectingith IEC 608735-104&101
nodeson public networks Furtherthenodesand CFEshallbeself-certified by manufactureras
NERC/CIPcompliantto complywith future smartgrid requirements.

All FEPs shall not have open ports other than needed for protocol traffic / SCADA traffic, and
shall have an audit trace of all login attempts / connectiematss. This FEP shall exchardpta
through secure®SL / VPN and encryption of protocol traffic whether it is a is putditwork

or a dedicated one. The equipment should take control command from desigaated P
addres®nly and nootherlP.

All RTU/FRTU/FPI shalbe connectedo theSCADA/DMS Control Center.

RTU Communication Card / Module shall support VPN / SSL Security / Encryption of data
coming to it through Public network, and then send over private & secure Utility network to the
SCADA Control Center.

The Communication Servers shall be able to processitisiamped data and can be directly
connectedo GPSdevicefor time synchronization

5.2.1.2.2CCP Server/inter control centercommunication server

Depending upon the protocol i.e ICGPther intercontrol center protocol used as permisamble
perthis specificatiorfor , theservershallbecalledasICCPor inter controlcentercommunication
server. Theredundant ICCHihter control center communiation serverservers shall be
installedateach SCADA/DMS controlcentersof eligible towns of the statend DR center &
shallbeusedo retrieve transmitandprocesslatato andfrom remotesources

i.e. remote controtenters. Data retrieved angrocessedfrom remote sources may be stored

in communication servers, which then distributes the data to other servers periodically or on
demand.The server maylso beused by utility to exchange data with State Load Dispatch
Centers(SLDC) of the statewhere schemewill be implementedfor exchangeof scheduling

data
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5.2.1.2.3Network Managemengystem(NMS) Servers

RedundantNMS servers shall beised for configuration management, fault manage&ent
performance monitoring of servers, workstations, routers & LAN equipments etc. Part of the
above functions malye performedby other servers as per the standard design of offecstlict.

5.2.1.2.4VNebserverswith Activedirectory:
RedundanWeb serversvith activedirectoryLDAP, DNS shallbe provided.

5.2.1.3 Demilitarized/ Security servers

5.2.1.3.1Webserverswith Firewalls and IPS:

Redundant Web servers shall be provided to allow the access of SCADA/DMS system data,
displaysby outsideusersOneroutershallbe providedwhich shall be connected to trexternal
LAN/WAN communicating SCADA/DMS system. The exterh&N/WAN usersshallbeable
to accesSCADA/DMS data through th#&Veb servesystemthroughthis router.

Web servers shall also be provided with Hessed Intrusion prevention & detection system
(IPS ). The hosbased IPS will be installed in both the Wsdrvers. The Network basdeS
shall be suppliedfor both the SCADA/DMS dualLAN and DMZdual LAN.

All necessary hardware & software for W8brvers with firewalls andPS shall be supplied
by the contractor.

The design& configuration,permertization placementof DMZ shall be suchthat SCADA

/IDMS system shall be protected from intrusion /vulnerabilities from outside world as per
IEC62443, IEC 6235B, ISO/IEC27001. The cyber security same shall certified on SAT by
CERT.IN empanelled agency/ NCIIPC or any Gol agenefore Operational acceptance by
SIA . The same shall be required to be verified at least once annually or Majad@pghange

on the system or data of validity of certification which ever earlier during the gevi8dalso

and maintairrequired performancandfunctional requirements

5.2.1.3.2Firewall:

Two firewalls shall be provided, one between Web serveiSGBADA/DMS dual LAN and
another between Web servers & W eb server dual LAN. Specification of the firewall is given in
thechapterfor software requirements.

Contractor shall providequivalent tools such as Apache etc.for Web servers if UNRINIOX
Olsis usedto meetthe securityrequiremenasenvisagedn the specification.

5.2.1.4Training & developmentsystemserver
5.2.1.4.1 DTS server,

A non-redundanservertto hostDTS applicationshallbeprovidedto impartthe training.

5.2.1.4.2Developmentserver

A non redundanserverto hostDevelopmentabpplications shalbe provided
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5.2.1.5Data recoverycum communicationserver

Redundant DR server shall be provided with common external memory for mass historical
data storage and retrieval. The external memory shall comprise of multiple hot pluggeable
hard disksconfigured in RAID configuration. (Except RAID) The external memorghall
be connected either directly to the ISR server through SCSI/SAS interface or diretily
LAN (Network Attached StorageAlternatively, the bidder may offer RAID witach serer
to meet the mass storage requiremerlace of common external memory.. Tiaimum
requirement for external RAID for ISR servers is as below. The SCADA sidillde
historical data storage configured to store historical data at the storage ratesygquired
periodof time, andfor the Ultimate historicaldatabasa&izes giversection8.

StorageArray

ControllerCache: 512MB percontroller standard

Integrated RAID controller with an LCD/LED status display and 256 MB read/write

batterybackedcache(expandabléo 512 MB percontroller).

HostlInterface:Fiber Channelconnectiorpercontroller fromthe host side

Host Ports per Controller: Dual@b/sFC enabled

RAID Levels(EXCEPT RAIDO)

RedundanController: Yes

E

T
T
T
T

5.2.2 Operator Workstations

The operator Workstation console shall be used as a Man Machine Interface (MMI) by
despatchefor interactingwith all SCADA/DMS system OperatoMVorkstationconsolesshall

also be used as development console to takieuglopmental/ maintenance activities sash
generation/updationf databaseglisplaysetc.& to imparttraining throughDTS workstation
consoles. -

Each workstation shall consist dual monitors & single keyboard and a cursor positioning
device/mouse.

Workstation consoles for development system stisdl beavailable with singl@ FT monitor
Operator workstation consists of a console driving single/ dual monitors as diefitresl
BOQ.

Theusershall beableto switchthe keyboardandcursorpositioning devices aunit between
bothmonitorsof console Theminimumhardwareconfigurationof operatomworkstation shall
be:

2.4GHzprocesso(in caseRISC& EPICit shallbeatleastl.2GHz)
2 GB Main memory(RAM)

1TB Auxiliary memory(Hard disk drive)

21 TFTcolourmonitors

Graphic adaptor cards

Two speakersor audiblealarmswith configurable tones
Keyboard &Mouse

Dual 10/100/1000Mbp&thernetports

E R -

Thespecificatiorof RemotevDU is sameasof workstationfor SCADA/DMS systemmentioned
above, except, it shall have suitable software & hardwarfadititate remote VDUuser to
monitor remotely, the real time power systdrom SCADA/DMS system & havéacility to
generataeport. The additionalassociatethardwaras mentioned irthe BOQ.
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5.2.3 LED color monitor

The LED monitor shall haveflat panelcolor screenThe following is the minimum
characteristicef LED color monitors

S. Specification For 1 9 raonitor For210monitor
No
1 | Diagonal 190 210
Viewablesize
2 | Viewing angle Sufficiently  wide Sufficiently wide
horizontal& vertical horizontal& vertical
viewingangles viewingangles
3 | Responsdéime 5msor better 5msor better
4 | Resolution 1920x108Q(Full HD) 1920x108Q(Full HD)
5 |0On screen Yes yes
control
6 | Anti glare & Yes yes
anti static
7 | Tilt , Swivel yes yes

Monitor shall haveinbuilt audioandspeaker

524 WAN router

WAN router shall be requiredfor dataexchangeof SCADA /DMS control centerswith

other systems (Other Data center,SLDC etc. if envisaged in the RFP ), remote VDUs and
LDMS & SLDC optional. Further, data exchange between RTU and SCADA control center
is alsoenvisageaver MPLS usingrouters.The dateexchangebetween the twacentershadl

be over TCP/IP using Ethernet based communication network on various mediurg3, viz
radioetc. Theroutershallhavethe following features:

1 support theDSI andTCP/IPprotocols

1 supportX.21/V.35/G.703nterfacefor interfacingcommunicatiorlinks
The data exchange between the two centers shall be primarily over MPLS based secure
networkusing TCP/IP on various mediumsas per the requirementand availability irthe
respective project area viz FO, radio, V-SAT etc.by network bandwidth service
provider(NBSP) part of SIA team.Therouter shall support the O8hdTCP/IP protocols.

TheWide ArealLinks areplanned for 2Mbps or higher Bandwidth capacity from IG&XNL,
MTNL oranyother NBSP)

TheRouterofferedshalldeliverhigh performancdP/MPLSfeaturesandshallsupportLayer
3 MPLS VPN connectionlt shall supporPPP/Fram&elaytransportover MPLS.
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1)

5)

The Routers shall be configurable and manageablethrough local console port, http
interface NMS software ancswell throughTelnet.

The Router shall provide builh monitoring and diagnostics to detect failure of hardware.
The Router shall be provided with LED/LCD indication for monitoring the Operatsbatals.

The configuration changes on tReuter should take effect without rebooting the router or
modules.

Memory Flash:Minimum 8MB andupgradablaip to 72MB SDRAM: Minimum 64MBand
upgradablaip to320MB

2) Console Port01 No. for configurationsanddiagnostidests

3) LAN/WAN Port: Therouter shall support variety of interfaces as per the concerned
utility's requiremenatsitelike V.24,V.35, E1,Channelized1 etc.along with following
minimum number ofports:

e Two fixed 10/100M higlspeedEthernetports

e Two fixed Serial ports with synchronouspeedup to 2 Mbps and with
interfacesupportfor V.35, V.24ports

e Two fixedports ofG.703 E1(2 Mbps) interface

e OneAUX port

Total no of portsshallbe determinedy the connectivityrequirement.

All the interface cables fointerconnecting all LAN/WAN ports as well as connection to
SCPC/MCPC/ leasedl1 V.35 portsetc.shall bein the scopeof bidder.

4) Scalability: Should have provision of at least 100% additional number of free ports for
futurescalability

Network Protocol: TCP/IPandsupporfor IP version6. ShallprovidelP address
Management

6) RoutingProtocols:

RIP v1 (RFC 1058), RIPv2 (RFC 1722 AND 1723), OSPFv2(RFC1583& RFC 2328),

OSPF on demand (RFC 1793), BGP4 with CIDR implementation as perlRFC The
implement should be compliant as per RFC1745that describesBGP4/IDRP IP OSPF
interaction. It shall provide Policy routing to enable changes to normal routing based on
characteristicef Network traffic.1S-IS protocol support (RFC 1195).

7) WAN Protocols:

FrameRelay(LMI & Annexed& ITU AnnexA), PPP(RFC1661)Multi-link PPP(RFC1717),
HDLC/LAPB, FrameRelay supportshall include Multi-protocolencapsulation over Frame
relay based on RFC1490, RFC 1293 for Inverse ARP/IP, D&upjtort

8) High Availability:

Shall supportedundantonnectiorto LAN
For high availability, the routershouldsupporthe standardbasedRFC2338Virtual
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Router redundandyrotocol(VRRP) or equivalent

9) Network Management:

SNMP, SNMPv2 support with MIB-1I and SNMP v3 with Security authentication.
Implementation control configuration on the Router to ensure SNMP access @&\MB
Manager othe NMS work Station.

RMON 1 & 2 supportusingservicemodulesfor Events Alarms, History.
Shouldhaveaccountingacility.

Shallsupportmultilevel access.

Shallbe Manageabl&om any OpenNMS platform.

Shallsupport fortelnet,ftp, tftp andhttp & httpsenabled Management.
Shouldhavedebuggindacility throughconsole.

AAA Authentication support shall be provided via RADIUS (Remote Authentication
Dial-IN User Service) and/or TACACS, PAP/CHAP authentication fdo-P links,
3DES/IPsec encryptiowith hardwarebasedencryptionservices.

T I I I B B B

10) Optimizationfeature:

Data Compressionfor both headerand payloadto be supportedfor Frame Relay and
Leased/Dialup WAN Links. Dial restoralon leasdink failure Dial ondemandor congestion,
LoadBalancing.

Supportfor S/W downloadsand quick boot from onboard Flash. Online software re-
configuration to implement changeswithout rebooting. Should support Network Time
Protocol for easynd fast synchronizatiaof all Routers.

11) QOSSupport:

RSVP (ResourceReservationProtocol as per RFC 2205), IGMP v1, v2 (Inter Group
Management Protocol Version 2 as per RFC 2236), Multicast Routing support lik&SRM
(RFC2362),PIM-DM etc.

Policy basedrouting (It shall be possibleto affect the normal routing processfor specific
mission critical traffic through specifiaaternateroutesin thenetwork).

A classbasedschedulingPriority Queuing mechanisnthatshall provide configurable
minimum Bandwidthallocationto each clasandIP Precedence.

CongestionAvoidancei RandomEarly Detection(RED). Supportfor Differentiated
Servicesasper RFC474,2475,2598& 2597.

12) SwitchingPerformance200Kppsor higherasperutility requirementt site

The following routers will be required as minimum, The minimum port requirement is
specified above. However, bidder shall determine no. of ports requirement on the basis the
interface & performance, availability & functional requirements & shall provide additi
featuresports over anédboveminimumrequirement specified:

o SCADA/DMS router

0 Intranetrouterat/DMZ

o DRrouter

0 RouteratS/S & remote/DUs locations
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5.2.5 Local Area Network (LAN) and Devicelnterfaces

Servers, consoles amdvices are connected to each other on a local area network (LAN),
which allows sharing of resourceswithout requiring any physical disconnections&rq/
reconnections of communication cable. Four LAN shall be formed namely SCADA/DMS
OR SCADA, DTS, developmertaystem & DMZ. Dual LAN is envisaged each for the
SCADA /DMS system & DMZ system & Single LAN is envisaged each for XS
development system. At DR center also redundant LAN is envisaged. LAN shall have the
following characteristics:

Shallconform tothe ISO 88020r IEEE 802 seriesstandards.

Shall preclude_AN failureif a serverdevice,or theirLAN interface fails.

Shall allow reconfigurationof the LAN and the attacheddeviceswithout
disruptingoperations

Shall be eithercontrolledLAN suchasTokenpassingor uncontrolledLAN such

as CSMA/CD

Shall have minimum of twenty four (48) ports of 10/100/1000Mbps per LAN
switch for SCADA/DMSLAN & (24)ports be considered for DMZ system, DTS
& development syste®& DR system each,)

> > D>

5.2.6 Printers

Except for theoutput capabilities unique tany printer type (such as extended charasts,
graphic print and colouring features), there shall be no limitations on the usepfraayto
perform the functions of any other printer. All the SCADA/DM\&tem printershall have
dualLAN interface either directly or throughternal/externaprint serversPrintersfor DTS

& developmensystemshallhavesingleLAN interface. The characteristicfor eachtype of

printeraredescribedelow:

a) Color inkjet printer

Color inkjet printer shall be used to take colored hardcopy printout. The Printer shall have
thefollowing features:

Shall be suitabléor printingon A4 & A3 size normal paper.

Theprintoutshall matcho object/content tte printed incolor & size.
Shallhaveresolutionof at leastl200X 1200dots peiinch.

Print time shall be less than 60 seconds per page for a colour pinmtautnal mode
for A4 sizeof printing.

Shall have suitable poftr connectivitywith RemoteVDU.

Shallhaveinput & output trays

1 Shallhavelandscap@andportrait printorientation

= =4 -4 -4

E R

B) Black & White Laser Printer

It is a multipurposeprinter usedto take prints of displays,reportsetc. The laserprinter
shall havethefollowing features:

1 Shall be blacl& white laserprinter
1 Havespeedf at least 1 pages peminute
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1 minimumresolution 0of1200dotsper inch
1 Landscapandportraitoutputorientation
1 Memorybuffer of atleast48 mbyte
1 Shallbe suitabldor a4 sizenormalpaper

C) Colour Laser Printer

It is a multipurpose printer used to take prints of displays, reports etc . The color laser printer
shall havehefollowing features:

1 shallbecolorlaserprinter

1 havespeedf atleastl0pagegperminutefor A3 & 17 pagedor 20pageper
minute

in color

600X 600dpi

Landscapandportraitoutputorientation

Duplexprinting

Memorybuffer of atleast128 Mbyte

E N N E

5.2.7 Time and Frequencysystem

GPS basetimefacility, using Universal Time Coordination (UTC) source, shall be provioied
time synchronization of computer system at SCADA/DMS control center. The time restiiler
includean offsetadjustmento getthelocal time. It shallhavepropagatiordelaycompensation

to provide an overall accuracy ofl.5microsec. The GPS system shall have dual
10/100/1000Mbp&AN interface TheGPSreceivershallbeprovidedin redundantonfiguration

The time receiver shall detect the loss of signal from the 8di@ce, which shall be suitably
indicated. Upon loss of signal, the time facility shall revert to its internal time base. The internal
time baseshall havea stability of 2ppmor better.

The GPSsystenshallincludedigital displaysfor time anddatein theformat DDD: HH:MM:SS
(thehour displayshall be in00to 23hour format)

GPS system shall also be used to drive separatedage date indicators which shall be 1Nall
mounted type. The display for time shall be in thehddr, HH:MM:SSformat. The display for
theday& dateshallbexxx format(MON throughSUN) & DD: MM: YYYY respectively.

Contractorshall provide wall mountedtype digital display units for time, day, and date &
frequency indication. The display of frequency shall be in the xx.xx Hz format. The frequency
shallbederivedfrom 230V AC supply.

Eachdigit onthetime, dayandfrequencyindicatorsshallbeatleast7.5cmin heightandshallbe
bright enoughfor adequatevisibility in the controlroomfrom a distanceof 15 meters.

The offered GPS clock shall also provide at least one 2 MHz (75 ohm interface confirming to
ITU-T G.703) synchronization interface to meet the time synchronizedquirement of the
communication systenirhis interface shall confirm to the requirements specified in-TI'U
G.811 for accuracy, jitter, wander etc. Alternatively, a separate GPS clock for synchromization
communicatiorsystemis also acceptable.
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5.2.9Digital Light Processing (DLP)or LED basedVideo Projection System

The contractor shall provide a video projection system based on modular DLP (Digital Light
Processingpr LED technology.All the screenmodulesof the VPS system,shall be suitable

to form combined high resolution projection images. The VPS system will be used to project
displays of SCADA/DMS system independently of workstation consabaitors. All the
operations envisaged from workstatmmsolgdispatcter) shallbe possible fronivPSalso.

The Contractor shall supply all necessary hardware and software, including thesoratn
drivers,adapterandmemory toseamlessly integratbe video projection system with theser
interfacerequirements described the specification.

The video projection systems shall be rear projection systems and shall be complete with all
projection modules, supporting structures and cabling. Design & installatidineofideo
projectionsystemshall be coordinated with the Employer during project implementatlidre
requiremenfor eachmodularvideo displaysysteminclude:

a) VPSscreen with 2x3 matriwith each moduleninimum 6 7 diagonal

b) VPSscreershall forma seamlessectangulaarray,usingmodules(0.5mm)max

c) VPS Graphicscontroller shall be interfacedto the SCADA/DMS systemthroughdual
LAN connectivity.

d) Eachprojectorshall providea minimum resolutionof 1400x1050pixels permodule.The
rear projectiorscreens shall beapableof displayingfull resolution ofthe LED source.

e) The VPS shall be capableof supportingmultiple display modesin which one or more
modulesshowoneor moreSCADA/DMS displaysconcurrenthasselectedytheuser.

f) This systemshall provide the samefunctional display capability as the full graphics
workstations.

g) The VPS shall have a horizontal & vertical viewing angle of approximately 160 degrees
minimum.The half gain angle shall be at least 40 degrees with a toleramce adgrees for
bothhorizontal& vertical directions.

h) The overall brightnessof individual projectorshall be at least550 ANSI lumens.The
luminancemeasuredt the screen shdde minimum 100 candelas/sgm.

i) Theprojectionbulb(lamp)shallhaveanaverageperatindife of 6,000hours(typical).
J) Centreto corner brightness shall generallyuniform.

k) The configurationof the VPS (no. of screensand size of eachscreen)is definedin the
BOQ.

) The VPS controller shall have audi@eo signal inputmodule to interface with video
conferencingequipment

Utility canalsoVPS basedon LED technologywith relevantparametersor LED type VPS from
theabovementioned features

5.2.10Furniture

Utility shallprovidenecessarfurniture& shalllook aestheticallpleasinglt is notin the
scopeof contractor.
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5.3 Auxiliary Powe_Supply for Computer systems

5.4

5.5

The computersystemshould be suitablefor operationwith singlephase,230 +10% Vac,50
+5.0%Hz power supplyTo ensure uninterrupted & regulated power supply to compystem,
suitable rating UPS are envisaged under auxiliary power supply specificaticabhds supply,
laying & their termination between UPS panel & computer system shall be soofeof
contractor.

The input circuit breakers are provided in the UPSpimtection against short circuits, any
additional fuses, switches and surge protection if necessary to protect the hardware shall also k
suppliedby the Contractor.

The auxiliary power to all computer system hardware shall be fed from parallel op&ratihg
system. On interruption of input AC power to UPS, the load shall be fed through UPS inverter
through itdés batteries. I n case of baibputery
supply toUPS), the computer system shall go for ordeHytdownto avoid corruptiorof any
applications. The orderly shutdown of computer system can be implementedredbghRTU

(where UPS alarmsshall be wired to RTU) or through suitableinterface withUPS Supplier
software.

Environmental Conditions

Equipment to be located in the SCADA/DMS control center building shall operate over an
ambient temperature range of°16 C to°32 C, with a maximum rate of change°of 5 C per hour.
Relative humidity will be less than 80% roandensing. In casef Altitude of 2000MSL orm
ore,thesamemaybe specifiedby utility

Acoustic NoiselLevel

The noise level of any equipment located in the control room shall not exceed 60dbA measurec
at threefeetfrom equipmentspeciallyfor theprinters.

5.6 Construction Requirementsof panels

In casethe equipmentsare mountedin paneltype of enclosuresthen suchenclosuresshall
meetthefollowing requirements:

a) Shall befree-standingfloor mountedandshallnot exceed200mm in height.

b) Enclosures shall be floor mounted with front and rear access to hardware and wiring
throughlockable doors.

c) Cable entry shall be through the bottom. No cables shall be visible, all cables shall be
properlyclampedandall entriesshallbe properlysealedo preventacces$y rodents.

d) The safety ground shall be isolated from the signal ground and shall be connected to the
ground network each ground shall be a copper bus bar. The grounding of the panels to
theo w n egrodngingnetworkshall bedoneby the contractor.

e) All enclosures shall be provided with, 230 VAC 15/5A duplex type power socket
& switch for maintenanceurpose.

f) All panels shall be provided with an internal maintenance lamp and space heaters,
gaskets.
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9)

h)

)
K)

)

All panelsshall be indoor, dugtroof with rodent protection, and meet IP41 class of
protection.

Thereshallbeno sharp cornerer edgesAll edgesshall beroundedo preventinjury.

Document Holder shall be provided inside the cabinet to keepefast, drawing,
maintenance registetc.

Coolingair shall bedrawn fromthe availableair within theroom.
All materials used in the enclosures including cable insulation or sheathing, wire
troughs, terminal blocks, and enclosure trim shall be maflamé retardant material

andshall not produc#oxic gasses under fi@nditions.

Suitablesizedterminalblocksshallbe providedfor all externalcablings.

5.7 Assemblyand Componentldentification

Eachassemblyn thesystemto thelevel of printedcircuit cards shallbe clearlymarked

with the manufacturer's part number, serial number, and the revision level. Changes to
assemblieshallbeindicatedby anunambiguoughangeo the markedrevisionlevel. All

printed circuit card cages amdl slots within the cages shall be clearly labelled. Printed
circuit cards shall bkeyedfor proper insertion orientation.

5.8 Interconnections

All signalcablingbetweercomponentnitsof the computersystemshallbesuppliedby

the Contractor. Plugype connectors shall be used for all signal interconnections. The
connectorsshall be polarized to prevent improper assembly. Each end of each
interconnection cable shall be marked with the cable number and the identifying number
andlocation of each of the cable's terminations. Each cable shall be continuous between
components; no intermediate splices or connectors shall be used. Terminations shall be
entirelywithin theenclosures.

5.9 Consumables

The Contractor shall supply, at its o@rpense, all consumables required for use during
all phasesof the project through completion of the system availability test. The
consumablétems shall includ@s minimum

(a)Printer paper

(b)Printertoner,ink. Ribbonsandcartridges

(c.)Storagedeviceslike bluray disc /CD in line with storagedevice of Server or
Workstation

5.10Certain criteria for Hardware /Configuration

1. Each SCADA /DMS control center and ZSCC shall have 1 DTS at control
center

2. Each DISCOM can have maximum 1 commorDgaster Recovery center for
SCADA/DMS cities (Group A). However, as per availability of infrastructure
by utility , the samenaycorrespondingo each controtenter

3. Each DR for ZSCC (Group B&C) or combined can be considered as per
infrastructureavailablity by utility
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4. Workstation

1 PER20S/SOR 3 WHICHEVER ISHIGHER
1 PER100FRTU locations OR2 WHICHEVER ISHIGHER

5. Remote VDUs shall be required at one each at Circle, Divisiond®igion
office, HQ (Commorfor all towns), controlcenter incharge.

End of Section2, Chapter 5
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Section2, Chapter 6
CONFIGURATION & SYSTEM AVAILABILITY

6.0 General

This chapter describes the requirement of monitoring and managing the SCADA/DMSwithtem
regard to its configuration and availability under norroahditions and under hardware and
software failure conditions

6.1 SystemRedundancy

9)

The SCADA/DMS/OMS system envisages some functions as critical functions and others as nc
critical functions as defined in Chapters 1 and 2.The critical functiondwsivalisufficienhardware

and software redundancy to take care of hardware or software failure condition wioereatcal
functions maynot be provideavith hardwareandsoftwareredundancy.

Theredundancyequirementor hardwareof SCADA/DMS system shalbeas follows:

ServersTheserversfor SCADA/DMS, OMS, ICCP, Communicationservers,ISRapplication,
serversfor DMZ/ securitysystemsystemsDR and shall be configured asredundantsystem.
(Except forDTS ,development server)

LAN and device interface AN shall be configured as redundant. All equipment, ex¢eEps,
developmensystem shall haveingleLAN)

Printers:All Printersshall benon redundant devices.

Operatoworkstations/ RemotéDUs: Theseshall beconfigured as neredundant devices.
Time and frequencysystem The GPSreceiverof time and frequencysystemshall be
configuredasaredundantleviceat SCADA/DMS control center.

Communicationfront end (CFE): Communicationfront endshall be configuredas redundant
system.

WAN Router: The WAN router connectedo dual LAN shall havechannelredundancyVideo
ProjectionSystem(VPS) shallbe nonredundant.

Every critical function must be supported by sufficient hardware redundancy to ensuredimai@o
hardware failure will interrupt the availability of the functions for a period exceeding the automati
transfertime.

Non-critical functions are those that support maintenance and development of daappasation
softwareand trainingof users No hardwareredundancyis envisagedor thesefunctions.

6.2 Serverand Peripheral DeviceStates

Server and peripheral device states represent the operating condition, of each server and peript
device.Thevariousstateshavebeendefinedbelow: Thesystem'seactionto restart/failoveioperations
shallbe governed byhe state. Server and periphedlalvicestates shall be assignedbythe function
restart,serverand devicefailover functions, and byser command.

6.3 ServerStates

Eachservershall beassignedo oneof thefollowing states:
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(a) Primary Stateln primary state, a server performs any or all of thdirmenfunctions described
in this specification and is referred as primary server. A primary server shall concurrentl
perform maintenanckinctions(e.g.updateof databasegisplayandreports).

(b) BackupState A server in backup state ieferred asbackup server. A backup serveplaces
a primary server/primary server groupthe event of primary server/primargervergroup
failure or uponusercommandlIt shallcommunicatevith the primaryserver(s) to maintain
backup databases and monitor the state of the primary serverf@ckiip servershall
concurrentlyperform maintenandeinctions.

(c) Down State A serverin down state shall not communicatewith the computer systeand
is notcapableof participatingin anysystemactivity

6.4 Peripheral DeviceStates
Eachperipheraldeviceshallbe assignetb oneof thefollowing states:
(a) Primary stateA device in primary state ieferred as primary devicelhe primary device
is logically attachedto a primary server or primary server group. If the primary server
or primary server group fails and its functions are reassigned to a backup seaakugr

servergroup,the deviceshdl follow the reassigned functions.

(b) Backup stateA device in backup state is referred as backup device. A backup devseslis
to replacea primary devicein the eventof primary devicefailure. It shallcommunicate

with the primary server grimary server groupo inform itsreadiness or it 0 s a
as a primary device. A device may be assigned to the backup stateskeyverfunction
andby useraction.

A backup device may participate in-bne activity alongwith the primary devias can
be the case withAN s. Forsuchcases, failuref any one device shall cause othevice
to takeup therole of both devices.

(c) Down state A devicein down stateis referredasdown device.
A downdevicecannotbe accessetly the computesystem.

6.5 Functional Redundancy

Every critical function must be supported by sufficient hardware redundancy to ensure that r
single hardware failure will interrupt the availability of the functions for a period exceeding the
automatidransfer time.

Non-critical functionsarethosethatsupportmaintenancanddevelopmenbf databaseapplication
softwareand trainingof usersNo hardwareredundancys envisaged for theganctions.

6.6 Backup Databases

Copies of all databases shall bmintained on the Backup server so that system operations may
continue in the event of Primary server, peripheral device or software faihedackup databases
shall be updated with the current contents of the primary databases such that all chamyesary
database are reflected in the backup database within 60 seconds of the change. The backup data
shall be maintained in such a manner as to be protected from corruption due to server afalldexice
Backup databaseshall be preservedfor systeminput powerdisruptionsof any duration.

The informationmaintainedn the backupmlatabaseshall include:
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a)

b)

c)

d)

e)

Telemeteredsalculatedandmanuallyenteredraluesandtheir attributes,including quality codes,
controlinhibit state,and tagdata

Data and associatedattributesmaintainedby the Information storagand Retrievafunction
Alarm, event, and summary displays (such asofimal, controinhibit, andalarminhibit displays)
or sufficient information twebuild the displays in their entirety (including the tiavel dateof

theoriginal dataentries,notthetime and date thédisplayis newlycreated)

Application function execution,control, and adaptive parametersand input and output data,
includingDMS functionssavecases.

Changesesultingfrom theadditionor deletionof itemsand restructuring of databases iexsisting
databasehall beautomaticallyaccommodated in tHeackup database.

6.7 Error Detectionand Failure Determination

All servers, peripheral devices, orntline software functions, and maintenancefunctions in
SCADA/DMS system shall be monitored for fatal error and recoverable errors. All errors shall b
recorded for review by maintenance personnel. Eggé of error (e.g., server failure, memory
access violation, device reply tiroait, or message checksum error) shall be recorded separatel
with adateand timetag.

6.8 Serverand peripheral deviceErrors

The Server/Device shabe declaredas failed incase offatal error. Server and peripheddvice
failure shallbe detectedand annunciatedto the user within 10 seconds of the failuiféor each
type of recoverable error the programmer shall assign a threshold. When the ammgeative
recoverablesrrors exceeds this threshold, a warning message shall be issuedgertter.

6.9 SoftwareErrors

Execution errors in ofine and maintenance functions that are not resolved by program logic
internal to the function shall be considered fatatware errors. Examples of errors that may be
resolved by internal program logic include failure of a study function to achieve a solution due t
violation of an iteration limit or arithmetic errors (such as division by zero) which are caused b
inconsigent input parameters or data. These errors shall produce an alarm informing theheser of
error but shallnot be considered fatal software errors. Fatal software errors shall resulireither
termination of the function or shall be handbla fatal Swer error. The action to hgerformed

shall be defined by the programmer for eachioa function and each maintenarfaection. If the
function is to be terminated, future executions of the function shall alsohii@ted until the
function is againnitiated bythe programmer.

On the occurrence of each fatal software error, Server and operating system error codes :
messageshall berecorded in th&CADA/DMS system.

6.10Server Redundancyand Configuration Management

Each server or server grogppporting the CRITICAL functions described in the specifications,
shall include at least one redundant server. The redundant server shall normally be assigned to
backup state and shall take the role of a primary serverin the eventof failure or upon user
command.

When a failure of a primary server in a redundant group is detected, the SCADA/DMS comput
system shall invoke the appropriate failover and restart actions so tHateofunctions assigned
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to the failed server are preserved. Thelina functions of the failed primary server shall be
assigned to the backup server by execution of a function restart within 30 seconds after detect
of server failure, except for ISR function. For ISR server function the corresponding time sha
bewithin 120 seconds after detection of server failure in case of failul@RKever, thdSR data

shall be stored in the SCADA/DMS system till the failover of ISR server is compledgditbdata

loss. This storeddatashall be transferredo the ISR serverautomatically afterestorationof ISR
server.

If on-line functions are restarted in a backup server, the server's state shall be changed to prim:
If backup servers are not available to perform the required functions, the SCADA/DMS compute
sysemshallattemptto restartthe failedprimary serverA completerestartof the Systemincluding

full updatefrom the field, shall not more than the stipulatedtime as specifiedaboveNo data

shall belost duringthetransferof operation.

A failover (transfer of critical functions) to an alternate Server shall occur, as a minimum, unde
anyoneof thefollowing situations:

Nonrecoverabldailure of aserverperforminga criticalfunction
Userrequestor a transfeof servers

Failureof a periodic/ scheduledunctionto executen schedule.
Violation of a configurabléhardwaredeviceerror countethreshold.

= =4 4 A

Failure of norcritical function shall not cause server failoveunnctions assigned to a failsdrver
in anonredundangroupmay belost until thefailed serveris restoredo service.Failureof server
operatingn thebackup statshallnot initiate failover action.

Failed server shall be switched from down to any other state by user command osbrvatl
reinstatement actions shall result in operator message. The messages shall identify the serve
affected,all serverstatechangesandthe succes®r failureof anyrestartoperations.

6.11 ServerStartup

Server startupshall be performed whenommanded by a user, wheerver input power is
interrupted and restored such that the operating environment of the server is established priol
restartingheon-line functions.Establishmenof theoperatingenvironmentnayincludeexecution

of self-diagnostics, reloading the operating system and system services, and corioeatidn
verification of communications withall nodes on the SCADA/DMS computer systémN.
Subsequent to server startup, a function restart shall bring the server()afptbpriateserver
State.

ServerStartup requirementareasfollows:

Cold Startin which default values are usedfor entire database. Acold start would be usezhly
to build the initial SCADA/DMS andto recoverfrom extraordinaryfailure conditions.
Server startup shall be completed within 15 minutes and all applicationsbehall
operationalwithin 20 minutesof applying power exceptfor ISR serverand itsdatabase
initialisation, whichcan beup to 60 minutes.
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Warm Startin which a previously savedrersion of the databaseshall be usedto initialiseall
real time data valuesServer startup shall be completed witHi minutes and all
applicationsshall be operationalwithin 15 minutes ofapplication of power.

Hot Start:In whichthememoryresidentersionof databasshallbeused for continuedoperation.
No reload of saved data shall be performed, although application sofegtaets.The
intent is that after hot restartnly the operations being performed at time of failure
may be lost. All on line applications shall be operational not moref#ilamer time.

6.12Peripheral DeviceRedundancyand Configuration Management

The devicdailover shall result in anrderly transfer ofoperations to ébackup device in thevent
of failure of primary device. The device failover function may replace a failed deviceawith
identical backupleviceor with a backuplevicethat isdifferentfrom the normal device.

Device failover actions shall be completed and the backup device shall be operating within
second®f detectionof thedevice failure All device failuresshallbeannunciated bglarms.

6.13 SystemConfiguration Monitoring and Control

Requireddisplaysshallbeprovidedfor theuserto review the systemconfiguration and taontrol
the stateof theequipmentThefollowing operations shabe possible:

Fail-over,switchingof statesandmonitoringof Servers angeripheraldevices.

)l
1 Control of the resourceusagemonitoring function and display of serverresource
utilization

1 The user shall be provided with the capability to interact with all functions dsphays.

It shall be possibleto atleastStop, Start, inhibit /enableandRestartany of the
functions.

1 Displaysto view andcontrolthe statu®f backupdatabaseshallalsobe provided.

End of Section2, Chapter 6
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Section 2, Chapter 7TESTING & DOCUMENTATION

7.0General

This section describesthe specific requirementsfor testing and documentationof the
SCADA/DMS system. The general requirements of testing and documentation are covered
Section?.

7.1Typetestingi

Equipment wherever mentioned in the specification for type testing shall conform to the type
tests listed in the relevant chapters. Type test reports of tests conducted in NABL accredite
Labs or internationally accredited labgth in last 5 years/ or validity of test of certificate
whichever is lower from the date of bid opening may be submitted. In case, the submittec
reports are not as pepecification,the type tests shall be conductedwithout any cost
implicationto employerbeforeapprovalduringdesign& engineering.Further, theequipment
indicatedin the MoP oderno 12/34/2020T&R dtd 08.06.21& CEA

/PLG/R&D/MII/2021 dtd 11.06.21and any amendmenfrom time to time shall be adhered

to. If there is alifference between the type test requirement mentioned above specifization
typetest requiremennentionedn the respective, th@oveshall prevalil

7.2 Factory AcceptanceTests(FAT)

The SCADA/DMS system including DR center (DR is part ofgihegect area) shall be tested

at the Contractor's facility. All hardware and software associated with the SCADA/DMS
system and atleast two RTUs alongwith, LDMS, 1 type of numerical relays and one SCADA
enabler each (if part of supply under this projectp&RTUs & all Remote VDUSs, shall be
stagedor the factory testingand all remaining RTUs/FRTUs/FPIs shall be simulatedtfer
complete point counts (ultimate size). The requirements for exchanging data with other
computer systems like DR (if DR is nopart of the project area), data exchange with other
envisagedhallalso besimulated.

Each of the factory tests described below (i.e. the hardware integration test, the functiona
performance test, integrated system test and unstructured dlealispe carried out under
factory test for the SCADA/DMS system. The factory tests, requiring site environment, shall
be carriedoutduringthe Field Testsaftermutualagreementor the samdrom owner.

7.2.1 Hardware Integration Test

The hardwaréntegration tesshallbe performedo ensurehatthe offered computehardware,
conforms to this Specification requirements and the Contractapplied hardware
documentation All the SCADA/DMS system hardware shall be integrated and staged for
testing.Applicable hardware diagnostics shall be used to verify the hardware configuration of
eachequipmentThecomplete hardware & softwabdl of quantity including softwarkcenses

& deliverablen electronianediashall also beerified.

7.2.2 SystemBuild test
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After completbn of hardwarentegrationtest,the SCADA/DMS systemshallbebuilt from the
backup software on electronic media (CDs/ Tapes) to check the completeness ohfiedieup
for restoration of system in caseitsf crashing/failure. The software deliverables simalude
onecopy of backupsoftwareon electronicmedia.

7.2.3 Functional PerformanceTest
The functionalperformance tesshall verify all featuresof the SCADA/DMS hardwarand
software.As a minimum, the following testsshall be includedin the functionalperformance
test:

a) Testingof the properfunctioning of all SCADA/DMS & other softwareapplicationin
line with therequirements o¥arious sections dechnical specification.

b) Simulationof field inputs (throughRTU/FRTU/FPI)from test panelsthat allow sample
inputs to bevaried over thentireinput range

c) Simulation offield input error andfailure conditions

d) Simulationof all type ofsamplecontrol outputs

e) Verificationof RTU /FRTU/FPIcommunicatiorProtocollEC-6087035-104/101 etc
f) Verification of MFT communicatiorProtocolIMODBUS etc

g) Verificationof compliance of supportinginterfacessuch aslEC61850,JEC608705-
103etc.

h) Verification of Security& EncryptionusingSSL for all FRTU/FPIConnectivity.

i) Confirmation of cyber security compliance of products through software and RTU/FRTU and
networking devicesto be carried out by Cyber Crisis Managementplan (CCMP) & its
implementatiorduring SAT by CERT.IN empanelletjency CISO designated by DISCOBKhall
beavailableduringtheseverification

j) Verification of IntegrationbetweenGIS usingadapter

K) Verification ofdata exchange witbthersystems

[) Verification of interoperabilityprofile of all profiles ofall protocolsbeingused.

m) Verification of RTU /FRTU/FPIcommunicatiorinterfaces

n) Verification of LAN and WAN interfaceswith other computer systems

0) Testingof all userinterfacefunctions,including randomteststo verify correctdatabase
linkages

p) Simulation of hardwarefailures and input power failures to verify the reactionof the
systemto processoanddevicefailure

g) Demonstration of all features of the databassplay, and report generation and all other
software maintenance features on both the primary and backup servers. Online database
editingshallalso betestedon primaryserver.
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r) Logic verificationof SAIDI/SAIFI reportsandAPI for transferof data toNPP

s) Demonstratiomof thesoftwareutilities, libraries,anddevelopment tools.

t) Verificationthatthe SCADA/DMS computersystemmeetsor exceedsemployer'performance
requirements (as per table for peak & normal loadingention 8 Verification ofDesign
parameteras mentioned in sectidh& wherever definedn the specification.

u) Verification thatultimateexpansion requiremengemet. (p) Verification of DTS
v) Verification of Developmensystem

w) Verification of dataransfer of main to back up SCADA/DMS systemHgictions of DRsystem,
if it is in theprojectarea.

X) Unstructured testing of the SCADA/DMS system by employer. The unstructured tests shall
include the test, which are not in the approved test procedadesay be required to verify the
complianceo thespecification.(Max 209%f totaltesting)

7.2.4Continuous operation Test (48 hours)

This test shall verify the stability of the SCADA/DMS hardware and software after the functional
performanceesthasbeensuccessfullicompletedDuringthetest,all SCADA/DMS functionsshallrun
concurrently and all Contractor supplied equipment shall operate for a cont#ifiasty eight) hour
period with simulated exchange with other interconnected systesysém envisaged etc. The test
procedure shall include periodic repetitions of the normal and peak loading scenarios. défased
activitiesto betestednayinclude,butshallnotbelimited to, databasedisplay,andreportmodifications,
configurationchangegincluding usercommandedrocessoland devicefailover), switching off of a
primary server and the execution of aflwnction described inthis Specification.During the tests,
uncommanded functional restarts or server/device fagoaes not allowed; in cashe problems are
observedthe Contractor shaltectify the problemandrepeat theest.

7.3 Field Tests(Site Acceptancetests-SAT)

The SCADA/DMS system shall be tested at the site. All hardware and software associatéa with
SCADA/DMS system along with all RTUs/FRTUs/FPIs along with all field devices including MFTs
connectedshallbetestedunderthefield tests.

7.3.1Field Installation Tests

The equipmentwhich hasundergonehe factory testingshall be installedat site and integratedwith
theRTUs/FRTU/FPlandothercomputer systems thougite communication medium.

Thefield installationtestshallincludethefollowing:

(a) Properinstallationof all deliveredhardwareasperapproved layout.
(b) Interconnectiorof all hardware
(c) Interconnectiorwith communicatiorequipment
(d) Interconnectiorwith power supply

(e) Diagnosticteststo verify the operationof all hardware
(HRandomcheckingof SCADA/DMS softwarebasicfunctions

The Contractorshall be responsibldor performingthe field installationtestsand
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Employermaywitnessthesetests

7.3.2 End-to-End Test
After thefield installationtests,the Contractorshall carryout endto-endtestto verify:

a) thecommunicatiorof RTUS/FRTUS/FPIS/MFTs wittCADA/DMS system

b) the RTU /FRTU/FPI communication channel monitoring in the SCADA/DMS
system

c) the mapping of SCADA database with RTU /FRTU/FPI database for all
RTU/FRTU/FPIpoints

d) themappingof SCADA databaswiith displaysandreports

The Contractor shall provide the details of all the variances observed and corrections carried out durin
endto endtest.

7.3.3 Field Performance Test

The field performance test shall concentrate on areas of SCADA/DMS operations that were simulate
or only partially tested in the factory (e.g., system timing and loading while communicating with a full
complement of RTUs/FRTU/FPI and data links and system reaction to actual field measurements ar
field conditions). Further the validity of factory tessults determined by calculation or extrapolation
shallbe examined.

After the endo endtest,the Contractorshallconduct thdield performanceestto verify thefunctional
performancef thesystemin line with thetechnicakpecificatiorwhich includeghefollowing:

a) the communicationof other system envisagedf any e.g. IT , SLDC, DR systemwith
SCADA/DMS system

b) Mappingof SCADA/ISRdatabasevith othersystendatabases.g.IT , SLDC, DR system, NPP
(SAIFI ,SAIDI data) with SCADA/DMSsystem

c) Verify thatall thevariancesbservedduringthe Factorytestarefixed andimplemented.

d) Conductionof the Factorytestsdeferred(testsrequiringsite environment)

e) Functionaltestsof SCADA/DMS system

f) Verify theexecutionrates ofall SCADA/DMS application

g) Verify updaterate & time for dataupdate& control commandexecutionas per specification
requirements

h) Verify theresponse¢ime of all SCADA/DMS applications.

i) Verify theresponseime for Userinterfacerequirements

J) Testing of all features of the database, display, and report generation and alkoftivare
maintenance features boththe primary and backup servers. Online database editing stsdi
betestedon primaryserver.

k) Conductionof unstructuredestsasdecidedby the Employer

7.3.4 Cyber security compliance

Compliance of cyber security without threatening vulnerabilities by CERT.IN empaneled agency sha
be carried out. DISCOM CISO shall also be available duringvemigication. Further, the equipment
indicated in the MoP order no 12/34/20P&R dtd 08.06.21 & CEA /PLG/R&D/MI1/2021 dtd 11.6.21
andanyamendment from timt timeshall beadhered to.

7.4  SystemAvailability Test(360hours)

Contractorshall provide & approvetheoreticaland practicalfigures usedfor this calculationat the
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time of detailed engineeringhe calculation shall entail reliability each individual unit of th8ystem
in terms of Mean Time between Failures (MTBF and a Mean time to Repair (MTTR) adgtaxEW.
Reliability figures of existing equipment shall be supported by evidence from operatxpeaiencet
similar types oinstallation/ figure givenby OEM.

From those data, the unavailability of each-sybtem shall be calculated taking in accaeath item
redundancy. The global availability shall then be calculated from those different unavailabilifyhikata.
calculation shall lead to the failure probability and equivalent global MTBF data for the cmeritet
system.

The overall assessmenit System availability shall be provided in the form of an oveSsitenblock
diagramwith each main itenshown, complete with its reliability data. The calculation alverall
availability shallbe providedwith this diagram.

Systemavailability tests shall be conducted after completion of the field tests. The system availability
test shall apply to the SCADA/DMS system (hardware and software) integrated with its
RTUs/FRTU/FPIs and legacy system envisaged However, the nonavailability of RTUs/Data
Concentrators/ FRTU/FPI , legacy IT system é&«cCommunication System shall not be considdoed
calculatingsystemavailability. However,RTU/FRTU, communicatione q u i p meapilianppewer
supplyshall betestedas per therovisionsgiven intheir chapters.

The SCADA/DMS system(hardwareandsoftwaresystemskhall be availablefor

99.5%o0f the time during the 360hours(15 days)testperiod. However,thereshall not be any outage
/downtime duringlast85 Hoursof thetestduration.In casethe systenavailabilityfalls shortof 99.5%,

the contractor shall be allowed to repeat the system availability test after fixing the problem, failing
which the system shall be upgraded by the contractor to meet the availabiétyaonithout any
additional cost implication to thewner.

Avalilability testsof RTUs/FRTUsshallbe conductedalongwith Systemavailability testfor 360 hours.

Each RTU/FRTUs shall exhibit minimum availability of 98%. In case the RTU/F&ilability falls

short of 98%, the contractor shall be allowed to repeat the RTU/FRTU availability test (for failed
RTU/FRTU only) after fixing the problem, failing whictihe equipment shall be upgradby the
contractorto meet theavailability criteriawithout anyadditional cost implicatioto theowner.

In the event of unsuccessful reruns of the availability test, employer may invoke the default provision:
describedn the GeneralConditions ofContract.

The systermavailability tests will be performed by the owner by using the SCADA/DMS system and
RTUs/FRTU/FPI for operation, control and monitoring of distribution system and using Contractor
supplieddocumentationThe ownerwill alsoberequiredto generatelaily, weeklyandmonthlyreports.
Thesuppliedsystem shalbe operated rounthe clock.

The SCADA/DMS systenshall be considerealsavailableif

a) oneof theredundanhardwards availablesothatall the SCADA/DMS applicationsare
functionalto ensuréghedesign& performancerequirement as envisagadthe specification

b) At leastoneof the operatoconsoles available

c) At leastoneof the printersis available(off-lining of printersfor changeof ribbon, cartridge,
loadingof paper paperam shallnot beconsiderecasdowntime)

d) All SCADA applicationsare available

e) All DMS applications aravailable

f) All SCADA/DMS functionsdescribedin the specificationare executedat periodicities
specifiedin thespecification. withoutlegradationn theresponsegimes

g) Requestérom availableOperatorConsolest. VPS areprocessed
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h) InformationStorageandRetrievalapplicationsareavailable
1) Dataexchangeavith othersystemis available

Howevereachdevice, including servers,shall individually exhibit a minimum availability 0f98%.

The nonravailability of following NonCiritical functions shall not be considered for calculations of
systemavailability; howeverthesefunctionsshouldbeavailablefor
98%of the time.

(a) Database modificatioandgeneration
(b) Displaymodificationandgeneration
(c) Reportmodificationandcreation

(d) DTS

During the availability test period, employerreservesthe right to modify the databaseslisplays,
reports, and application software. Such modifications will be described to the Contrdetast48
hoursin advanceof implementatiorto allow theirimpacton the availability testto be assessedxcept
wheresuchchangesre necessatyp maintain controbf the powersystem.

Thesuccessfutompletionof systemavailability test atsiteshallbe consideredis
AOperati onaloftesystanpt anceo

7.4.1 Downtime

Downtime occurs whenever the criteria for successful operation are not satisfied. Dutasgtéeod,
owner shall inform the Contractor for afailure observed. For attending theoblem thecontractor
shallbegivenareasonablé&aveltimeof 8 hours.Thisserviceresponséime shallbetreateds hold time

and the test duration shlé extendedby suchhold time. The downtimeshall be measured from the
instant, thecontractor starts the investigation into the system and shall contirthe filfoblem is fixed.

In the event of multiple failures, the total elapsed time for repair of all prolffegerdlessf thenumber

of maintenanceersonnebvailable)shall be countedas downtime. Contractoshall be allowedto use
mandatorysparegon replenishmenbasis)duringcommissioning& availabilitytest period. However it

is the contractordés responsi bi | irdqyredttomaintamithat a i
requiredsystem availability individual device/ equipment availability. Alitage time will first be
counted but if it is proven to be caused by hardware or software @bait r act or 6s sco
bededucted.

7.4.2 Holdtime

During the availability test, certain contingencies may occur that are beyond the control of eithe
employer or the Contractor. These contingencies may prevent successful operation of the system,
:T\re not necessarily valid for the purpose of measur@gBA\/DMS availability. Such periods of
unsuccessfuloperation may be declared"holdtime” by mutual agreementof employer and the
Contractor Specificinstance®f holdtimecontingenciesouldbe Scheduledhutdowrof anequipment,
Powerfailure to theequipment, Communication link failure.

7.5 Documentation

The complete documentation of the systems shall be provided by the conEadiorrevision of a
document shall highlight all changes made since the previous revision. Employer's intent is to ensul
thatthe Contractorsupplieddocumentatiorthoroughlyand accuratelydescribeghe systemhardware
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The contractor shall submit the paper copy of all necessary standard and customized documents
SCADA/DMS in 2 sets foreview/approval by the Employ&sr necessary reference which includes
following:

a) Systemoverviewdocument

b) CrossReferencddocument

c) Functional desigaocument

d) Standard desigdocuments

e) Designdocumenfor customization

f) SystemAdministrationdocumentssoftware utilities, diagnostigrogramsetc.

g) Software descriptiodocuments

h) Bill of Quantity& List of software andhardware deliverable

i) protocolimplementatiordocuments

j) pointaddresslocument

k) 1P addressing pladocument

) SoftwareUserdocumentor dispatchers

m) SoftwareMaintenancedocument

n) Trainingdocuments

0) Real time& RDBMS documents

p) DatabassettingsPisplaysandReportsto beimplementedn thesystem

q) Test procedures

r Testreports

s) Hardwaredescriptiondocuments

t) HardwareUser documents

u) HardwareMaintenancalocuments

v) DataRequiremenSheet (DRSYf all Hardware

w) SitespecificLayout,Installation,GA, BOQ,schematicandcablingdetailsdrawings/documents

X) SCADA & IT Integration Plan Document usingGIS Adapters &Vessaging Interfaces.

y) CyberSecurityPlan& Mitigation documenior CyberCrisis ManagemenPlan(CCMP))for the
systemif PublicNetworks araused.

z) Interoperabilityprofiles/ Tables

After approval twosets of all the above documents as final documeiai$ It delivered to site

by the Contractor. In case some modifications/corrections are carried out at site, the contractc
shall again submit as built site specific drawings in three sets after incorporating all such
corrections as noticed durirgpmmissioningAny software modifications/updates made at site
shallalsobe documentedndsubmittedn threesets tositeandoneset toEmployer.

In additionto papercopies,two setsof final documentatiorshallbe suppliedon Electronicmedia

to employer.Thecontractoishallalsosubmittwo setsof the standaradlocumentatiof Operating
system and Databases in electronic media. Paper copies of these may be submitted, iftfee same
available from the OEM as a standard part of delivery. €upy of the software packagased

for accessing editingthefinal documentationn electronic media shadllsobe provided.

After successful completion of System availability test, the contractor shall take the software
backup of completS&CADA/DMS system on electronic media and two copies of these backup
softwareshall besubmitted tahe owner.
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Section-2, Chapteri 8
Cyber Security Management System

8.1 Cyber Security

The existing Operational Technology systems requires robust cyber security implementation; therefore, it
is intended to provide robust cyber security management system, including relevant cyber protection for
field and control Centre devices.

The cyber scurity risks which are compounded due to the distributed architecture at multiple
interfaces/systems at MCC, Nodal Control Center andSations, it is proposed to provide centralized
cyber security and communication network management system, whithlsbanclude the appropriate
measures for individual devices at sstation and Control Centre.

Corporate networks also provide numerous points of access from the Internet to support marketers, billing
specialists, consumers and regulators, these ections are protected through FirewdRsS. This
increasingly open and complex architecture has dramatically increased security risks.

Regular review of vulnerabilities and risks, as well as administration practices, is absolutely necessary to
identify new risks and reduce them to acceptable levels. In addition, regular assessment helps to measure
progress toward the organizationbds security manacg

The proposed Centralized Cyber Security Management System shall felicitate purchaser for Firewall
Management, Security Patching, IDS, IPS, Network Port Management, System Hardening, Remote Access
Control and Monitoring, Customized Source Code Review and Revision, AAA, Patch Management, Anti
Virus Management, AAPT Management, AntiBot Managementetork Partitioning and Security
Zones, Network Intrusion Detection.

8.1.1 Bidders scope shall include designing of cyber security architecture and operation plans as per Critical
Infrastructure Protection (CIP) guidelines of NERC (North American Electric Reliability Corporation)
which shall be certified by a thingarty Auit agency (approved by CERMm, NCIIPC)

8.1.2 The Bidder shall certify that its systems and products have undergone cyber security testing by leading
and independent government sanctioned organizations. An example of this would be the United States
Depatment of Energy National Supervisory Control and Data Acquisition (SCADA) Test Bed program at
Idaho National Laboratory (INL) and Sandia National Laboratottp{//www.inl.gov/scada

8.1.3 This solution shouldebdesigned to protect critical infrastructure, control systems and operational
technology (OT) assets. It should monitor and block malicious activity and misconfiguration, providing
easyto-apply controls for network segmentation and improved visualizaticthe Electronic Security
Perimeter. It should help mitigate the exploit of known equipment vulnerabilities as operators await Bidder
patches or patch maintenance windows.

8.1.4 The Industrial Cyber security solution shall adhere and comply to IEC égd&3security standards
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8.1.5 Product manufacturing and development shall adhere and comply to IE@62443e product
Bidder/OEM is responsible for the development and testirthe security system producbmprising of the
application (antivirus, Witelisting etc.), embedded device (PLC, DCS etc.), network device (firewalls, routers,
switches etc.), host devices (operator stations, engineering stations etc.) working together as system or a
subsystem defined in IEC 624433 IEC 62443 41, IEC 6248 4-2

8.1.6 The system integrator is responsible for the integration and commissioning of System using a process
compliant with IEC 62443-2, IEC 62443 32, IEC 62443 3

8.1.7 The bidder should give tr aianrsiusers fomthetogperatomalr t i f
and maintenance procedures they need to follow, with the help of the policies and procedures defined in IEC
62443 21, IEC 62443 B and IEC 624432

8.1.8 This solution shall provide multiple capabilities to support cgbeurity best practices. Functionality
includes centralized patch management, -antis/host intrusion detection updates, centralized account
management, logging and event management, intrusion detection, whitelisting, and automated backup.

8.1.9 The Vedor shall verify that the addition of security features does not adversely affect connectivity,
latency, bandwidth, response time and throughput (including during the Site Acceptance Testing (SAT) when
connected to existing equipment).

8.1.10 Security Sation that will be implemented should have capability of all four Security Levels on the
basis IEC 62443-3 and IEC 624432, descr i ption of which is given b

8.1.11 Security Level (SL) concept focus on the zones of the OT8CSprovide a frame of reference for
making decisions on the use of countermeasures and devices with different inherent security capabilities. The
concept can be used to select the OT/ICS devices and countermeasures to be used within a zone and provide
the ability to categorize risks for zone or conduits. The SL can also be used to identify layered-iDefense
Depth strategy for a zone that includes hardware and software base technical countermeasures.

8.1.12 The security levels defined for componentshased on the four types of device categories defines in
the standard i.e. embedded device, host devices, network devices and application software, which are also
depicted in the following table

Security Levels

SL1 Capalbility to protect against casual or coincidental violation

SL2 Capability to protect against intentional violation using simple means with low resources, generic skills
and low motivation

SL3 Capability to protect against intentional violatiorséng sophisticated means with moderate resources,
IACS specific skills and moderate motivation

SL4 Capability to protect against intentional violations using sophisticated means with extended resources,
IACS specific skills and high motivation

8.2 Soluton Hardening

Solution Hardening relates to reducing automation solution attack surface, including risk assessments, detection
of threats and vulnerabilities, and management of USB ports. Bidder shall consider the following aspects for
Solution Hardening

8.2.1 All user authentication shall be with Bietric authentication

8.2.2 Securitysegmented reference architecture and hardening measures designed to reduce exposure to
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security threats

8.2.3 System hardening evaluations specific to the securityoanvémt and policies of each site locations are
conducted

8.2.4 Firewall and IDS placement and their rules are specified as part of the architecture. Switches can be locked
down

8.2.5 Unnecessary ports, services, and programs are removed or disabledofkatations, servers, and
controllers, thus eliminating them as an avenue of attack.

8.2.6 Workstations employ session locking for protection while unoccupied
8.2.7 ldentification of missing security patches is automated

8.2.8 Workstations and servesmploy antivirus software and capabilities for validating and installing the
latest virus definition files.

8.2.9 All system constituents shall be hardened, i.e. all external access shall be controlled and set to deny/disable
all by default. Thisshall involve closing/disabling network accessible ports/protocols and services, and
implementation of proper authentication and encryption schemes of all external communication. Unnecessary
ports and services shall be disabled. Documentation shall bielguadescribing the required service so that
system administrators can set up the firewall appropriately. Also, scripts shall be provided to help harden the
operating system. Network devices must also be configured to match the requirements of the SE&DA sy

All the unused ports on the Switches and Routers shall be disabled. Similarly, all USB ports in the computers
shall be disabled

8.2.10 Network security and robustness testing should be conducted on products used in solutions to ensure
reliability ard integrity

8.3 Network Security
Network security Capabilities relate to supporting the segmentation and administration of networks

8.3.1 Network security architecture should segment the WAN networks from the control system by firewall
and Intrusion Dedction System (IDS) configured with recommended rules

8.3.2 Network security architecture should protect internal interfaces with managed switches that can be locked
down

8.3.3 The solution provided should follow defense in depth security mechanissedtélgation on network
wherever there is communication with external world.

8.3.4 Solution shall gather asset inventory and threat data to improve the safety and availability of OT
environment. It shall happen by analyzing network traffic and condystotigcol deconstruction to inventory

assets, create network topology, and more. Solution shall be fluent on the native industrial protocols commonly
found in OT & I'CS making sense of the floods of d
industrial devices.

8.3.5 Solution shall analyze network communication by listening through mirror or SPAN port of Industrial
switches, interpreting and dissecting protocols without disrupting normal operations. Legacy OT networks can
be sensitive to lancy and bandwidth changes, hence monitoring to help keep the network undisturbed.

8.3.6 Solution shall provide ICS / SCADA operators with holistic visibility into the devices and activity on
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their network. It should detect controller configuration ana@lenchanges, with event logging capabilities for
trending/dashboards, and performs thneatieling to help keep the most sensitive assets out of intruders' reach.
This solution shall protect the core integrity and cyber resilience of your OT environnmegtsahisticated
monitoring and detection to keep you operating at peak availability and uptime.

8.3.7 Secure remote access connectivity should have customized upon request, typically through a combination
of RDP firewalls and access controls. The solutshould support administration of network devices and
enforces multfactor authentication and encryption of network administration traffic

8.3.8 The solution should include Cyber Asset Protection Service, Network Intrusion Detection (NIDs), include
Hog Intrusion Detection (HIDs) and antirus

8.3.9 Wireless access should have prohibited on the control system network.

8.3.10 Control systems should be designed and installed to reduce interactions between networks, specifically
the supervisory/HMI network, the control network, and I/O networks. The 1/O network, where control system
I/O is located, is physically separated from all other networks

8.3.11 A user authentication scheme consisting at least of a user identification avatgabksll be required
for the user to request a connection to any network node.

8.4 Security Services

The security solution shall comprise of comprehensive solution for secured zone Firewalls i.e. LAN Firewall
& Gateway Firewall, intrusion Preventionssgm IPS (Network based & Host based) & Strong Authentication
(multi layered), LDAP and Encryption mechanism. The Bidder shall provide a tightly integrated intrusion
detection system to detect and prevent intrusion.

Followings are the functional requirentdrom the security system:

8.4.1 System shall have Multilayer (at least network, application layer) firewall which shall protect the complete
system network from unwanted users. Further the preferably a separate firewall of different OEMs shall be
provided to take care the security of all the servers & shall have High Availability architecture with No Single
Point of Failure.

8.4.2 Gateway Firewall should be capable of load balancing multiple links from different service providers

8.4.3 LAN Firewall shll provide isolation/security services between the subsystems

8.4.4 Firewalls deployed should not become a bottleneck. It shall be Robust, Secure, Scalable amrddfiture
with Centralized Management

8.4.5 Two types of IPS Host based & Network basedl e deployed with minimum hardware & they should
not go blind in peak traffics.

8.4.6 Shall have Gateway antivirus which will protect from inflow of virus from the Internet and other WAN
locations at the gateway itself with content filtering without kag in data transmission.

8.4.7 Shall have strong authentication containing user name and passwords which shall be very difficult to
compromise.
8.5 Coding Practices

The proposal should include a section that describes the development practices and standards applied to
Vendorwritten control system software (including firmware) used to ensure a high level of defense against
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unauthorized access. Responses should ad®nisti assurances that source code is developed and supported
within trustworthy countries and not circulating in unstable foreign areas. The Vendor must disclose all the
countries in which the source code has been distributed. All critical control sysfemare should be
developed by the supplier in a contained environment with development and maintenance staff having
undergone the required background checks. Outsourcing of development to offshore entities with unproven
security track records will not kaecepted.

8.6 Intrusion prevention System (IPS)

The Bidder shall provide tightly integrated intrusion detection & prevention system Capable for detecting the
intrusion attempt that may take place and intrusion in progress and any that has taken place.

Both Network based and Host based IPS should have centralized Management Console system which will be
the application server with NMS. The Centralized management console shall have integrated event database &
reporting system & it must be able to create dadloy new policies, collect and archive audit log for post
event analysis. The system shall have Integrated Event Database & Reporting System.

Automated Update of the signature for eight years shall be provided and there should be provision fpr creatin
customized signature.

8.6.1 Intrusion Prevention System (Network Based)

After detecting any intrusion attempt there should be provision to configure to perform the following functions:
A) Capability for Detecting the intrusion attempt that may takeeglantrusion in progress and the intrusion

that has taken place

B) Reconfigure the firewall provided in this package

C) Beep or play a .WAV filed)

D) Send an SNMP Trap datagram to the management console. The NMS server envisaged under the
specification shll be used as management console also.

E) Send an event to the event log

F) Send Email to an administrator to notify of the attack

G) Save the attack information (Timestamp, intruder IP address, victim IP address/port, protocol information)
H) Save arace file of the raw packets for later analysis

[) launch a separate program to handle the event

J) Forge a TCP FIN packet to force a connection to terminate

K) Detect multiple forms of illicit network activity:Attempted

L) Vulnerability Exploits-Worms-Trojans-Network ScansMalformed Traffic-Login Activity

M) The System shall support monitoring of multiple networks. The system shall also support the monitoring of
additions or changes to addresses of devices on the network.

The system shall have @etion rules for monitoring faults, dangerous and malicious activity related to IP based
protocols. The Bidder shall also apply its power control and security experience to enhance these detection
rules for specific issues within the system.

8.6.2 Intrusi on Prevention System (Host Based)

Host based IPS shall run on the servers. After detecting any intrusion attempt there shall be provision to
configure the IPS to perform following actions

A) Send an SNMP Trap datagram to the management console. The &S envisaged under the
specification shall be used as management console also.

B) Send an event to the event log. Semdadl to an administrator to notify of the attack.

C) It should be capable of creating audit trail for user and file access adtigitding file accesses, changes
to file permissions, attempts to install new executables and/or attempts to access privileged services
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D) In an event where user accounts are added, deleted, or modified changes to key system files and executable:
is donein by unauthorized account or there is unauthorized attempt to overwrite vital system files, to install
Trojan horses or backdoors, suitable action shall be taken such as:
E) Terminate user Login (intruder)
F) Disable user Account (intruder)
G) Administrabr can define the action to be taken
H) Forge a TCP FIN Packet to force an intruder connection to terminate
I) Should provide events check for suspicious file transfers, denied login attempts, physical messages (like an
Ethernet interface set to promiscgauode) and system reboots.

8.7 Gateway Antivirus

This shall be used for Gateway scanning of viruses. Gateway antivirus shall have Centralizeduser
Administration which will communicate directly with centralized user directories such as LDAP. It shall have
the all the essential/standard features of Latest version of Gateway antivirus, some of the must features are as
following:

A) It shall have Potiy-based URL filtering and Dynamic Document Review

B) It shall protect web traffic with higherformance, integrated virus scanning and web content filtering at the
gateway

C) It shall ensure protection by combining-ligtsed prevention with heuristic ¢ent analysis for both virus
protection and web content filtering

D) It shall eliminate unwanted content and malicious code & Scan all incoming and outgoing HTTP and FTP
traffic etc

E) The Security System shall use the best practices to prevent the 8gsléimeing a source of security
compromise. The System shall be hardened, patched, tested, and designed with security as a primary.

8.8 Security Information and Event Management (SIEM)

The substation level security system will push logs as well as fEigs to the central cyber security
management system (CSMS), there after the logs are to be pushed to SIEM. The logs should be routed through
DMZ LAN network to the corporate LAN SIEM interface.

The Central level CSMS should be easily integrable with SIEM/SOC. If required, SIEM Log collector
modules shall be installed to collect logs, compress and transmit to the Enterprise level SIEM. The SIEM is
will be designed in redundant configuration hence integration to SIEM should be considered accordingly

All security devices (firewall, IPS) and other sources (antivirus, networking devices, User authentication
system, access control, Databases etc.) should be able to push logs to CSMS in flat file format. The CSMS
should be able to push the data/logs iremkwith two time stamps, those are time stamp of data received and
time stamp data pushed to SIEM.

The integration with SIEM should be such that there shall be minimum bandwidth & latency and shall have
fast response time

8.9 Central Cyber Security Management System

The Centralized threat management system shall be capable of displaying real time & historical information of
the connected Firewall, IDS, IPS systems and the threats encountered / logged / quarantined. This system will
be used for data guisition and management of Station Level Intrusion Detection System (IDS) installed at the
station level and Next Generation HA Firewalls installed at the MCC and NCC control centre interfaces. Main
Functionalities of this system will be as follows:
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A) Management of all the HA Next Generation Firewalls and Intrusion Detection Systems
B) Gathering of cyber logs generated by IDS at various substation

C) Taking automated actions/raising alarms, whenever any vulnerability/anomaly is detected

D) Gathering patch updates include antivirus updates from patch management server

E) Rolling out patch updates to all the systems connected to CSMS such as IDS, Firewall, etc.

F) Automatically rolling out Zera@lay updates at a particular time of the day tewalls and IDSs

G) This system shall have advanced machine learning capabilities to recognize pattern, algorithms and pre
diagnostic features.

8.10 Intrusion Detection System (IDS)

The Intrusion Detection System (IDS) shall be placed in the Automafdhrietwork at each station. These

IDS systems shall not be interfering with the normal Automation communication packets / protocols and shall
reside in passive mode. The protocols and communication packets will be listened by the IDS, sniffing the
traffic at the station level (incoming, outgoing and within station traffic).

This station level IDS system will report to the central Cyber security management system, the reporting will
include sending logs related to cyber threats at station level and riéégjadgf any vulnerability / anomaly is
detected.

The cyber system envisaged at station level will only report/raise flags to central system and will not take
corrective actions on its own. Any action required will be taken manually or automaticatiyttfeocentral
system, depending on the policies set on the central firewall or severity of anomaly.

At station level, only Behavioral based skdérning IDS system is envisaged, bidder can propose for any in
line solution with the requirement. The skdairning IDS along with central cyber security management system

at station level will be put in learning mode for 1 month for building a base guideline of the network such as its
nodes, traffic flow etc. and after that it may work in protection mode gigcting any anomaly. However, IDS

will be converted to IPS after review and decision by Purchaser.

The IDS system should have a local storage for storing logs and flags, in case the link to central system breaks.
As soon as the link is up, should be able to automatically send logs to the central system with the original
time stamp of the action.

The Purchaser &8s e xi s t-Biddegand reultiwidagkdevicesnTd sslutien that fwill meu | t
proposed by bidder shall comply wil the OEM network devices.

These devices are using standard OT protocols e.g. IEC61850, IEC104, Modbus, secured ICCP, etc. All these
devices at station level that are required to be secured through IDS and Central security management systems.

The solution that will be offered at station level should not bring any additional latency in the real time
Automaton system communication or data flow All the signature updates for the station level system should be
managed and controlled by Central sgstacluding the zeralay signature updates. Zeday signature update

will be rolled to all the station level system daily at particular time of day. It is responsibility of the bidder that
before sending the updat e troeedtdtestthe updatelomtBeesame scenarmn t |
test bed as of the Purchaser.

The System offered must not interfere with the real time Automation system of the Purchaser or any actions
that involves shutting down any system, due to vulnerability / Anoufetiycted. The corrective actions shall
always be in manual mode, unless specified / programed by the purchaser

The system proposed at station level should be flexible enough to get integrated with upcoming SIEM / SOC
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at the purchaser corporate WAN nettudt should be possible to connect simultaneously to both SOC and the
central cyber security system envisaged in this RFP.

All the network Accessories required for integration of station level IDS is in bidder scope and need to be
clearly mentioned inhie offer.

The schematic shown below conceptualizes the IDS and centralized security management system flow:
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8.11 Web Browser Based View Only Access

The Bidder shall provide access to SCADA displays such as graphical world map, substatina arte

tabular displays using a web browdrsed viewonly user interface. The user interface shall support the use

of multiple devices including desktops, laptops, tablets and smartphones. Multiple web browsers such as
Internet Explorer, Chrome, or Firefoxathbe supported and shall not require any special plugins, browser
cookies, or Java. Panning and zooming shall be supported on each of the listed devices including touch screen
pinch to zoom support on tablets and smartphones. The web bi#oases usemierface shall not require
additional display creation tools but shall use the same standard display editing tools within the SCADA system.

The Remote User Server hosting the web browased GUI shall be located on a DMZ to allow secure access
to remoteusers without affecting the critical production SCADA assets. The Remote User Server shall be
configured in a way that high traffic or loss of integrity of the server will not affect the critical production
SCADA servers. Secure login techniques shalitized including the use of encryption, complex passwords
and limiting the number of incorrect login attempts by requiring a captcha or locking the account.

Login and rolebased data and display Area of Responsibility (AOR) permissions shall be usmgddhe
data or displays only to authorized users. All activity shall be logged including login, logout, session timeout,
and display requests.

The Bidder shall provide, within a preegotiated period, appropriate software and service updates and/or
workarounds to mitigate all vulnerabilities associated with the product and to maintain the established level of
system security.
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The Bidder shall provide documentation of input sanitization for all¥@eh inputs, including but not limited
to, measures foprevention of command injection, SQL injection, directory traversal, RFIl, XSS and buffer
overflow.

The Bidder shall follow secure coding practices and reporting for all-hMebd interface software. This
requirement includes both Web applications and Web servers.

The Bidder shall provide an independent tipedty security code validation of all Welseal interface software

The Bidder shall provide web based SCADA/ADMS clients (thin, unlimited) for corporate users. The system
shall support network view, geographic maps, tabular views, single line diagrams and shall have same look and
feel as the realime SCADA/ADMS displays. It shall be accessed by diverse set of external users through
commercially available web browser e.g. Microsoft Internet explorer, Google Chrome etc. It shall also be
possible to access the data and display by using mobile phabless on various OS i.e. android, iOS etc. It
should also support mobile app features.

8.12 Malware Detection and Prevention

The Bidder shall disclose the existence and reasons for any known or identified backdoor codes. The Bidder
shall meet one of tavconditions:

A) Provide a hosbased malware detection scheme for the control system network. The Bidder shall verify
adequate system performance for Hzmsed malware detection, quarantine (instead of automatically deleting)
suspected infected files@provide an updating scheme for the signatures. Prior to Factory Acceptance Testing
(FAT), the Bidder shall also test major updates to malware detection applications and provide performance
measurement data on the impact of using the malware detecti@atipps in an active system. Measurements

shall include, but are not limited to, network usage, CPU usage, memory usage and any other impact to normal
communications processing.

B) If the Bidder is not providing the actual hdisised malware detectiosleme, the Bidder shall suggest
malware detection products to be used and provide guidance on malware detection settings that will work with
Bidder products.

8.13 Firewall for OT System

8.13.1 Introduction
This specification has been prepared for Biddeassist Purchaser for supply and commissioning of Central
Cyber Security / Threat management systems along with all security systems and accessories at
A) Transmission Suistation: Intrusion Detection System (IDS) at all Substations
B) Distribution SubStation: Intrusion Detection System (IDS)
C) Next Generation High Availability Firewall placed between the DMZ LANetwork and the SERVER
LAN-C network.
D) Next Generation High Availability Firewall placed between the DMZ LRMetwork and the external
Corporate/ IT WAN network.
The proposed solution architecture should be robust enough to protect the infrastructure from unknown threats
arising in the future. The Centralized threat management system shall be capable of displaying real time &
historical information of the connected Firewall systems and the threats encountered / logged / quarantined.
Following are the key requirements for next generation Firewalls:

a) Solution should be Nexdeneration Aware with Application & User Visibility.
b) Solution should detect and prevent both known and unknown threats at the Network level.
c¢) Should provide detailed Logging & advance reporting with forensic Analysis
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d) Should provide ability to integrate with 3rd Party Intelligence
e) Should integrate & share threat intelligence with existing point solution.
f) Central Management
g) Incident Response service (in case of any threat/incident) will be on rate card basesrequired, Selection
of agency to carry out IR service will be decided by the Purchaser. The document covers the specific
requirements for complete design, detailed engineering, manufacture, supply, inspection & testing at Bidder's
work, packing, trasportation, loading and unloading, delivery to site, storage at site, handling at site, erection,
testing, commissioning, integrating with existing network system, performance testing and handing over of
Communication Firewall System at site
All equipment, system and services covered under this specification shall comply with all current applicable
statutory regulations and safety codes in the locality where the equipment is proposed to be installed. The
equipment and systems shall also conform to ttestiaversion of applicable codes, standards and software
versions on the date of offer made by the Bidder unless otherwise indicated. Nothing in this specification shall
be construed to relieve the Bidder of this responsibility

8.13.2 Technical Parameters of Equipment Including Data Sheet
Minimum Technical Specification for Industrial Firewall (Next Generation Firewall)

8.13.2.1 General Requirements

a) The proposed security solution must be in the
Enteprise Network Firewalls" for atleast 2 years (within recent period of 5 years)

b) Proposed solution should have Mililsiyer Threat Prevention suits with controls embedded like IPS; Anti
malware, Antibot, applicatiorvisibility, Anti-APT etc. Bidder to aafirm individually all the functional
requirements

c) The proposed solution should have a Miigti engine to i.e. detect & Prevent Command and Control IP/URL

and DNS

d) Network security appliance should support "Stateful" policy inspection techndtoglyould also have
application intelligence for commonly used TCP/IP protocols like telnet, ftp etc.

e) Solution Architecture should be distributed deploymddGFW firewall with threat Prevention features
enabled & centralized Management for Policy agement, advance Logging, Reporting features.

f) The security Bidder/OEM should have a local TAC support in India with 24x7 coverage. g) The OEM should
have an experience of selling/deploying similar solution in India based customer and should beowilling
provide reference as and when asked

h) Proposed solution shall not have been reported for any backdoor vulnerability in their operating system of
NGFW in past 3 years. Bidder shall submit an undertaking in this regard along with its

i) The proposed doation or hardware model should be at least 1 year old and deployed in the field.

8.13.2.2 Performance and Availability

a) Minimum 1 Gbps of enterprise mix Threat Prevention throughput (includes Firewall, Application Visibility
Web Filtering, IPS, AV, Antspyware, antAPT etc enabled). The Bidder must produce datasheet as publicly
available document.

b) Min 150000 concuent sessions shall be supported by the offered system

c¢) Min. 10,000 new sessions per second

d) Appliance should have 8Gb RAM which can be expandable in future.

e) The proposed solution should have an integrated solution for IPSEC, site to siteépGltenand SSL VPN.
Should support Perfect Forward Secrecy (PFS, ECDHE cipher suites) etc

8.13.2.3 Hardware & Interface requirements

a) The platform must be supplied with minimum 8 x 10/100/1000GE RJ45 inbuilt interfaces & ready to support
additional nterfaces in future with expansion if required. Fiber ports 4 numbers (loaded with 80Kms Single

mode SFP. Firewall supplied should be in HA configuration at each location. Additional spare slot for

accommaodating future ports (min. 4) to be suitable cornside

b) Appliance should have minimum 1 no. of free network interface slots from day one. Appliance should also
be compatible to support 2 x 1GE SFP ports for future scalability
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c) Firewall Appliance should have separate console port, HA Port, Mgmt an® &8 No Traffic ports will
be used for HA or Management.

d) Firewall Appliance should have a feature of holding multiple OS images to support resilience & easy
rollbacks during the version upgrades.-@vard storage for minimum period of one month simall push the
logs and other data to the central system before clearing these logs

8.13.2.4 Routing Protocols

a) Solution should support Dual Stack with IPv4 and IPv6 functionality & should support IPv6 NAT
functionality NAT66 and NAT64. should supportating rules with IPv4 & IPv6 objects simultaneously

b) Solution should be supplied with High Availability with Active/Passive or Active/Active LS functionality

8.13.2.5 Firewall Features

a) Firewall should provide application inspection for LDAP, $i323, SNMP, FTP, SMTP, HTTP, DNS,
ICMP, DHCP, SNMP, etc

b) Firewalls should seamlessly have integrated for reporting to anypiaitgl systems or SOC solution at
present or in future

¢) The platform must be supplied with minimum 8 x 10/100/1000GE RSt interfaces. Fiber ports 4
numbers (loaded with 80Kms Single mode SFP. Firewall supplied should be in HA configuration at each
location. Additional spare slot for accommodating future ports (min. 4) to be suitable considered

d) Offered products slhutd be of latest hardware / software versions and not obsolete for minimum of 10 years
along with support for spares updates and services

e) The firewall should support transparent (Layer 2) firewall or routed (Layer 3) firewall Operation

f) Firewall shoud support 802.3ad link aggregation functionality to group multiple ports as single port

g) Firewall should support static NAT, Dynamic NAT and PAT

h) Firewall should support IPSec data encryption

i) It should support the IPS&PN for both sitesite and remote access VPN

j) Control SNMP access through the use of SNMP and MD5 authentication.

k) Firewall must support unlimited policy option.

) The firewall must support more than 3500 Addresses/host objects by per addreisgfobje

m) Firewall must have support of at least 1008 based policies

n) Solution must support access control for at least 150 predefined services/protocols

0) Solution must support data integrity with AKEBC

p) It should support the authenticet protocols RADIUS, LDAP, TACACS, and P&L509 methods

8.13.2.6 Integrated IPS Features

a) IPS Engine should protect from at least but not limited to Vulnerability and Exploit signatures, Protocol
validation, Anomaly detection, Behaviehased detectim Multielement correlation.

b) IPS should activate protection for both Client Protection and Server Protections. IPS Profile should allow
tuning of IPS signatures that can be activatedftvated as per Purchaser's environment

c) IPS should provide Btection against Injection Vulnerabilities SQL Injection, Command Injection, LDAP
Injection, HTTP Command Injection, plus Application layer protections for Cross site scripting, Directory
traversal etc. IPS should support customized blocking SQL and Cainimaation by Keywords traced in

form field GET, POST etc

d) IPS should provide detailed information on each protection, including: Vulnerability and threat descriptions,
Threat severity, Release date, Industry Reference etc.

e) Protection against Malaus code for Buffer Overflow, Heap overflow and other malicious executable code
attacks that target Web servers and other applications without the need of signature

f) Should be able to identify attacks based on Geolocation and define policy to bldak basts of Geo
location

g) Signature based detection using real time routine updated database & should have threat signatures to covel
at least 6000+ CVE from day one, also Bidder must supply evidence of leadership in protecting Microsoft
vulnerabilities

h) IPS must have ondick single option to predefine action such as detect and prevent for newly signature
downloaded in signature updates.

i) The administrator must be able to automatically activate new protections, based on configurable parameters
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(performance impact, threat severity, confidence level, client protections, server protections)
i) IPS must support exceptions based on source, destination, service or a combination of the three.
K) IPS must have protections related to SCADA/ICS protamadsvulnerabilities
[) IPS events/protection exclusion rules can be created and view packet data directly from log entries with RAW
Packets and if required can be sent to Wireshark for the analysis.
m) IPS must have a software baseddgién mechanisnepnfigurable based on thresholds of security gateways
CPU and memory usage
n) IPS must have protections for known ICS/SCADA Bidders such as Rockwell, Siemens, Schneider, GE, ABB
etc.

8.13.2.7 Antivirus & Antibot

a) The proposed solution should be able to block traffic between infected bot Host & Remote C&C Operator
and should allow the traffic to legitimate destinations

b) The proposed should inspect HTTP, HTTPS, DNS & SMTP traffic for the detection and prewértie

Bot related activities and Malware activities.

c¢) The proposed solution should have an option of configuring file type recognition along with following actions
i.e. Scan, Block, pass on detecting the Known Malware. Should allow blocking of knalware filetypes

directly from firewall.

d) The known Malware scanning should not be restricted by the any specific limit on the size of the of the file(s)
& should support achieve scanning to detect threat hidden in achieve

e) The proposed solution alid be able to detect & prevent the malware by scanning at least 20 different file
types with configurable option to inspect, bypass or blocked various filetypes as per organization need.

f) Reverse engineer malware in order to uncover their DGA (DomaimeNseneration)

g) The proposed solution should prevent the users to access the malware hosting websites and/or web resources
h) The solution should have the intelligence to analyse & detect known threats as well as the unknown threats
which are commoglknown as zeralay threats by integrating with the threat protection solution which should

be an appliance and implementedmamise as sandbox solution.

i) The solution should detect C&C traffic according to dynamic ip/url reputation

8.13.2.8 Applicaton awareness, WeHiltering & User visibility

a) Firewall should support Identity based controls for Granular user, -pasgul visibility and policy
enforcement using Identity Awareness functionality.

b) Solution should support Upload / Download bandkwidontrol feature per User, Group or Application
regardless of port, protocol etc

c) The proposed solution must delineate different parts of the application such as allowing Facebook chat but
blocking its Facebogekost / fileupload capability etc.

d) Solution should be able to natively understand & should have ability to control ICS applications like Modbus,
OPC (OLE for Process Control), TCP /IP.

e) In addition to afore mentioned protocols, solution must be able to understand any other protosdCHtch a
EthernetlP, Profinet, CygneSCADA, IEG-608705-104, \-net, VL-net, Vnet IP etc.

f) Solution must have more then 500+ SCADA related application signatures g) Identity Awareness should
support integration with multiple identity sources like AD, LDARadius & 3rd Party customized identity
sources such as NAC, WLC etc.

8.13.2.9Management & Reporting functionality

a) Entire solution should be managed from appliance based centralized management solution. The
communication between all the components should be encrypted with SSL or PKI.

b) Bidder to consider storage for minimum period of 2 years. Bidder to provitigy faccpush the stored data

to external storage system and shall support which can be retrieved and analysed on the central system

¢) Management should support automation & integration Open REST API Support.

d) Solution should be able provide auditing view / report for changes, Rule addition/Deletion & other network
changes

e) Firewall Management system should also provide the real time health status of all the firewall modules on
the dashboard for CPU & memyo utilization, state table, total # of concurrent connections and the
connections/second counter.
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f) Role based administration with administrators & Separation of duties should be supported. Role based
administration shall be configurable for system adstiation. Multiple administrators need not login at the
same instance
g) Advance logging feature should have log indexing capability for faster log search & log optimization.
h) Security management should provide Compliance monitoring framework siocdratmonitor compliance
status of these devices in the real time. It is expected, the network solution to proviileeeald continuous
assessment of all major regulations related to Power sector & others such as 1ISO27001, COBIT, NIST, FIPS
200, GLBA 1SO27002, HIPAA security, PCI DSS, SOX etc. For compliance feature 3rd party solution can be
guoted
i) Bidder must have an option to Check compliance with every policy change for all Network Security controls
and must recommend Security Best Practices
j) Centralized management should have capabilities to manage Firewall, APT and Endpaipt saitition
from single management and should have consolidated logging and reporting for both network and endpoint
solution. The centralised system must be &blauto restore firewalls at remote locations in case of failure of
device and replacement of firewall. This restoration should eliminate the need of any skilled technical person
for restoration of device in case of device failures.
k) Solution must be ablto segment the rule base in a-policy structure in which only relevant traffic is being
forwarded to relevant policy segment for an autonomous system
[) Solution must have the granularity of administrators that works on parallel on same policy inidvbering
each other
m) Solution must include customizable threshold setting to take actions when a certain threshold is reached on
a gateway. Actions must include: Log, alert, send an SNMP trap, send an email and execute a user defined alert
n) Soldion must have consolidated Threat Prevention dashboard for full threat visibility across networks and
endpoints.
0) Detailed Event analysis for Threat Prevention Controls-Kalware, AntiBot, IPS, Application Control
etc need to be provided with Regime and Historical reporting all the components.

8.13.2.10 Licensing

a) Solution should have enterprise license without any restrictions.

b) Any thirdparty product required to achieve the functionality should be provided with the necessary
enterprise grsion license of software/appliance and necessary hardware, database and other relevant software
or hardware etc. should be provided

8.13.2.11 AnttAPT Solution

a) The AntiAPT solution should be hardware appliance, integration with firewall & shouliebigned to

detect and prevent data breaches initiated from highly targeted/tailored Zethdaymswvn attacks

b) The solution shall perform analysis-premise and no files shall be sent outside the Purchaser network. All
necessary additional devicegdnses required for such configuration should be quoted as part of the solution.
¢) Solution should perform inspection in real time, including advance malware that uses evasion techniques
and/or only executes with specific software versions.

d) Solutionshould provide comprehensive activity views into a wide range of network, system and file activity,
categorized by risk, to help speed incident response.

e) Should inspect & record network behaviour of suspicious file for requests to visit maliciougsiiftilish
communications with C&C servers and other activity indicative of a compromise.

f) Should allow security administrators to manually upload malware samples to perform analysing of suspicious
files for forensics.

g) The solution should support at least but not limited to File types:

i. Archived: .tar, .gz, .tgz, .zip, .bz2, .cab, .rar,.7z, .tbz

ii. Executable files (eg: .exe), PDF,.swf, Windows Office Document and JavaScript

h) Should support protocols like HTTBMTP, HTTPS, SMB, CIFS, and FTP etc.

i) Solution would enable emulation of file sizes larger than 50 Mb in all types it supports & the file size limit
for processing should be configurable.

j) Solution should detect botnets and Command & Control (C&Lthannels or activities during emulation.

k) Solution should be resilient to cases where the-sbelk or malware would not execute if they detect the
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existence of virtual environment.
[) The Solution should support Call Back Detection to identifyullimate aim, call back and exfiltration
m) Should support summary reports with captured packets, original file, tracer log and screenshot to provide
rich threat intelligence and actionable insight after files are examined.
n) Solution should support reg generation for malicious files like detailed reports on file characteristics and
behaviourd File Modification, Process Behaviours, Registry Behaviours, Network Behaviours, VM snapshot
0) Should support Event dashboard like critical malicious even#&ware name, rating, type, source,
destination, detection time.
p) Should support WebUI and CLI configurations as well as should be integrated with centralized management.
g) Should support multiple administrator account creation
r) The solution shodl auteupdate signatures/VM OS, detection engines frequently & send notification email
when new updates are available.
s) The solution should detect the attack at the exploitation stagebefore the shetiode is executed and
before the malware is dmloaded/executed.
t) The solution should be able to detect ROP and other exploitation techniques (e.g. privilege escalation) by
monitoring the CPU flow
u) The Solution should have file sanitization capability or document scrubbing for Web download I& Emai
Attachments for Microsoft office (Word, Excel, PowerPoint) & PDF format.
v) RealTime Preventiorunknown malware patiett in web browsing
w) ReatTime Preventiorunknown malware patieftt in email
X) The solution should support deployment in MTA (Miiansfer Agent) mode
y) The solution should be able to emulate executable, archive files, documents, JAVA and flash specifically
within CIFS (SMB) protocol
z) Average Emulation time of a suspected malware verdict as benign should be no more tha®s2 minu
aa) The solution should be able to emulate, and extract files embedded in documents
bb) The solution should monitor for suspicious activity in Kernel code injection.
cc) The solution should monitor for suspicious activity in Kernel modificationsn@me changes performed
by kernel code)
dd) The solution should monitor for suspicious activity in Kernel code behaviour (monitor activity-ofaen
mode code)
ee) Solution should be resilient to cases where thesbddl or malware would execute onigon a restart or
a shutdown of the end point. F
f) The solution should Eliminate threats and remove exploitable content, including active content and embedded
objects
gg) The solution should be able to Reconstruct files with known safe elements
hh) The solution should Maintain flexibility with optiohg maintain the original file format and specify the
type of content to be removed
i) The APT appliance should support at least min 8 simultaneously running images for inspection/sandboxing
of files

8.13.2.12 SCADA Threats Visibility

a) Proposed solution must be capable of understanding ICS protocols: Modbus, CIP,DNP3, BACNet, IEC
608705-104, IEG608705-103, IEG6087065-101,Modbus RTU/TCRP, IEC 608766 (Secured ICCP), IEC
61850, MMS,0PC DA,OPC UA, Ethernet Protocols, S7 (Siemerspthers

b) Proposed solution must have Deep Packet Inspection capability w.r.t-thQE@rotocol

c) Proposed appliance must support ACL (Access control list) based atDUEEACL flow based limiting

d) Proposed solution must support stateful inspeacapability

e) Proposed firewall must support Firewall rules (incoming/outgoing,

f) management), IP masquerading, 1:1 NAT, Dotiel, Masquerading NAT,

g) Destination NAT, Hairpin NAT, DoS Protection, Access Control Lists (ACLs), Improper commands

h) Proposed appliance must have the ability to log all traffic of abwmioned protocols and investigate
commands down to the parameter level

i) Proposed Solution must have intrusion prevention capabilities for SCADA protocols

j) Proposed next gendian firewall must support SCADA Apps/Commands and SCADA protocols

k) Proposed solution should have an automated discovery function to identify network devices and capture



Appointment of Advaned Distribution Management System (ADMS) Implementing Agency (ABR)Sor Implementation of ADMS in
BEST under Revamped Distribution Sector Sch&®Re/ TendeNo RECPDCL/BEST/ADMS /e-Tender/202122/2464 Dated:
24.01.2022

information such as IP address, OS, services provided, other connected hosts.

8.13.3 Other Aspects of Security
8.13.3.1 Application Security Monitoring
The standard operating system shall support the monitoring of security on host installed applications. The
system shall support or allow the creation of monitoring for:
a. Application $ftware Error Conditions
b. Application Software Performance Issues
c. Application Configuration Changes
d. Application Logins, etc.

8.13.3.2 Security alarms

The system shall be capable of annunciation, to include audible and visual alarms and remote paging whenever
a security event takes place and shall support the following:

a. Instant notification through email or SMS

b. Logical grouping of security everiig time, location, and device, etc.

c. Interactive dashboard window for viewing and acknowledgement

8.13.3.3 Analysis and reports

a. The system with the stored information shall be able to produce analyses and reports to meet security
compliance requirements. The system shall be equipped with best practiuss ragorts widely used in the
industry.

b. The Pur ¢ ha dlbetraised to bercapabte rofecteatirsgmew custom analysis and reports, and
revising existing, without requiring external consultation

8.13.3.4 Log Archiving

The security system shall archive, record, and store all security related events in raw &bleefirfive years.

As a minimum, the event logger shall record all security related events from the perimeter security devices and
the host IPS. Graphical trend displays of each event shall be available along with specific information on the
type of intusion, the area affected and the source via IP address.

8.13.3.5 Data access through intranet

The Web server at Control Center is to function as source of information on the distribution network. It will be
accessed by utility intranet user. Any addigbclient software, if required, at external clients/users ends, the
same shall be made dynamically available from Web server for its downloading by these external clients. There
shall not be any restriction to the number of clients downloading thisazefiiive. Unlimited number of client
downloads shall be provided). The external users shall be licensed users of the Purchaser. The following
features are required:

a. The Web servers shall be sized to support atleast 100 concurrent external intrésétsers for providing

access to redlme data.

b. External intranet clients/users shall be connected to the web servers through secure authentication such as
VPN access. These users shall be denied direct access to the SCADA & protected LAN.

c. Internda SCADA users shall not have any dependency on the availability of the Web servers.

d. For the purpose of transfer of data/displays/ from the SCADA system to the Web server system, the SCADA
system shall initiate a session with the Web server and anypatte initiate a session by the Web server shall

be terminated by the Firewall in SCADA system LAN. Interface between Web server and SCADA zone shall
preclude the possibility of external clients defining new data/Report/Displays.

e. For any sessions iidting from the DMZ LAN into the protected LAN, the servers shall be located in a
separate DMZ LAN that will be isolated from common applications connected directly to ISP such as email.
The Access to these servers from the external web will be througtrization of Virtual Private Network.

f. The web server shall provide access to allowable real time data and displays, at defined periodicity, for
viewing by external clients/users. The access to each display shall be definable on per user typshiadisis. It

be possible to define up to 100 users. Further the SCADA system administrator shall exercise control over the
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reattime displays which can be accessed through the Web server.
g. The Web server at Control Center shall also facilitate exchange of email messages from ISP (Internet Service
Provider) and other mail servers supporting SMTP.
h. Suitable load balancing shall be provided among the web servers where each shall pertienaite
number of clients. However, in case of failure of one of the servers, all the clients shall automatically switch to
the other web server(s).
i. Typical displays/pages for Intranet access shall be same as that on the SCADA. Real time SCADA data
web server shall be refreshed every minute.
j- The access to Web server/site shall be controlled through User ID and password to be maintained /granted
by a system administrator. Further, different pages/data access shall be limited by user typeed$e a
mechanism shall identify and allow configuration of priority access to selected users.
k. Further, tools shall be provided for maintaining the website, web server configuration, Email configuration,
FTP configuration, Mailing lists setup and custonsepport. Latest protections against viruses shall be
provided.

8.13.3.6 Signature updating requirements

The system shall be able to accept timely updates. The updates shall keep the threat signatures current, providing
the latest detection and protecti The updates shall also incorporate the latest security enhancements into the
Security Management System. These enhancements shall increase security and functionality, without requiring
redesign or reengineering efforts

8.13.3.7 Network encryption
All communication with system constituents shall be encrypted on application level, regardless of the security
zone. The mechanisms such as using service session keys through the Kerberos KDC and SSL shall be used.

8.13.3.8 Malicious code and Anivirus protection

Each of the Windows computers in the system shall be provided withvitudiAnti spyware software. This
monitoring software shall be enabled at all times. Updates to theiarsiAntispyware software and antivirus
signatures shall be performé@da manner similar to patch management. Update of the antivirus files on the
central server shall be performed manually. The-dnis application for end points (workstations/servers)
shall be different from the gateway antivirus in the Firewalls.

8.133.9 Security Patch Management

Security Patch Management services shall be provided through which new Bidder patches and the precautions
about installing these patches shall be provided. The cyber security architecture shall permit the distribution of
pact hes without the need for each of the systemds ¢c
be updated from the Web server | ocated in the DM.
patches shall then be distributed to all ott@mnputers and security equipment. The latest patches for all parts

of the system shall be deployed before the Factory Acceptance tests. The patches for Operating system shall be
tested on the DTS or Development system before deploying on themrealysem. Similarly, any patches for

an application shall be tested on the DTS or development system

The Bidder shall share all the vulnerabilities with the Employer as and when they are discovered and shall
provide the patches for them.

8.13.3.10 Antivirus ard Patch Management

The Bidder shall also be responsible for providing & installing updates/patches for its own software product
and Third party software products. All other patches of thady product like Operating System and Antivirus
shallbetestetdy t he Bi dder prior to installing in the Pul
A secure patch management/deployment system is to be established which will be placed in DMZ. All the
patches shall be downloaded through this single point of connection. Other produdgSlikéetwork IPS,

Host based IPS, Firewalls shall also be provided with secure patch management.

The update of Antivirus and firewall signatures shall be preferably deployed on daily basis. It is to be noted
that Purchaser already has Enterprise level Stenalntivirus Server, integration of this Antivirus Software

with the Proposed Patch Management System is in bidder scope. Antivirus Update shall be rolled over to MCC
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and NCC Servers / workstations and all the other systems through the existing Céptivates Server.
Updates will be provided offline. No external internet access to system will be given.
The Bidder shall provide a mechanism for patch management so that it is known that what patches have been
applied, what all patches are pending builable with us and what is the recent release of patches for the
various products. Any patch shal/l be applied only
Automated patch management tools shall be provided to expedite the distrilofitfishes to the system.
These tools should consider the possibility to use standardized configurations for IT resources.

8.13.3.11 Demilitarized Zone (DMZ)

DMZ is a network (physical or logical) used to connect hosts that provide an interfacentousted external

network usually the internet while keeping the internal, private network usually the corporate network separated
and isolated form the external network. As systems that are most vulnerable to attack are those that provide
services to ugs outside of the local area network, such -asad, Web and Domain Name System (DNS)
servers, they are 6éqguarantinedd inside a DMZ, fror
in the DMZ can communicate with both the internal anémal network, but communications with internal
network hosts is tightly restricted.

The DMZ should isolate using a security gateway (i.e. firewall) to filter traffic between the DMZ and the private
network. The DMZ itself will have a security gatewayfiont of it to filter incoming traffic from the external
network Following systems shall be in the DMZ:

a) Jump Host Server

b) Internet Web Server

c) Antivirus & Patch management Server

d) Secured ICCP / OPC / Pl interface server

e) GPS receiver

f) WAN router

g) Firewall for connectivity outside the DMZ to the production system h) Firewall for connectivity outside the
DMZ to the Corporate WAN

8.13.3.12 Jump Host Server

Jump servers should be typically placed between a secure zone and a pieMde transparent management

of devices on the DMZ once a management session has been established. The jump server shall act as a sing|
audit point for traffic and also a single place where user accounts can be managed. A prospective administrator
mustlog into the jump server in order to gain access to the DMZ assets and all access can be logged for later
audit. Configuration of Jump host sever shall be hardened Unix machine configured with SSH and a local
firewall. An administrator will connect to argget machine in the DMZ by making an SSH connection from the
administrator's computer to the jump server and then using SSH forwarding to access the target machine. Using
an SSH tunnel to the target host shall allow the use of insecure protocols to memwage without creating

special firewall rules or exposing the traffic on the inside network.

8.13.3.13 Cyber Security on equipment

Cyber security system shall be provided in each substation and Control centers. It shall consist of redundant
firewalls & each substation. Each station should also have IDS implemented All devices
IEDs/BCUs/DCUs/Protocol Converters, Cameras, NVR, Switches, Routers, Firewalls etc. at Substations used
in the SCADA system shall have at least two levels of access, one foy sigplng the device information

and other for configuration of the device

8.13.3.14 Access Control

To ensure authorized user access and to prevent unauthorized access to systems and services

a) Certificate Authority and Digital Certificates

A Certificate Authority (CA) entity shall be provided to manage digital certificates for secure data exchange
within the distributed grid control system. The CA shall be only accessible to system administrators. Digital
certificates shall be used for authenticatiad ancryption of the following services:

I. Inter-process communication between servers

ii. Data exchange between remote partner systems
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iii. User interface access
iv. Database access
b) Digital Keys
For secure data exchange between server§G®A setup process shall create, install, and distribute digital
keys.
c) AAA and Single Signon
The system shall require a username and password to authenticate the individual user. If the login is successful,
the single sigron system shall assign aigune (encrypted) token to the console. This token shall be used during
the session to access services for which the user and console have authority. The token shall expire at logout.
The administrator shall specify what applications the user is allonamtéss. The SCADA shall log security
related events. Security events that are logged shall include topics that the system monitors. Securityrelated
events shall be logged to the SCADA General Summary alarm list. It shall also support various reporting
mectanisms. If any Anomaly is detected at MCC, NCC and Station level it should be reported/alarmed to
Central Cyber Security Management System depending on the level of severity. For Example, if access to
internet is detected at station level workstation, gnaigh alert flag should be raised at CSMS.
d) Cryptography
In the SCADA, encryption shall be used where confidentiality is required to protect user credentials. It shall
also be used to ensure confidentiality of data exchanged with user interfacesombel latter is important
because some user interface consoles may be located remotely and communications with them traverse
networks that are difficult to secure. User Interface HTTPS and TLS encryption shall use AES cryptography
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SECTION 3CHAPTER-1

TECHNICAL REQUIREMENTS OF RTU

1.0 General

The Remote Terminal Unit (RTU) shall be installed at primary substation to acquire data from
Multifunction Transducers (MFTs), discrete transducers & status input devices such as CMRs etc. RTU
shall also be used for control of Substation devices from Msistgon(s). The supplied RTUs shall be
interfaced with the substation equipment, communication equipment, power supply distribution boards;
for which all the interface cables, TBs, wires, lugs, glands etc. shall be supplied, installed & terminated b
the Contractor. Further , the equipments indicated in the MoP oder no 12/34/262@itd 08.06.21 &

CEA /PLG/R&D/MIIf2021 dtd 11.6.21 and any amendment from time to time shall be adhered to.

1.1 Remote terminal Unit

RTU is envisaged for data acquisitiamdaintegration with control centers to carry out remote monitoring
and control of the Substation. A statleart microprocessor based industrial RTU designed for the

electrical process environment in both decentralized and centralized manner shall deredn$he

RTU shall guarantee high availability and ensure safe and secure operations of all substation equipment

The RTU shall be multifunctional, designed in accordance with applicable International Hiechrmical
Commission (IEC), Institute of Ettrical and Electronics Engineer (IEEE), American National Standards
Institute (ANSI), and National Equipment Manufacturers association (NEMA) standards, unless otherwis
specified in this Technical specification. In all cases the provisions of thedditsh or revision of the
applicable standards in effect shall apply.

RTUs shall be redundant to provide a reliable system for acquisition of required information from the
RTUs, BCPUs, Numerical relays, Multifunction meters, Condition Monitoring Dseyared other
communicable devices as well as hardware signal through I/O cards. All functional capability described
herein shall be provided by the bidder even if a function is not initially implemented. As a minimum, the
RTU shall be capable of performitige following functions:

1.1 The proposed RTU shall be suitable for decentralized and centralized architecture to address the
requirement of present and future.

1.2 The proposed RTU, I/O and Interfacing modules shall be of the same family of RTU atdedhbe
industrial grade system with high availability & reliability. RTU hardware shall be easily scalable for
expansion and to integrate IEDs in future on open protocols.

1.3 The RTU shall be redundant in hot standby mode with bump less Auto Changeover

1.4 RTU shall have vast protocol support capability, adaptable for customization and additional protocols
and Multi master communication capability.

1.5 The RTU shall support a wide range of Server/Client protocols including IEC61850 (ED1 & ED2
edition), IEC 608705-104 (Master/Slave), IEC 608103, Modbus RTU, Modbus- TCP/IP (Master).

1.6 The RTU shall have min 5,000 I/O tags and shall support integration of at least 40 IEDs on IEC
61850 and at least 25 IEDs on serial protocols. Bidder to conkeleéatdware such as 1/O peripheral,

Serial Ports, Communication processors, Converters etc., in the RTU accordingly.

1.7 The proposed RTU shall communicate simultaneous with eight independent remote master
(redundant) stations on IEC 6083104 Protocol.

1.8 RTU to the Purchaserds SCADA Systems shall
(Physical/Pseudo points) within the substation independently to each of the SCADA systems. Proposed
system shall simultaneously respond to independent scans ®amas from Purchaser's SCADA ADMS
Systems. Proposed system shall support the use of a different communication data exchange rate (bits |
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second), scanning cycle, and/or communication protocol for each remote control center. Also, each
contr ol tasean &nd cobtrel canenands may be different for different data points within the
proposed system's database.

1.9 The RTU shal/l be 190 Rack mounted / Din Ra
1.10 Disturbance and fault record collection over IEC 6687104 protocol

1.11 Shdlsupport IEC 61131 based programming logic. The RTU shall support programming language
(Functional Block) with arithmetic & logical functions to incorporate Interlock Logic for SCADA
Controls. Bidder to ensure supply of necessary hardware and softveatgdee the functionality.

1.12 Web Server functionality to monitor and configure the RTU along with Substation IEDs by
authorized users (AAA functionality).

1.13 Should provide latest Microsoft Windows based maintenance and configuration tools. §he tool
should have functionality of both remote and local access.

1.14 Time synchronization based on SNTP (Server/ Client) and Protocol specific synchronization (IEC
608705-104 etc.). The RTU shall accept minimum two independent sources for time synchronizatio
over SNTP/Protocol specific Synchronization. RTU in turn shall synchronize the IEDs integrated on
different protocols.

1.15 RTU shall support SNMP protocol for devic
Network Management System.

1.16 RTU shall spport configuration File Upload and Download from the Engineering Station
(Configuration Laptop), functionality shall support both Local & Remote configuration.

1.17 RTU shall be capable of acquiringtdanalog and accumulator data from Mdilthctionmeters on
MODBUS (RTU & TCP/IP)/IEC61850/IEC60878-104.

1.18 RTU communication protocol shall be configured to report analog & Status changes by exception tc
master stations. However, RTU shall support periodic reporting of analog data and perioaliicitg sh
configurable from 1 sec to 1 hour. Digital status shall have higher priority than the analog data. In
addition, analog values shall also be reported to Master station by exception on violation of a defined
threshold limit.

1.19 The XML based Subsian Configuration Description Language (SCL) of IEC 61850 configuration
interfaces shall allow information to be shared between the various configuration tools, reducing the
overall engineering time.

1.20 User friendly otine health and data monitoririgcility shall be provided to maintenance engineer

for monitoring/analyzing the real time status of the process, program logic from the engineering station
(Configuration tool Laptop) from Local and Remote.

1.21 The Master Station user shall be ablestdgom a virtual connection through RTU with any
RTU/BCPU/IED, provided by the communication protocol functionality, to support the information
transfer to/from RTU/BCPU/IEDs. e.g., the Master Station shall gathdemand IED data; visualize

IED configumtion parameters. On the other hand, the Master Station shall be able to download to the
BCPU/IEDs configuration parameters, code changes, etc.

1.22 The system shall comprise of features namely failsafe control (i.e-lobfeckexecute, selection
timeodu etc.), Interlock & Sequential Logic Control system, Sequence of Event Recording (SER),
Interfacing with third party IEDs (e.g. Multifunction Meters, Condition Monitoring & Protection system
etc.), interfacing with third party computer system, Integratiosiata as per time base (e.g. 15 minutes
energy integration), direct GPS clock connectivity, through SNTP server or through the Master (Main &
Standby) for time synchronization

1.23 In case of power supply failure, auto stgriand restoration of the RiTshall be possible without
manual intervention.

1.24 All the cards/modules of the RTU, Ethernet Switch etc. must have conformal coating for protection
against harsh environments.

1.25 It shall be possible to increase the number of communication ptiresRTU by addition of cards,

if required in future. The RTU shall support the use of a different communication data exchange rate and
scanning cycle on each port and different database for each master station. 1.26 Internal battery backup
hold data inSOE buffer with time & date in case of failure of supply.

1.27 The proposed RTU shall be KEMA Certified or by equivalent certification body like NABL
/CPRI/International Accredited Lab.

1.28 Separate set of communication modules shall be used for cazatmgto slave IEDs and to
Purchaserdos FEP/ Master Systems.

1.29 It shall be capable to perform all functions for entire substation including future requirements.
Processor & RAM shall be selected in such a manner that during normal operation not ma@&sha
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capacity of processing & memory are used.
1.30 RTU shall communicate to MCC, BCC system over IEC6@3Y04 protocol.
1.31 Continuous seBupervision function with selfiagnostic feature shall be included.
1.32 RTU shall be suitable for PRP/H8&nfiguration and devices.
1.32 RTU & Communication Redundancy
1 The RTU shall be redundant with all functionalities, so that the RTU can communicate with the
Remote Control Centre, even when one of the units fails.
| The failover process should cause #ssignment of all the functions of the failed unit to the healthy
unit. The changeover between the two redundant units shall be transparent and shall not require any
manual intervention. The changeover process of the RTU shall be bump less and withlossda
| Main and Standby RTU shall support all functionalities independently i.e. all Substation IEDs and
Communication to Control Centre. Failover should take place in case of failure of the unit and failure of
any communication channel
1.34 Input / Output Requirement
a. Hot replacement of all /O modules
b. A complete set of process interface
c. High disturbance immunity, meeting the requirements of the IEC directives 89/336/EEC and
73/23/EEC when placed in cabinets.
d. Comprehensive setfiagnostics
e. Onboard processing capabilities such as ttagging, event handling, filtering and gaiontrol.
f. Shall supports transparent virtual redundancy for Main & Redundant RTU
g. Modularity, permitting stepy-step expansion
h. Reliability and autaliagnostics
i. Easy to configure
J- Quick fault finding with help of LEDs of each module an@uchel
k. Support of dual redundancy in power supply
I. The relative time error between events (DI signals) handled within one controller shall be <1 ms
(interrupt driven). The relative time error between events handled within separate RTU shall nat be mo
than 2 ms.

1.34.1 Analog Input Sub System

' The entire analog, Telemetered, Nbelemetered and calculated point values shall be stored in the
database in engineering units

| The system shall provide the capability to perform an&dedjgital converfon accuracy monitoring
and raising an alarm should any such points exceed tolerance

a. Analog Signal Conditioning
| Galvanic isolation of input and output signals
' Input filtering and nodinear filtering for attenuation of noidevel
I Amplification of low-level signals
| Cold junction compensation
b. Analog Signal Monitoring
' Power supply failure monitoring due to lose plug connection, short circuit, wire break and voltage
interruption
' Transducer / Energy Meter monitoring for parity, wiredidive zero and end limit values
| Short circuit proof
1 Monitoring of A/D conversion
1 On-line simulation
' Cable monitoring for open circuit
1 Fuse protection and fuse failure detection
1 Communication monitoring
' Configurable Dead band
c. Design and Performance requirement of Analog Input modules The Analog Input module shall be a
solid-state type. The following features shall be provided:
] The decoding logic shall ensure that no two channels are selected simultaneously
' CrossTalk atenuation between selected and unselected channel shall be more than 80 dB
1 The Analogi toi digital converter (ADC) shall preferably be of successive approximation type, the
following feature shall be provided:
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0 Guarded input section to ensure lacgenmon mode noise rejection
o Provisions for ADC overflow detection
0 Repeatability of +/0.025% of full scale
| The following design features shall be provided to offer protection to the analog input modules:
o Protection for continuous overload u@@0% of all input ranges. Such overload on any analog input
point shall not affect the accuracy of the next analog input in the same range.
o Features to ensure that power line voltage variations up2@%/and line frequency variation up te +/
10% donot affect the accuracy of the system
o Connection of any point for indefinite time shall not damage the system
o Provision for isolating failed channels and for ensuring that such partial failure does not affect
remaining healthy channels
0 Modular dsign to enable easy field expandability
o Provision for two high accuracy reference voltages to be used for checking the accuracy of the ADC fo
linearity, zero drift and gain. The reference voltage shall be set at equal intervals with respect to the ADC
range. This check shall be made automatically at periodic intervals not exceed 6 secs and shall be alarrr
if conversion is out of tolerance
0 Online replacement of individual modules in case of failures
0 Surge withstands capability as per IEEE stashslar

| Measurement range: 2.5V, +£ 5V, +- 10V, 0+/- 5 mA, 0+/- 10 mA, G+/- 20 mA, 420mA
| Resolution: 14 bits + sign Type of input: Differential

I Input impedance (Voltage input)2 Megaohms

| Shunt resistancie 250 ohms_ ' Common Mode Vadhgei 100 V

' Conversion time < 100 millisecond

| Fusing of Transducer Suppiyindividual

| Temperature drift with Gain=10.05%/10°C (Typical), 0.1%/10°C (Max)

1.34.2 Digital Input Sub System
Digital input with memory shall beonsidered in case when two items of information received
simultaneously i.e. the current point state and flag indicating if the state has changed more than once sir
the last scan cycle. Number of changes shall be computed using the new state, theflang&ding last
state.
a. Digital Input Signal Conditioning

| Galvanic isolation of input signals

' Input filtering for noiselevel
b. Digital Input Signal Monitoring

| Contact monitoring

| Contact bounce protection

| Power Supply failure

' Fail sde condition on failure of card / channel

| Online simulation / blocking

' Fuse protection and fuse failure detection

- Communication monitoring
1 Cable monitoring
c. Design and Performance requirement of Digital Input modules
The digital input modws shall be provided for the periodic scanning of both low resolution and high
resolution digital inputs. The following design features shall be provided:
1 Internal voltage source to convert contact state of potential free contacts, either changedi+@fdt
into logic level signals. Possibility of surface film or contamination on the contacts shall be considered
while selecting this source
1 Voltage level sensing units, with na@ero values for the binary status output

' Differential input circuit tooffer common mode isolation

| Choice of polarity and threshold range
1 Buffer registers
"1 Filtering to protect against contact bounce or electrical noise on input lines

| Detection of card power supply failure
1 Surge withstands capability as per IE&Bndards
1 SeltChecking features for detecting faulty operation
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| Status indicating LEDs for each input
1 Online replacement of individual modules in case of failure
| Simulation facility
| Digital inputs with interruptontrolled updating
1 Provision for isolating failed channels and for ensuring that such partial failure does not affect
remaining healthy channels
| The digital input can be inverted so the value is 1 when the eledgeall is off, and 0 when it is on
I Rated Voltagé 48 V DC
7l nput Vol t &8 30R‘/ange
Il nput Vol t ages8iR@nge
| Input Resolutiori 1 mSec
| Time Stamping at Card level | Event Detectioni Yes
| Current consumption (+5M 460 mA
| Number of channels per module / cartlé (max)

Alo
oo

1
0

1.34.3 Digital Output Sub System
a. Digital Output Signal Conditioning
| Galvanic isolation of output signals
b. Digital Output Signal Monitoring
| Contact monitoring
| Contact bounce pratéon
| Power Supply failure
' Fail safe condition on failure of card / channel
| Online simulation / blocking
' Fuse protection and fuse failure detection
- Communication monitoring
| Cable monitoring
c. Design and Performance requirement of DigitaOutput modules
The digital output module shall provide contact closure outputs by driving relays. The features to be
provided are as follows:
| Online replacement of individual modules in case of failure
| Long life, bounce free, highpeed mercury wetted or dry reed relays
| Surge withstands capability as per IEEE standards
| Type of Output Opto isolated short circuit protected transistor output
I Number of channels per module / card2 (max)
' Voltage rating 24 V DC ! Load Supply 19.2 V (minimum), 56 V (maximum)

1.35 Algorithm and Logic

a. The RTU shall be based on advanced and proven algorithms and an easy and efficient upgrade of the
RTU functionality shall be possible.

b. The RTU shiasupport IEC61131 for constructing the interlock logic functions.

c. The RTU shall facilitate user defined logic functions such as automatic control sequences by means o
available logic elements. e.g., with one command perform a safe change of thetioonof a selected

line from one bushar to another buisar in double bubar switchgear.

d. Command is always to be given in two stages: selection of the object and command for operation und
all mode of operation. Final execution shall take place whisn selection and command are actuated
(Selectbeforeexecute).

e. It shall also be possible to interconnect and derive input and output signals, logic functions, using built
In functions, complex voltage and currents, additional logics (Afdf2s, OR gtes and timers).

f. A delay/integrator shall allow the piakp and reset of binary signals of IEDs to be delayed before

being displayed or used to control other functions

1.36 SelfSupervision

a. The RTU shall have extensive salipervision includingll functional module and communication
channel.

b. The RTU shall have LEDs for healthiness / error indication

c. RTU shall have the facility to generate & download the log files for maintenance and troubleshooting.
d. Each RTU shall be independent freach other and its functioning shall not be affected by any fault
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occurring in any of the equipment of the station.

e. Command execution timer (configurable) must be available for each control point. If the control action
is not completed within a speigitl time, the command should get cancelled (Run Time Command
cancellation). The timer for timeut feature shall also be user configurable.

f. In case of restoration of communication links, power supply after failure, the software along with
hardware sh&be capable of automatically synchronizing with the remaining system without any manual
intervention.

g. It shall be possible to4@oot the RTU through the LAN/WAN from a remote location

1.37 Event recording pertaining to RTU

a. The RTU shall suppogtvent recorder that can handle up to 2000 time tagged events. Events shall be
stored in nonvolatile memory. In case of failure of RTU or communication channel, the recorded events
shall be communicated to the master as soon as communication is restorédlafe

b. The RTU shall have an internal clock with the stability of minimum 10 ppm or better. The RTU time
shall be set from time synchronization messages received from GPS clock or Master station. SOE time
resolution shall be 1ms or better.

¢. TheRTU shall maintain a clock and shall tiraamp the digital status data. Any digital input data in

the RTU shall be assignable as an SOE point. Each time a SOE status indication point changes the stat
the RTU shall timgag the change and store in SOE&uwithin the RTU. SOE shall be transferred to
Master Station through RTU as per IEC 60&7004 protocol.

d. I't shall be possible to retrieve the record

1.39 Time Synchronization

a. RTU time synchronization shall be through GPS clock via communication ports on SNTP or over the
Communication protocol from master (IEC 60&-Q04).

b. RTU in turn shall be capable of synchronizing all the slave IEDs

c. Timing Accuracy: The RTU shdlime-tag event reports to an absolute accuracy of 1ms or better.

d. RTU shall generate an alarm if it gets drifted or loose the synchronization signal.

e. RTU shall have min 2 (two) source input for Time synchronization with priority provision

f. Bidderto propose the solution for time synchronization of the RTU, if the same drifts beyond specified
limit (e.g. 30 minutes drift)

g. With each power cycle the RTU shall synchronize with GPS receiver or with Master

1.40 Environment requirements, Reliability& Cooling

a. The Unit shall have high reliability in operation and shall not use cooling fans. The unit shall have
vermin proof enclosure and shall insulate electronics, internal components and electronics from external
environment in order to avoid failes due to dust, humidity, fungus etc.

b. The RTU Panel hardware installed in Switchyard shall comply to IP65/IP67 enclosure.

c. The RTU panel shall be installed in Substation control room buildings with no temperature or humidity
control. RTUs shall beapable of operating in ambient temperature from 0 te dé§ree C with rate of
temperature change of 2fggree C/hour and relative humidity 95%, noncondensing.

1.41 Expansion in future

Offered system shall be suitable for extension in future foriadditBCPUs & other IEDs. During such
requirement, all the drawings and configurations shall be designed in such a manner that its extension
shall be easily performed by the Purchaser. During such event, normal operation of the existing substati
shall beunaffected, and system shall not require a shutdown. The Bidder shall provide all necessary
hardware and complete set of software tools along to perform addition of bays in future and complete
integration with Purchaser 0softwar€dsAshalbbe abledgom. The
configure IED, add additional analogue measurements, digital I/Os, modify interlocking logics etc. for
additional bays/equipment which shall be added in future.

1.42 Cyber security

a. Secure accesssevel Wise enabling ddettings with User Rights should be incorporated with Password
protection in the RTU. Each User shall have his/her own User Id & Passwords.

b. User Credentials to access RTU shall be aut
c. All actiors/modifications/deletions shall be logged in the RTU. These logs shall be pushed to
Purchaserdos Central Asset Management system/ SO
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d. It shall be possible to access the RTU through a web browser (Https Support) anywhere from the LAN
for configuration, éagnosis, monitoring, file upload & download, simulation and log retrieval by using
appropriate user account management viz. Role based access control & password complexity

e. The RTU should also supports Authentication and Authorization of individual @&eurity logging.

f. RTU shall be NERECIP/NIST 7628, IEC62351, IEC 62443 and IEEE 1686 compliant.

g. RTU shall be enabled with System hardening viz. disabling/removal of unused ports and services. h.
RTU Should support System Audit Logs, SM§s etc.

1.43 Reliability

Reliability of the equipmentodés offered shal/l b
equipment. RTU relatability and availability calculation shall be provided with engineering document for
approval

1.44 Signal Interface Panel (SIC)

SIC panel is envisaged for data acquisition from field equipment using field interface module, which shal
be interfaced with proposed RTU I/O modules seamlessly. Actate Passive/Active Interface module

are envisaged for the electrical process environment in both decentralized and centralized manner.

The Interface modules shall guarantee high availability and ensure safe and secure operations of all
substation equipment. The Interface module shall bgediin accordance with applicable International
ElectroTechnical Commission (IEC), Institute of Electrical and Electronics Engineer (IEEE), American
National Standards Institute (ANSI), and National Equipment Manufacturers association (NEMA)
standards, Uass otherwise specified in this Technical specification. In all cases the provisions of the
latest edition or revision of the applicable standards in effect shall apply. All functional capability
described herein shall be provided by the bidder evefuiicion is not initially implemented. As a

minimum, the Interface module, communication interface along with other accessories shall be capable «
performing the following functions:

1.44.1 The separate SIC panel is envisaged for housing of the I/@det&§stem/modules and other
components such as Signal Interfacing Modules, Control Output Relays, Latching Relay, Terminal
Blocks, Suitable Cable Ducts, wiring etc. as per the RFP requirement.

1.44.2 Bidder to accommodate all RTU (Main and Stiay] interface modules relays, Terminal Blocks

in maximum of 2 panels and shall judiciously optimize the space requirement. As described in the RFP,
Purchaser is having a space constraint and prefer to accommodate all the hardware in a single panel.
1.44.3 Detas of Digital Input, Output and Analog Input requirement are described in Item 1.34 of RTU
specification.

1.44.4 The proposed Interface modules shall be suitable for decentralized and centralized architecture tc
address the requirement of present and éutur

1.44.5 The proposed RTU, I/O and Interfacing modules shall be of the same family of RTU or Embeddec
industrial grade system with high availability & reliability. Interface modules hardware shall be easily
scalable for expansion.

1.44.6 All the interice modules shall be directly connected to the I/O modules of the RTU. In case bidder
is proposing the use of remote 1/O architecture, then proposed Remote I/O shall be of the same RTU
family and communicate with Main and Redundant RTU seamlessly.

1.44.7Auto Changeover of Main and Standby RTU shall also ensure the switching-edwrdant 1/0

system as envisaged in the RFP. This changeover from Main to Standby awerséehall be bump less

with no loss of data.

1.44.8 Remote I/O rack or individuiaterface module shall use the open protocol as of RTU. No
proprietary protocol between Remote I/O and RTU is envisaged.

1.44.9 The proposed Remote I/O / Interface Modules shall provide the data to eight independent remote
master (redundant) stations thgh RTU.

1.44.10 1 /0O interface System/ Modules to the Pu
scanning & control of all defined points (Physical/Pseudo points) within the substation independently to
each of the SCADA systems. Proposed systenh sinalilitaneously respond to independent scans &
commands from Purchaser's SCADA/DMS/OMS Systems. It is envisaged that Proposed RTU system
shall support the use of a different communication data exchange rate (bits per second), scanning cycle,
and/orcommunc ati on protocol for each remote control
control commands may be different for different data points within the proposed system's database, hen
proposed /O interface system shall also be supportingthered functionality.

1.44.11 The 1 /0O Interface system can be 190 Ra
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1.44.12 Bidder to note that, distributed configuration is not envisaged at RTU and at Interface
System/Module level. The proposed Remote 1/O or interfamstuie configuration shall be part of the
Main and Standby RTU, no separate configuration is envisaged at I/O interface System/Module level.
1.44.13 Web Server functionality to monitor and configure the RTU along with Substation IEDs by
authorized users (®A functionality) shall also be extended to monitor the I/O interface system.
1.44.14 Interface modules shall also be time synchronized through Main/Standby RTU for time stamping
at 1/0 level.
1.44.15 SNMP protocol support required in RTU shall alsaxbended to 1/O interface level. 1.44.16
Analog Input Interface module shall support resolution of 14 Bit + Sign.
1.44.17 Proposed /O interface shall be completely aligned with resolution required for Digital I/0Os and
Analog Inputs.
1.44.18 User friendlpn-line health and data monitoring facility shall be provided to maintenance
engineer for monitoring/analyzing the real time status of the process, program logic from the engineering
station (Configuration todl Laptop) from Local and Remote.
1.44.19 Incase of power supply failure, auto staptand restoration of the RTU along with 1/O interface
shall be possible without manual intervention.
1.44.20 All the Interface cards/modules must have conformal coating for protection against harsh
environments.
1.44.21 The proposed /O interface modules shall be certified by CPRI/ERDA/International Accredited
Lab.
1.44.22 Continuous seffupervision function with setliagnostic feature shall be included. 1.44.23
Remote I/O and RTU Communication Redundancy

| The Remote I/O interface system shall ensure the data to both Main and Standby RTU seamlessly, so
that the RTU can send the entire data to Control Centre, even when one of the units fails.

The failover process should cause the assignment of all thediosicii the failed unit to the healthy

unit. The changeover between the two redundant units shall be transparent and shall not require any
manual intervention. The changeover process of the RTU/Remote 1/O system shall be bump less and wi
no data loss.

' Main and Standby RTU shall support simultaneous communication with I/O interface system.
1.44.24 Communication
I/O interface system/modules shall communicate to Main and Standby RTU simultaneous and
independently on open protocols. No Proprietary prdtsoenvisaged for communication between 1/0
interface system and RTU.

| Time synchronization over SNTP and Communication protocol from RTU/Master.

' SNMP (v1, v2c and v3) for Health monitoring of the Hardware
1.44.25 RTU Panel should have
Digital Input- 32 nos.
Digital Output 16 nos.
Analog Input 20 mA- 8 channel

1.45 Engineering Station (Laptop)

Engineering LAPTOP shall be industrial grade LAPTOP system loaded with software for RTU
configuration, diagnosis, simulation, Logic dey@hent in RTU Also, shall be loaded with configuration
and management software of RTUs, BCUs on IEC 61850 LAN. A tool for user friendly engineering and
disturbance handling shall be available

a. Engineering laptop shall have SSD hard disk (Minimum 1 T&erBOM for the configuration.

b. Configuration of all input and output logical, communication interfaces and othemnuitictions and
signals shall be possible both locally and remotely from the Master Station for configuration &
maintenance actiwit

c. Configuration application shall have multilevel passwords to safeguard control, logic, and automation
settings.

d. Data collection, data modelling, configuration and parameter setting

e. Engineering of process information for automation and dacgrder systems

f. Engineering of process information for automation of-ba@der systems and their individual

parameters.

g. User friendly odine monitoring facility of real time data shall be provided to maintenance engineer for
monitoring/analyzinghe real time status of the process, program logic from the engineering station.
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1.45.1 Configuration Application
a. SCL Tool shall be used to model the (IEDs) as stipulated in the standard IEC 61850. SCL Tool shall b
capable of generating the configueatfiles for any IEC 61850 compliance IED.

b. The main functions that the application shall perform are:
c. Read and edit any type of configuration file compliant with the defined restrictions by the schema of
the SCL language.
d. Model devices from thlibraries of Logical Nodes (LNs), Common Data Class (CDCs) and Common
Data Attributes (CDAs) defined in the norm.
e. Generation of the modelling and SCL configuration files for devices IEC 61850.
f. Capacity to manage projects with several devices, generating the files for the configured devices.
g. Visualization and edition of the components of the standard library of the norm. This can be
customized with user additions or generate custom lésdor specific projects
h. Export files of data templates (Data Type Templates) that can be reused to model new devices. This
avoids the need to create all these sections in new models.
i. Compatible with IEC 61986 Ed:1, Ed:2, and other associated nt@tike IEC 618567-410, IEC
618507-420
j. Create SCD/SSD /SED /ICD / ID SCL Files

K. Import & Export of SCD/ SSD /SED /ICD / ID / CID SCL Files
|. Facilitate enhanced management of SCL files and its validation
m. Wizard for handling major peess and work flow

| SLD Wizard: to draw and add Substation Configurations to the Project

I IED Configuration Wizard: to add and edit IED Configurations to the project

| SCD Wizard: to add external SCDs /SEDs to the Project
n. Library Support

SLD library support for reusing substation drawings in multiple projects
| Data model library as per IEC 6186(Ed:1 and Ed:2
| Flexible design that enable user to create & edit data model library

1.46 RTU/IED simulator & protocol analyzer software tool

a. RTU simulator tool shall be provided to test the communication interfaces of Master station, RTU,
RTU and IEDs.
b. The Master station simulator tool shall be capable of emulating the master station on open protocol
such as IEC 60878-104, 101, 103, Modbug IEC61850 etc. The RTU simulator shall also be capable
of emulating the slave protocols for all the applicable open protocols. Bidder shall submit the details of
the offered simulator packages along with the bid.
c. The protocol analyzer shall be used to monitor all communication traffic on a channel (between Maste
station & RTU/RTU & between RTU/RTU & IEDs without interfering channels operation. Channel
traffic captured in the active or passive modes of operatiatl be displayed.
d. The Master station simulator and protocol analyzer tool shall be provided and shall have following
features:

| Each received message shall be checked for validity, including the check sum.

| The tool shall maintain and display @ricounters so that the number of errors during a period of
unattended testing can be determined.

' All fields of a message shall be displayed. A pass/fail indication for the message shall be included

1.47 Layer 2 Industrial Grade Managed Ethernet Switch

Technical specifications for the Managed Layer 2 Industrial grade, 6186Mpliant Ethernet switch is given
below:

a. The switch shall be of industrial grade type designed for continuous operation.

b. Switch shall have minimum 12 portfRJ45 / Fibre ports of 10/100/1000 Mbps

0 No. of CU Ports : 8 CU Ports (RTU)

o No. of CU Ports : 10 CU Ports (CRP)

o No. of FO Ports : 4 FO Ports (RTU), Speed of FO: 100 MBPS, Type of FO: Single Mode, Type eftGonn
LC Typei 100 FX
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0 No. of FO Ports : 2 FO Ports (CRP), Speed of FO: 100 MBPS, Type of FO: Multi Mode, Type of Connector: L(
Typei 100 FX
c. Switch shall be Ehch rack mountable with Power Socket and Ports at rear side
d. LED indicators for linkestablishment and data transfer for each port
e. Should support remote configuration
f. It should own separate maintenance/console port
g. Latency shall not be more than 10 ps.
h. Should support SNMP Server v1.0/v2.0/v3.0 i. Should be KEMA Certifieduivalent
j- All the cards/modules of the Switch must have conformal coating for protection against harsh environments.
k. Switch shall support IEEE802 series for VLAN, RSTP, MSTP and Suitable for ring configuration etc. |. Switch
shall be IEC 61850 EM and operating conditions for Power Substations environment.
m. Switch shall be IEEE 1613 Environmental Standard for Electric Power Substations environment.
n. Switch shall have design for minimum Heat generation and high MTBF (minimum time betwee) fail
0. Switch shall Support Simple plug and play operatiaatomatic learning, negotiation, and crossover detection
p. Switch shall Support Quality of Service (802.1p) for-taak traffic
g. Switch shall Support SNTP time synchronization (cliedtserver) for synchronization of networks r. Switch
shall Support Industrial automation features (e.g. Modbus, Ethernet/IP and IEC61850 protocols for transparent
data transmission)
s. Switch shall be suitable for PRP/HSR configuration and devices.
t. Switch shall Support Management Tools like:
| Web-based, Telnet & Command Line Interface (CLI) for quickly configuring major managed functions
| SNMPv1/v2c/v3 for different levels of network management
| Remote Monitoring (RMON)
| Rich set of diagnosticsithh logging and alarms
' Bidder shall supply Console Cable along with each switch

1.47.1 LAYER 2 features

a. The Switch should support Layer 2 switch ports with Secure VTP or similar protocols to reduce administrative
burden of configuring VLANs on multiple switches in turn eliminating the configuration errors & troubleshooting
in secure manner.

b. The Switcrshould support Rapid Spanning Tree Protocol & Multiple Spanning Tree Protocol.

c. The Switch shall have IEEE compliance for 802.1Q VLAN, 801.2p, 802.1d STP, 802.3ad (Port aggregation),
802.1w RSTP, 802.1s MSTP, 802.3ad LACP, IEEE 802.1ab Link Layer @iscBvotocol.

d. The switch should have support for Port mirroring

e. The Switch should be able to discover the neighboring device of the same vendor giving the details about the
platform, IP Address, Link connected through etc, thus helping in trowlatisf connectivity problems or

equivalent

f. The Switch should support a mechanism to prevent edge devices not in the network administrator's control frc
becoming Spanning Tree Protocol root nodes

1.47.2 Management features

a. Switch Latency period: Microsecond or better

b. Transfer Rate of the Switch: 50.4 Gbit/sec

c. The Switch should support SNMP v2c¢, V3

d. The Switch should support Configurable SNMP traps

e. The Switch should support Logging to syslog with time stamp

f. Java Run time versionLatest

g. The Switch should support NTP, SNTP support.

h. Full environmental monitoring of PSUs, Fans, temperature and internal voltages, with SNMP traps to alert
network managers in case of any failure

1.47.3 Environmental
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a. The switches should have IEEE 802.3az Energy efficient Ethernet and ROHS compliance

b. Switch should be capable of operating under normal room temperature without the requirement of Air
condtioning.

c. Conformal Coating: Required d. Operating TemperatGfeo +85°C. e. IEC60068-1 - Cold Temperature
IEC600682-2 - Dry Heat IEC6006&-30 - Humidity (Damp Heat, Cyclic) IEC600631-1 - Vibration
IEC6006821-2 - Shock, IEC6185- Environmenal

1.48 Networking Accessories

1.48.1 Fiber Patch Cords

Mono mode or multimode patch cords of suitable length shall be supplied which are compatible to the end devic
and LIUs.

1.48.2 LIUs

LIUs which are part of the proposed Substation Automation System shall be rack mounted type and shall be
installed in RTU/SIC panel (L2 switches). The type and number of LIUs shall be as per the number of cables to
terminated. All the LIUs shall have Rgpe connectors. LIUs shall include all the accessories for terminating the
cable such as pigtail, splice holder, coupler etc. All cores of the fiber cable shall be terminated on the LIU. LIU
shall be rodent proof.

1.48.3 Patch Panel

All structured Etheret copper cabling shall be terminated on of Cat 6 E type patch panels on L2 switch side
1.48.4 1/0 Box

All the structured CAT6 cabling on the device side shall be terminated on I/O boxes.

1.48.5 Ethernet Patch cords

All the terminations on the switchedévices shall be done using factory crimped, flexible Cat 6 E UTP Patch
cords of suitable length.

1.48.6 Fiber Terminations

All the fiber terminations on L2 or L3 switches shall be done using SFPs which are compatible for the switch
model. The SFP shall ha diagnostic monitoring feature. All SFPs shall have 1G uplink speed. Use of standalone
Ethernet media converter / FOTE should be avoided.

1.49 RTU Panel
1.49.1 Panel and other Accessories
a. All the panels shall be of IP54 class and industrial grade.
b. Control panel shall be suitable for bottom cable entry.
c. Interconnection between panels shall be by prefabricated cables.
d. The Bidder shall submit the GA drawing considering the maintenance and aesthetic requirements and submit
the drawings alongiwt h  bi | | of material for purchasero6s revi
e. The bidder shall guarantee the satisfactory functioning of the system hardware mounted in the panels even ir
the event of failure of aiconditioning.
f. Proper size Cable trays shall be provided in thelpaifter reviewing the number of cables to be terminated in
the panel.
g. Enough space (for easy termination, for easy viewing of cable tags) shall be provided between the terminal
channels and cable trays.
h. Terminals shall be distributed functionaltythe panel.
i. Panel door locks shall have the common key.
j- Acrylic glass sheet shall be provided, wherever the power cables & terminations are exposed and prone to be
fatal.
k. Electrostatic strap shall be fitted with each panel.
At least 50% of the space inside each enclosure shall be unused (spare) space that shall be reserved f
future use. The Contractor shall provide required panels conforming to IEC 529 for housing the RTU
modules/racks, relays etc. and other required hasdWée panels shall meet the following
requirements:
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(@) shall be freestanding, floor mounted and height shall not exceed 2200 mm.
All doors and removable panels shall be fitted with long life rubber beading. All non load
bearing panels/doors shall béf@ated from minimum 1.6 mm thickness steel sheet and all load
bearing panels, frames, top & bottom panels shall be fabricated from minimum
2.0 mm thickness steel sheet

(b) shall have maintenance access to the hardware and wiring through lockableyfultoeis.
(c) shall have the provisions for bottom cable entry

(d) The safety ground shall be isolated from the signal ground and shall be connected to the grour
network. Safety ground shall be a copper bus bar. The contractor shall

Connect tahfeetpyangerlodusnd of t o the owner 6s gro
connected to the communication equipment signal ground.

(e) All panels shall be supplied with 230 Vac, 50 Hz, sifgftase switch and 15/5A duplex socket
arrangement for maintenance.

() All panels shall be provided with an internal maintenance lamp, space heaters and gaskets.
(g) All panels shall be indoor, duptoof with rodent protection, and meet IP41 class of protection.
(h)  There shall be no sharp corners or edges. All edges shall be rounded to prevent injury.

) Document Holder shall be provided inside the cabinet to keep test report, drawing, maintenanc
register etc.

()  All materials used in the enclosuiasluding cable insulation or sheathing, wire troughs, terminal
blocks, and enclosure trim shall be made of flame retardant material and shall not produce toxi
gasses under fire conditions.

1.49.2 Sheet Metal Work

The panel frame shall be fabricatedngssuitable mild steel structural sections or pressed and shaped cold rolled
sheet steel of thickness not less than 2.5 mm.

Frames shall be enclosed by cold rolled sheet steel of thickness not less than 2 mm, smoothly finished, leveled
and free from flawsStiffeners shall be provided wherever necessary. The Panels shall be provided with MS Base
Channel of 75 x 50 mm

All panel edges and door edges shall be reinforced against distortion by rolling, bidding or by the addition of
welded reinforcement member.

Cut-Outs shall be true in shape and devoid of sharp edges.

1.49.3 Constructional Features

SAS cabinet shall be indoor type, floor mounted, with dimension (2315(H) x 800(W) x800(D)) and both sides
opening with swing fr amearrangementnAnvilgaltiom pasl of dSomorrthickness h 1
should be provided. Panel base frame should be of 100 mm height.

The panel shall be

a. Panel shall be of the metal enclosed indoor, floor mounted.

b. Preferred make of panel shall be o RTU & BIRittal make

c. Made up of the requisite vertical sections.

d. of dust, moisture and vermin proof construction

e. It shall have lifting-bolts for hooks of good capacity and even distributed lifting. Test certificates shall be
available for the lifting bo#.
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f. Suitable to provide a degree of protection of not less than IP 54 as per IS: 2147.

g. It is the responsibility of the bidder to ensure that the equipment specified, and such unspecified complement
equipment required for completeness of the SAsSgteshall be properly accommodated in the panel, in such a
way that the maintenance, identification, isolation of any component or circuit shall be easy. Equipment shall be
mounted such that removal and replacement can be carried out individually \affiecting the services of the
adjacent devices. No price increase at a later date on this account shall be allowed.

h. Of selfcooled design with adequate louvers on sides. The louvers shall have screens and filters on inner side
panel. The screens shiae of fine wire mesh made of brass or Gl wire.

i. Shall have maintenance access to the hardware and wiring through lockable full height doors.

j- Shall have the provisions for bottom cable entry.

k. The safety ground shall be isolated from the signal ground and shall be connected to the ground network eac
ground shal/l be a copper bus bar. The grounding o
the contractor.

I. All panels #all be supplied with 230 V AC, 50 Hz, singddase switch and socket arrangement for

maintenance.

m. RTU and interface panels shall be provided with 2 Nos. (one front side and one rear side) internal maintenan
lamps (CFL) and space heaters and gaskets.

n. All panels shall be indoor, dustoof with rodent protection, and meet IP54 class of protection for indoor and
IP6x for outdoor application.

0. There shall be no sharp corners or edges. All edges shall be rounded to prevent injury.

p. Document Holdr shall be provided inside the cabinet to keep test report, drawing, maintenance register etc.
g. Provided with labels on the front and rear indicating the panel designation.

r. Proper provision must be provided for the entry of FO cables and Ethebhet at the bottom. AC & DC

incoming cable entry provision should also be there.

s. Provided with pocket on rear door for keeping A4 size copy of panel drawings.

t. Provided with 4 nos. of lifting hooks.

u. Provided with neoprene gasketsrallind theperimeter of covers, gland plates, removable covers and doors.

v. 150 sgq.mm copper earth bar must be provided for equipment earthing.

w. All sheet steel work shall be degreased, pickled, phosphate and then applied with two coats of zinc chromate
primer am two coats of finishing synthetic enamel paint, both inside and outside. The paint shade shall be
Siemens Grey (RAL 7032). The final finished thickness of paint film on steel shall not be less than 100 microns
and shall not be more than 150 microns.

x.For every distribution of AC and DC circuits MCBO
to the load on the distributed circuit.

y. Each RTU/Gateway, Switch panels shall be provided with 20% spare terminals

z. If I/O interface boards are et for field input connection proper isolation facility shall be provided. Preferably
disconnecting type of terminal blocks shall be used for all inputs.

aa. Interconnection between panels shall be by prefabricated cables.

bb. Terminal blocks shall be Wiag provision for isolation, with fultlepth insulating barriers made from moulded
selftextinguishing material. Terminal blocks shall be appropriately sized and rated for the electrical capacity of tf
circuit and wire used. No more than two wires shaltbnnected to any terminal. Required number of TBs shall

be provided for common shield termination for each cable.

cc. All materials used in the enclosures including cable insulation or sheathing, wire troughs, terminal blocks, ar
enclosure trim shalldomade up of flameetardant material and shall not produce toxic gasses under fire
conditions

dd. Proper lighting arrangement shall be made on both sides of the panel if both sides of the panels are used.
ee. Space heater with thermostat shall be pealid the panel to maintain the required temperature.

ff. Disconnecting type terminal blocks shall be used for CT, PT and for all Digital Outputs.

gg. Enough space (for easy termination, for easy viewing of cable tags) shall be provided betweemtie termi
channels and cable trays.

hh. Terminals shall be distributed functionally in the panel.

ii. The panel shall also have a document pocket.

jj- Horizontal and vertical Grounding bus shall be provided in the panel. Green coloured wires shall be used for
grounding purpose. Cable gland plate fitted on the bottom of the panel shall be connected to earthing of the
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Panel/Station through a flexible braided copper conductor rigidly.

1.49.4 Wiring /Cable Requirements

The RTU / SIC panels shall gather all signals from and to the devices located in Control & Relay panels in the
substation control room. Reeired and prefabricated cabling may be used. All wires that carydeel signals

shall be adequately protecteddageparated as far as possible from power wiring. All wires shall be identified
either by using ferrules or by colour coding. In addition, cables shall be provided with cable numbers at both enc
attached to the cable itself at the floor plate wheretérsrthe cubicles. The cable distance shall be site surveyed
by the bidder. The distance between RTU / SIC panels and Control & Relay panels in the substation control roo
is approximately 30 mtrs. These cable lengths mentioned are for indicative punfyoSéhe bidders are required

to quote as per their site survey The external Cabling between the RTU and SIC panels shall use shielded cable
The external cables (except communication cables) shall have the following characteristics:

a. All cables shall &ve stranded copper conductor

b. Minimum core crossection of (3/20) 2.5 mmz for Control outputs and 0.5 mm2 for Status inputs

¢. Minimum core crossection of (3/20) 2.5 mm?2 for PT cables and for CT cables.

d. Rated voltage Vo/V of 0.6 / 1.1kV e. Ential sheathing of cable shall have oxygen index not less than 29 &
temperature index not less than 250. Cable sheath shall meet fire resistance test as per IS L1554 Part

f. Shielding, longitudinally laid with overlap.

g. Dielectric withstand 2.5 kV at 50 Hz for 5 minutes

h. External marking with manufacture's name, type, core quantity;seotien, and year of manufacture.

i. The Communication cable shall be of shielded, twisted pairs and of 0.22sq mm?2 sizelagthicligithstand of

1 kV at 50 Hz for 1 minute. RTU/SIC cabinet shall be wired with all the DC distribution wiring and AC wiring for
the lllumination and fans. Following sizes of wires shall be

Colour Codes

DC wiring 1.5 sq.mm Red/Black

AC wiring 1.5 sgnm Red/ Black

Engraved identification ferrules marked to correspond with the wiring diagram shall be fitted at both ends of eac
wire. These ferrules shall fit tightly on the wires and should not fall off when the wire is removed. The wires
should be taninated on terminal blocks using soldering crimping type of tinned copper lugs. Insulated sleeves
shall be neatly punched and cleaned without affecting access to equipment mounted within the cabinet. Wiring
troughs shall be provided for cable routing ieside cabinet. One piece molded, 650 V grade terminal blocks
complete with insulated barriers, screws, identification strips shall be used. Terminals links shall be of EImex or
Connectwell make. Terminals for power connections shall be adequately rateel ¢ocuit current and the rating

of other terminal blocks for central indication etc. shall not be less than 15 amps. At least twenty percent spare
terminal blocks shall be provided. All the terminal blocks should be provided with proper identifatafen

Terminal blocks shall be provided with transparent acrylic covers.

All internal wiring shall be securely supported, neatly arranged, readily accessible and connected to equipment
terminals and terminal blocks. Cable ways & troughs shall be uséuddqrurpose. Wire termination shall be

made with solderless crimping type and tinned copper lugs, which firmly grip the conductor. Insulated sleeves
shall be provided at all the wire terminations. Engraved core identification plastic ferrules maredspond

with panel wiring diagram shall be fitted at both ends of each wire. Ferrules shall fit tightly on the wire and shall
not fall off when the wire is disconnected from terminal blocks.

1.49.5 Labels

All equipment shall be provided with individualdels with equipment designation engraved. Also, the control
cabinet shall be provided on the front with a label engraved with designation of the cabinet as furnished by
PURCHASER. Labels shall be made up ofnosting metal or 3 ply lamicoid. Labels shizhve white letters on

black or dark blue background. Sizes of labels and lettering are subject to PURCHASER's approval.

1.49.6 Terminal Blocks

Terminal blocks shall be having provision for disconnection (isolation), wittd&gth insulating barriers rda

from mounded seléxtinguishing material. Terminal blocks shall be appropriately sized and rated for the electrical
capacity of the circuit and wire used. No more than two wires shall be connected to any terminal. Each analog
input signal, digital statiinput and digital output signals shall require two terminals per point plus a common
shield termination for each cable. All terminal blocks shall be suitably arranged for easy identification of its
usages such as CT circuits, PT circuits, analog inptat)s inputs, control outputs, auxiliary power supply

circuits, communication signals etc.
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1.50 RTU Test

The contractor shall supply type tested RTU. The bidder shall submit RTU type test reports along with the bid fo
the same and model of RTU. The éyest reports minimum shall include the tests indicated in Table 1 and 2.
Type test reports as per other equivalent standards are also accepted provided, they meet or exceed minimum
requirements specified in this specification. In case the RTU typestest do not meet specification

requirements, the relevant type tests shall be performed without extra cost . The vendor should submit proof of
RTU certificate (As conforming to IEC 61850, IEC 60&7204/101) BY KEMA. Routine test to be performed in

the factory and the field test to be performed in the site on the RTU / SIC panels.

1.6 RTU Functions

All functional capability described herein shall be provided by the Contractor even if a function is not
initially implemented.

As a minimum, the RTU shall be capable of performing the following functions:

(a) Acquiring analog values from Multifunction Traducers or alternatively through transdudess
modules and the status inputs of devices from
the substation, processing and transmitting to Master stations. Capability to acquire analog inputs
from analog input cards receiving standard signals vizotutoops 420Ma standard signals such
as 05vdc etc for RTD , transducer etc.
(b) Receiving and processing digital commands from the master station(s)
(c) Data transmission rate800 to 19200 bps for Serial ports for MODBUS. and 10/100 mbps for TCP/IP
Etherret ports

(d) IEC 608705-104 protocol to communicate with the Master station(s) at least 2|,6|05—101
for slave devices &MODBUS protocol over RS485 interface , to communicate with the MFTs.

(e) RTU shall have the capability of automatic stgptard initialisation following restoration of power
after an outage without need of manual intervention. All restarts shall be reported to the connecte
master stations.

() Remote database downloading of RTU from master station/SCADA/DMS control centre

(9) Act as data concentrator on IEC608%.01/103/104/MODBUS(h) Internal battery backup to hold
data in SOE buffer memory & also maintaining the time & date.

(i) Asthe SCADA/DMS system will use public domain such GPRS/CDMA etc, therefore it mandatory
to guard the dta/ equipment from intrusion/damage/breach of security & shall have SSL/VPN
based security.

() Shall have SNMP

(K) Conformance tdEC623513/ IEC62443 standard for cyber security

Support Feature:

All support feature as mentioned below will not be used now & may require in future . However, the
same shall be tested in routine /Factory Tests. Further, it should be possible to have following
capabilities in the RTU by way of addition of required haadlimited to addition of 1/0O modules &
communication card or protocol converter & using the same firmware at later date:

a) Support for Analog output in form of standard current loops \@9Mla etc

b) Support fofEC 62056 protocols/IEC61850 /protocols & ability to act as a gateway for
Numerical relays/ Smart Meters may have to be interfaced in future .
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Cc) Have required number of communication ports for simultaneous communication with
Master station(s), /MTs and RTU configuration & maintenance tool. (d) PLC support

(e) Communication with at least two master stations simultaneously on IEC]-G08740

() Receiving and processing analog commands from master station(s) and Capability of driving
analog output card.

(g) RTU shall be capable of acquiring analog values through transducers having outi2@ as 4
mA, 0-10 mA, G+10 mA or +f 5 volts etc using analog input modules.

(h) Capability of time synchronisation with GPS receivéich may be required future.

1.7 Communication ports

The RTUs shall have following communication ports to communicate with master station, existing
IMFTs and configuration & maintenance terminal.

a) RTU shall have two TCP/IP Ethernet ports for communication with Master station(s)IBE€§Ing
608705-104.

b)  RTU shall have required number of RS 485 ports for communication with
MFTs to be connected in daisy chain using MODBUS protocol. Minimum 15 analog values
(including 4 energy values) to be considered per energy meter The RTU shaipbediés
connect maximum 5 MFTs. Further , bidder to demonstrate during testing that all analog values
updated within 2 sec. The updation time shall be demonstrated during FAT(routine) & SAT
testing . The bidder can offer MFT on IEC 608/104 protocolo communicate with RTU.

C) In addition, if weather transducer & DC transducers are also having RS485

d) MODBUS port., the same can be also added in the daisy. However, total devices including MFT
connected on one port shall not exceed

e) RTU shall have one port for connecting the portable configuration and maintenance tool for RTU.

f) RTU as a data concentrator, then RTU shall have additional communication ports Ethernet or seri
for IEC608705-104/101 using SSL/VPN

It shall be possie to increase the number of communication ports in the RTU by addition of cards, if
required in future. The RTU shall support the use of a different communication data exchange rate (bits
per second) and scanning cycle on each port & different databvassecfomaster station. FRTUs & FPIs
shall be communicating to SCADA/DMS Master control using IEC6e8104 /101 protocol over
MPLS/GPRS.

1.3.1 Master Station Communication Protocol

RTU shall use IEC 60875-104 communication protocol for communicatito master station.

The RTU communication protocol shall be configured to report analog (except energy values) & status
changes by exception to master stations. However, RTU shall support periodic reporting of analog dat
and periodicity shall be contfigable from 2 sec to 1 hour. Digital status data shall have higher priority
than the Analog data. The debdnd for reporting Analog value by exception shall be initially set to

1% (user configurable) of the full scale value. In addition, analog valuksisteebe reported to

Master station by exception on violation of a defined threshold limit. All the analog values and status
data shall also be assigned to scan groups for integrity check by Master stations at every 10 minutes
configurable up to 60 mites RTU wise.

RTU shall report energy values to master station periodically. The periodicity shall be configurable from
5 minutes to 24 hours (initially set for 15 minutes)

1.8 Communication Protocol between RTU & MFTs

The RTU shall acquire dateom the MFTs using the MODBUS protocol. In addition, usage of
IEC 608705-101/104 protocols is also permitted. The MFT will act as slave to the RTU. The RTU
shall transmit these values to the master station in the frame of IEC-6A8A4J101 protocol. 8 an
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alternate approach the utility/contractor may use RTU as a data concentrator & acquire all the requirec
analog data from DCU installed & connected to energy meters using MODBUS /DLMS as legacy
system . However, performance, functional, availability@®ate time requirement shall be met in this
case also. It is the responsibility of utility /contractor to assess this option & only opt in case it is found
feasible,

1.9 Status input
(]
RTU shall be capable of accepting isolated dry (potential free) contact status inputs. The RTU shall
provide necessary sensing voltage, current, optical isolation apduthee filtering independently for
each status input. The sensing voltage shall meaexk48Vdc.

The RTU shall be set to capture contact operations of 20 ms or more duration. Operations of less than
20 ms duration shall be considered no change (contact bounce condition). The RTU shall accept two
types of status inputs i.e. Single pd8tatus inputs and Double point status inputs.

To take care of status contact chattering, a time period for each point and the allowable number of
operations per time period shall be defined. If the allowable number of operations exceed within this
time period, the status change shall not be accepted as valid

Single point status input will be from a normadipen (NO) or normalhkglosed (NC) contact
which is represented byHit in the protocol message.

The Double point status input will be from twomplementary contacts (one NO and one NC) which is
represented by-Bits in the protocol message. A switching device status is valid only when one contact
is closed and the other contact is open. Invalid states shall be reported when both contassaare op
both contacts are closed.

All status inputs shall be scanned by the RTU from the field at 1 millisecond periodicity.
2.0 Sequence of Events (SOE) feature

To analyse the chronology or sequence of events occurring in the power system,gimpdadata is
required which shall be achieved through SOE feature of RTU. The RTU shall have an internal clock
with the stability of 10ppm or better. The RTU time shall be set from time synchronization messages
received from master station using IEC 80&- 104 protocol. In addition, the message can be
transmitted using NTP/SNTP. SOE time resolution shall be 1ms or better

The RTU shall maintain a clock and shall tistamp the digital status data. Any digital status input
data point in the RTWhall be assignable as an SOE point. Each time a SOE status indication point
changes the state, the RTU shall titag the change and store in SOE buffer within the RTU. A
minimum of 1000 events can be stored in the SOE buffer. SOE shall be transféeessdeioStation

as per IEC 60878-104 protocol. SOE buffer & time shall be maintained by RTU on power supply
interruption.
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2.1 |ED pass through

The Master Station user shall be able to perform a virtual connection with any IED connected to the
RTU/DC, provided the communication protocol functionality, to support the information transfer from
and to the IEDs. For example, the Master Station shall gathéeroand IED data, visualize IED
configuration parameters, and IED source code depending uptiCiteapabilities. On the other

hand, the Master Station shall be able to download to the IEDs configuration parameters, code change
etc. depending upon the IED capabilities. This feature is a support function considering in future
implementation. The capility can be demonstrated with the upload & download of data from master
station with IEDs connected to the RTUs using the support of protocols specified in this chapter.
Numerical relays Analog data viz voltage ,current, sag swell instantaneous, tarymesmporary,

over voltage, under voltage , over current , phasor measurement , THD, current TDD & current
unbalance ratio etc at numerical relays if installed at bay of S/S

2.2 Control Security and Safety Requirements

The RTU shall include the following security and safety features as a minimum for control outputs:

(a) Selectcheckbeforeoperate operate (SCBO) sequence for control output. (b) No more than one
control point shall be selected/executed at any givaa.t{c) The control selection shall be
automatically cancelled if after receiving the
"control selection" message, the "control execute" command is not received within the set time
period.
(d) No control command shall be generated during power up o momen of RTU.

2.3 Local/Remote selector switch

A manual Local/Remote selector switch shall be provided for each RTU to disable all control outputs
by breaking the power supply connection to the control output s. When in the "Local" position, the
Local/Remote switch shall allow testing of all the cohtnatputs of RTU without activating the control
outputs to field devices. A status input indication shall be provided for the Local/Remote switch to
allow the SCADA system to monitor the position of the switch.

2.4 Time facility

The internal RTU the base shall have a stability of 10 ppm. The RTU shall be synchronised through
synchronisation message from master station at every 15 minutes (configurable from 15 minutes
to 24hrs) over IEC 6084

104/101/NTP/SNTP. The RTU shalbkalcarry out time stamping of the events which are not received
as time stamped from connected IEDs/ FPIs etc.

2.5 Diagnostic Software

Diagnostic Software shall be provided to continuously monitor operation of the RTU and report RTU
hardware errorotthe connected master stations. The-sadire shall check for memory, processor,

and input/output ports errors and failures of other functional areas defined in the specification of the
RTU.

2.6 SCADA language based on IEC61133

RTU shall have apability to write various programs based IEC 62338CADA language. it will
facilitate user to write various programs using points defined in the database .
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2.7 Input DC Power Supply

Station DC supply available is 110V DC/220V DC, Bider to install appropriate Converter/Inverter to

convert this voltage level to 48V DC. The RTU will be powered from a 48 V DC power supply system.

The RTU shall not place additional ground on the input peearce. The characteristics of the input

DC power supply shall be (a) Nominal voltage of 48 Vdc with variation between 40.8 and

57.6 Vdc.(i.e. 48(+20%15%)

(b) Maximum AC component of frequency equal to or greater than 100 Hz and 0.01é&negsd
voltage peako-peak.

The RTU shall have adequate protection against reversed polarity, over current and under voltage
conditions, to prevent the RTU internal logic from being damaged and becoming unstable causing mal
operation. The specificatn for DCPS is given in respective section of MTS. Utility may opt any other
voltage level such as 12, 24, 110 VDC etc and permissible ranges and applicable standards specified
shall be be adhered . The interface components like CMRs , HDRs MFKTagtiso be selected
accordingly.

2.8 Environmental Requirements

The RTU will be installed in control room buildings with no temperature or humidity control. The
RTUs shall be capable of operating in ambient temperature from 0O to

+55 degree C wiit rate of temperature change of 20 degree C/hour and relative humidity less than
95%, noRcondensing. For RTUs to be installed in the hilly region with the history of snowfall, the
lower ambient temperature limit shall #edegree C. Utility may specifgcation with altitude more
than 2000m above MSL for compliance of RTUs to be installed in that project area
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2.9 Terminal Blocks (TBs)

Terminal blocks shall be having provision for disconnection (isolation), withdepth insulating barriers made
from moulded sefextinguishing material. Terminal blocks shall be appropriately sized and rated for the electrice

capacity of

the circuitrad wire used. No more than two wires shall be connected to any terminal. Required numk

of TBs shall be provided for common shield termination for each cable.

All terminal blocks shall be suitably arranged for easy identification of its usages s0¢€tcasuits, PT circuits,
Analog inputs, status inputs, control outputs, auxiliary power supply circuits, communication signals etc. TBs fc

CT circuits

shall have feature for CT shorting (on CT side) & disconnection (from load side) to facilitatebiyesting

current injection. Similarly, TBs for PT circuit shall have feature for disconnection to facilitate voltage injection f

testing.

3.0 RTU Architecture

Bidder has the option to offer RTUs having following architectural design:

a)

b)

Centralized RTWesign where all I/O modules are housed in RTU panels and communicating with m:
station through communication port.

Distributed RTU design where distributed I/O modules/processor with I/O modules are house
respective bay panels/RTU panel. All these distributed I/O modules / I/O modules with processor sh
connected to a central processor for further communicatith master station. The bidder shall asses th
requirement of RTU panels for such design and supply panels accordingly .

In both cases the RTU requirements as envisaged in this specification shall be followed.

3.1 LOCAL DATA MONITORING SYSTEM (LD MS)

The LDMS

is a client workstation of main SCADA/ DMS control centre connected on 2Mbps or 64kbps leased

for local monitoring of SCADA/DMS system . The hardware & software specification, features shall be same a:
remote VDU defined for SCADMMS system.

3.2Bidder shall provide Local alarm annunciation through hooter for substation alarm with facility of
acknowledgement button and time based atieset at substation.

3.3 TYPICAL ANALOG & DIGITAL INPUTS/OUTPUTS CONFIGURATION FOR NUMERICAL
RELAYS / AVRs/ RTUs

For 3322kV Receiving Substations

No No Nos
EQUIPMENT | s. | ANALOG INPUTS S. DIGITAL INPUTS . DIGITAL OUTPUTS
THROUGH NUMERICAL RELAYS:
33-22 KV 1 Current R phase 1 CB ON 1 CB ON
switchgear for| 2 | Current Y phase 2 | CBOFF 2 CB OFF
Transformer | 3 Current B phase 3 CB ISOLATED 3 Trip command to Trip
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Primary relay (Transformer
Primary side)
4 | Voltage RY 4 | Trip CircuitHealthy 4 Spare
5 | Voltage RB 5 | CB Spring charged 5 Spare
6 | Voltage YB 6 | CBL/Rswitchonlocal |6 Spare
7 PF 7 | CBIN SERVICE
8 Frequency 8 Spare
9 Energy 9 Spare
10 | Spare
11 | Spare
10/12.5 MVA | 1 Current R 1 Buchholz (Main) trip 1 Trip command to Trip
or 16/20 phase(Prim.) operated relay (Transformer
MVA Power Primary side)
Transformer | 2 Current Y phase 2 Buchholz (OSR) trip 2 Trip command to Trip
(Prim.) operated relay (Transformer
Secondary side)
3 Current B 3 3
phase(Prim.) PRD trip operated. MRE Timer
4 4 Buchholz (Main) alarm | 4
Current R phase(Sec, operated NIFPS command
5 Current Y phase(Sec.| 5 Oil temp alarm operated. Spare
6 Qil level low alarm
Current Bphase(Sec.) 6 operated. Spare
7 CurrentNeutral REF Winding temp alarm
CT 7 operated.
8 Transformer cooling fan
ON
9 OLTC PRD trip operated
10 | Spare
11 | Spare
X gpH X
11 KV 1 Current R phase 1 CB ON 1 CB ON
switchgear for| 2 | Current Y phase 2 | CBOFF 2 CB OFF
Transformer | 3 | Current B phase 3 | CBISOLATED 3 | Trip command to Trip
secondary relay (Transformer
Secondary side)
4 | Voltage RY 4 | Trip Circuit Healthy 4 Spare
5 | Voltage RB 5 CB Spring charged 5 Spare
6 | Voltage YB 6 CB L/R switch on local | 6 Spare
7 PF 7 | COMMAND
ACKNOWLEGEMENT Q
8 Frequency 8 COMMAND
ACKNOWLEGEMENT Q
9 Energy 9 | CBIN SERVICE
10 | Current¢Neutral SEF| 10 | Spare
CT
11 | Spare
AVR for OLTGC 4-20 mA O/P through
of 3322/11kv |1 | AVR for1to 17 TAP
Transformer indications.
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3
AVR for OLTG 4-20 mA O/P through
of 110/33kV AVR for 1 to 1TAP
and 110kV 1 indications.
111kV
Transformer
4-20 mA O/P from
2 Marshalling Box for
winding temperature.
4-20 mA O/P from
3 Marshalling Box for oi
temperature.
11 KV 1 Current R phase 1 CB ON 1 CB ON
switchgear for| 2 | Current Y phase 2 | CBOFF 2 CB OFF
Outgoing/ 3 | Current B phase 3 | CBISOLATED 3 CB Trip command
Capacitor 4 4 CB ON Delay
feeder Voltage RY Trip Circuit Healthy 4 | Timer(CAP.FDR.)
5 | Voltage RB 5 CB Spring charged 5 Spare
6 | Voltage YB 6 | CBL/Rswitchonlocal |6 Spare
7 PF 7 | CBIN SERVICE
8 Frequency 8 Spare
9 Energy 9 Spare
10 | Spare
11 | Spare
X o X
11 kV Bus 1 CB ON 1 CB ON
coupler 2 CB OFF 2 CB OFF
switchgears 3 CBISOLATED 3 Spare
4 CB Spring charged 4 Spare
5 CB L/R switch on local
6 CB IN SERVICE
7 Spare
8 Spare
9 Spare
10 | Spare
THROUGH RTU :
OLTC 1 Tap change control on 1 TAPchange control on
SCADA SCADA
Tap change control on TAP change control on
2 2
Manual Manual
3 Tap change In progress | 3 TAP¢ RAISE
4 TAP changer out of 4
sector TAP¢ LOWER
5 Supply failure to AVR 5 Spare
6 Spare
Common 1 Supply failure to
station alarms Firefighting system
2 Fire in Transformer Bay
3 Substation main supply
failure
4 Substation standby

supply failure
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5 Substation battery
charger failure

6 Switchgear compressor
working

7 Inverter unit on battery
supply

8 Inverter unit over/under
voltage alarm

9 OLTC on Remote

10 | Spare

11 | Spare

Typical configuration of I/O$or One Power Transformer in 332 kV RSS:

EQUIPMENT ANALOG INPUTS DIGITAL INPUTS DIGITAL OUTPUTS
3322 kV Feeder 9 11 6
Power Transformer| 7 11 4
11 kV Trafo. Sec. fd| 9 11 6
11kv O/Gfdrs (6 | 54 66 30
Nos)

11 kV Capacitor fdr| 9 11 6
11 kVBuscoupler - 10 4
OLTC/ AVR 3 5 6
General common

alarms 11

Total 91 136 62

B) FOR 145 kV GIS , 36 kV SWITCHGEAR & POWER TRANSFORMERS AT 110 kV RSS :

THROUGH NUMERICAL RELAYS:

No Nos No
EQUIPMENT |s. | ANALOG INPUTS . DIGITAL INPUTS s. | DIGITAL OUTPUTS
1 Current R phase 1. CB (52) ON Status 1. | CB (52) ON Command
2 Current Y phase 2. CB (52) OFF Status 2. | CB(52) OFF Command
3 3. | Isolator (89D1) ON 3. | Isolator (89D1) ON
Current B phase Status Command
4 Bus (No.1 to 4) Voltage| 4. Isolator (89D1) OFF 4. | Isolator (89D1) OFF
RY Status Command
5 Bus(No. 1to 4) Voltage| 5. Isolator (89D2) ON 5. | Isolator (89D2) ON
RB Status Command
145 KV GIS 6 Bus(No. 1to 4) Voltage| 6. Isolator (89D2) OFF 6. | Isolator (89D2) OFF
Incomer YB Status Command
7 VoltageY(Incoming 7. Isolator (89D3) ON 7. | Isolator (89D3) ON
supply) Status Command
8 PF 8. Isolator (89D3) OFF 8. | Isolator (89D3) OFF
Status Command
9 Frequency 9. Earthing Switch (89E22] 9. | Earthing Switch (89E22)
¢ ONStatus ON Command
10 Energy 10. | Earthing Switch (89E22) 10. | Earthing Switch (89E28)
¢ OFF Status OFF Command
11. | Earthing Switch (89E21) 11. | Earthing Switch (89E2¢)
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¢ ON Status ON Command
12. | EarthingSwitch (89E21)| 12. | Earthing Switch (89E2&)
¢ OFF Status OFF Command
13. | Earthing Switch (89E#&) | 13. | Earthing Switch (89E&)
ON Status ON Command
14. | Earthing Switch (89E#t) | 14. | Earthing Switch (89EfL)
OFF Status OFF Command
15. | Status of SF6 Gas 15. | Trip command to HV
Lockout pressure Master Trip relay
16. | Status of SF6 Gas High| 16. | Protection Trip Alarm
pressure
17. | Status of Abnormality in| 17. | Internal Relay Faflarm
GIS
18. | Status for GIS Selector | 18. | SF6 Gas Lockout Pressul
Switch on Local /Low/Abnormalityg Alarm
19. | Status of GIS Selector | 19. | Trip Ckt No 1/2 Faulty
Switch on Remote Alarm
20. | Trip Ckt No. 1 20. | Relay Testing Purpose
supervision
21. | Trip CkiNo. 2 21. | GIS Selector Switch on
supervision Localg Alarm
22. | CB OFF (Auto Trip) by | 22. | 110kV incoming supply
Relay failure- Alarm
23. | Incoming 110kV Supply| 23. | Operation of Over/Under
failure frequency df/dt element-
Alarm
24. | 110kV VT Fuse Failure | 24. | Spare for future use
25. | Spare for future use 25. | Spare for future use
26. | Spare for future use 26. | Spare for future use
27. | Spare foffuture use 27. | Spare for future use
1 Current R phase 1 CB (52) ON Status 1 CB (52) ON Command
2 Current Y phase 2 CB (52) OFF Status 2 CB (52) OFF Command
3 3 Isolator (89D1}; ON 3 Isolator (89D1) ON
Current Bphase Status Command
145 kV GIS (for| 4 Bus (No.1 to 4) Voltage 4 Isolator (89D1) OFF 4 Isolator (89D1) OFF
_ ) RY Status Command
Primary side of Bus(No. 1 to 4) Voltage Isolator (89D2) ON Isolator (89D2) ON
100 MVA 5 5 5
RB Status Command
Transformer) s | Bus(No. 110 4) Voltage Isolator (89D2) OFF Isolator (89D2) OFF
YB 6 Status 6 Command
7 VoltageY(Incoming Isolator (89D3) ON Isolator (89D3) ON
supply) 7 Status 7 Command
8 PF Isolator (89D3) OFF Isolator(89D3)- OFF
8 Status 8 Command
9 Frequency Earthing Switch (89E22 Earthing Switch (89E282)
9 ¢ ON Status 9 ON Command
10 Energy Earthing Switch (89E22 Earthing Switch (89E282)
10 | ¢ OFF Status 10 | OFF Command
Earthing Switch (89E21 Earthing Switch (89E2&)
11 | ¢ ONStatus 11 | ON Command
Earthing Switch (89E21 Earthing Switch (89E2t)
12 | ¢ OFF Status 12 | OFF Command
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Nos
EQUIPMENT ANALOG INPUTS | Nos. DIGITAL INPUTS Nos. | DIGITAL OUTPUTS
145 kV GIS 13 Earthing Switch (89EL) Earthing Switch (89EL)
(for Primary ON Status 13 ON Command
side of 100 14 Earthing Switch (89EL) Earthing Switch (89EL)
MVA OFF Status 14 OFF Command
Transformer ) 15 Status ofSF6 Gas Lockol 15 Trip command to HV
pressure Master Trip relay
16 Status of SF6 Gas High 16 Protection Trip Alarm
pressure
Status of Abnormality in Internal Relay Fallarm
17 | GIS 17
Status for GIS Selector SF6 Gas Lockout Pressur
18 | Switch on Local 18 /Low/Abnormalityg Alarm
Status of GIS Selector Trip Ckt No 1/2 Faulty
19 | Switch on Remote 19 Alarm
20 | Trip Ckt No. 1 supervisio| 20 Relay Testing Purpose
Trip Ckt No. 2 supervisio GIS Selector Switch on
21 21 Localg Alarm
Spare for future use 110kV incoming supply
22 22 failure- Alarm
Spare for future use Operation of Over/Under
frequency df/dt element-
23 23 Alarm
24 | Spare for future use 24 Spare for future use
25 | Spare for future use 25 Spare for future use
26 | Spare for future use 26 Spare for future use
27 | Spare for future use 27 Spare for future use
Buchholz Main Trip 1 Trip command to
1 : :
PrimMaster Trip relay
5 Buchholz OLTC (OSR) T| 2 Trip command to Sec
100 MVA Master Trip relay
Power 3 PRD Trip 3 Operation of Ratio
Transformer DifferentialAlarm
Differential 4 Buchholz Main Alarm 4 Operation of PrimanREF
and REF Alarm
Protection 5 Buchholz OLTC Alarm Operation of Secondary
5 REFAlarm
6 Winding Temp Alarm 6 Buchholz Main TripAlarm
7 Oil Temp Alarm 7 Buchholz OLTC T+iflarm
8 Oil Level Low Alarm 8 PRD TripAlarm
Status of Fire in Buchholz Main Alarm
9 transformer bay 9 Alarm
Transformer Cooling fan Buchholz OLTC Alarm
10 | ON 10 Alarm
11 | Inter trip operated 11 Winding Temp alarm
Alarm
12 | Spare for future use 12 Oil Temp alarmAlarm
13 | Spare for future use 13 Oil level low alarmAlarm
14 | Spare for future use 14 Fire in transformer bay

Alarm
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15 | Spare for future use 15 Operation of SERIarm
16 | Spare for future use 16 Relay Testing Purpose
17 | Spare for future use 17 InternalRelay Failure
18 | Spare for future use 18 Spare for future use
19 | Spare for future use 19 Spare for future use
20 | Spare for future use 20 Spare for future use
21 | Spare for future use 21 Spare for future use
1 Current R phase 1 CB (52) ON Status 1 CB (52) ON Command
2 Current Y phase 2 CB (52) OFF Status 2 CB (52) OFF Command
3 3 Isolator (89D1) ON
8 Current B phase Isolator (QLE ON Status Commaﬁld )
4 52;;3':3\;0 4) 4 Isolator (Q1) OFF Status 4 Igs:zx;a%gl)l) OFF
5 \B/gig;(; égo 4) ° Isolator (Q2)} ON Status > Igsﬁ::;ﬁQDZ) ON
6 \B/gig;(;\}éo 4) 6 Isolator (Q2) OFF Status 6 Igsﬁ::;ﬁQDZ) OFF
7 VoltageY(Incoming | 7 Isolator (Q9) ON Status 7 Isolator (89D3) ON
supply) Command
8 PF 8 Isolator (Q9) OFF Status 8 Isolator (89D3) OFF
Command
9 Frequency 9 Earthing Switch (Q5L) 9 EarthingSwitch (Q51) ON
ON Status Command
10 Energy 10 | Earthing Switch (Q5%) 10 Earthing Switch (Q5%)
33 kv OFF Status OFF Command
Secondary 11 | Earthing Switch (Q52) 11 Earthing Switch (Q52)ON
Side ON Status Command
( 12 | Earthing Switch (Q52) 12 Earthing Switch (Q52)
Overcurrent+ OFF Status OFF Command
Earth fault) 13 | Earthing Switch (Q8) ON | 13 Earthing Switch (Q&)ON
Status Command
14 | Earthing Switch (Q®) 14 Earthing Switch (Q&) OFF
OFF Status Command
15 | Status of SF6 Gas Lockg 15 Tripcommand to LV
pressure Master Trip relay
16 | Status of Spring Chargeq 16 Protection Trip Alarm
Condition
17 | Status of Gas Pressute | 17 Internal Relay Faflarm
High
18 | Status of Gas Pressute | 18 SF6 Gas Lockout Pressurg
Low /Low/Abnormalityg Alarm
19 | Status of Abnormality in | 19 Trip Ckt No 1/2 Faulty
GIS Alarm
20 | Status for GIS Selector | 20 Relay Testing Purpose
Switch on Local
21 | Status of GIS Selector | 21 GIS Selector Switch on
Switch on Remote Localg Alarm
22 Trip Ckt No. 1 supervisio 22 33.’kv incoming supply
failure- Alarm
23 23 Operation of Over/Under

Trip Ckt No. 2 supervisio

frequency df/dt element-
Alarm
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24 | Spare for future use 24 Spare for future use
25 | Spare for future use 25 Spare for future use
26 | Spare for future use 26 Spare for future use
27 | Spare for future use 27 Spare for future use
1 CB (52) ON Status 1 CB (52) ON Command
2 CB (52) OFF Status 2 CB (52) OFF Command
3 Isolator (89D1y, ON 3 Isolator (89D1) ON
Status Command
4 Isolator (89D1) OFF 4 Isolator (89D1) OFF
Status Command
5 Isolator (89D2) ON 5 Isolator (89D2) ON
Status Command
6 Isolator (89D2) OFF 6 Isolator (89D2) OFF
Status Command
7 Earthing Switch (89E22) | 7 Earthing Switch (89E22)
ON Status ON Command
8 Earthing Switch (89E22) | 8 Earthing Switch (89E22)
OFF Status OFF Command
9 Earthing Switch (89E2¢) | 9 Earthing Switch (89E2t)
ON Status ON Command
'T’lR(,)Ai\(I:I/ SE::L|J5|SQ B, 10 | Earthing Switch (89E2¢)| 10 Earthing Switch (89E2t)
OFF Status OFF Command
11 | Status of SF6 Gas Lockg 11 Internal Relay Failarm
pressure
12 | Status of SF6 Gas High | 12 SF6 Gas Lockout Pressurg
pressure /Low/Abnormalityg Alarm
13 | Status of Abnormality in | 13 Trip Ckt No 1/2 Faulty
GIS Alarm
14 | Status forGIS Selector | 14 GIS Selector Switch on
Switch on Local Localg Alarm
15 | Status of GIS Selector | 15 Spare for future use
Switch on Remote
16 | Trip Ckt No. 1 supervisio| 16 Spare for future use
17 | Trip Ckt No. 2 supervisio| 17 Spare forfuture use
18 | Spare for future use 18 Spare for future use
19 | Spare for future use 19 Spare for future use
20 | Spare for future use 20 Spare for future use
1 Isolator (D1), ON Status 1 Isolator (D1} ON
Command
2 Isolator (D1} OFF Status 2 Isolator (D1} OFF
Command
3 Isolator (D2} ON Status 3 Isolator (D2} ON
FOR 110kV Command
BUS 4 4 Isolator (D2} OFF
DISCONNECT Isolator (D2} OFF Status Command
R & BUS VT 5 Earthing Switch (EX)ON | 5 Earthing Switch (EX)ON
BAY Status Command
6 Earthing Switch (EX) 6 Earthing Switch (EX)OFF
OFF Status Command
7 Earthing Switch (EZ)ON | 7 Earthing Switch (EZ)ON
Status Command
8 Earthing Switch (E2) 8 Earthing Switch (E2)OFF
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OFF Status Command
9 Status of SF6 Gas Lockg 9 Internal Relay Failarm
pressure
10 | Status of SF6 Gas High | 10 SF6 Gas Lockout Pressurg
pressure /Low/Abnormalityg Alarm
11 | Status of Abnormality in | 11 Trip CkiNo 1/2 Faultyg
GIS Alarm
12 | Status for GIS Selector | 12 GIS Selector Switch on
Switch on Local Localc Alarm
13 | Status of GIS Selector | 13 Spare for future use
Switch on Remote
14 | Trip Ckt No. 1 supervisio| 14 Spare for future use
15 | Trip Ckt No. 2 supervisio| 15 Spare for future use
16 | Spare for future use 16 Spare for future use
17 | Spare for future use 17 Spare for future use
18 | Spare for future use 18 Spare for future use
1to 17 Tap Tap change control on Tap change control on
1 indications (BCD or 1 SCADA 1 SCADA
4-20mA through
OLTC of 100 transducer)
MVA 4-20mA through
Transformer | 2 transducer for Oil 2 Tap change controlon | 2 Tap changeontrol on
Temperature RTCC RTCC
4-20mA through
transducer for
3 Winding 3 3
Temperature Tap change in progress TAP¢ RAISE
4 TAP changer out of sectq 4 TAPc LOWER
5 Supply failure to RTCC |5 Spare
6 OLTC on Remote 6 Spare
1 Current R phase 1 CB(52) ON Status 1 CB (52) ON Command
2 Current Y phase 2 CB (52) OFF Status 2 CB (52) OFF Command
3 Current B phase Isolator (Q1l), ON Status Isolator (Q1x ON
3 3 Command
4 4 Isolator (Q1) OFF Status Isolator (Q1) OFF
Voltage RY 4 Command
5 5 Isolator (Q2)} ON Status Isolator (Q2)} ON
Voltage RB 5 Command
6 Voltage YB 6 Isolator (Q2) OFF Status Isolator (Q2) OFF
6 Command
7 PF 7 Isolator (Q9) ON Status Isolator (Q9) ON
7 Command
8 Frequency 8 Isolator (Q9) OFF Status Isolator (Q9) OFF
8 Command
9 Energy 9 Earthing Switch (Q5L) Earthing Switch (Q5L)ON
ON Status 9 Command
10 | Earthing Switch (Q5%) Earthing Switch (Q5L)
OFF Status 10 OFF Command
11 | Earthing Switch (Q52) Earthing Switch (Q52)ON
ON Status 11 Command
12 | Earthing Switch (Q52) Earthing Switch (Q52)
OFF Status 12 OFF Command
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13 | Earthing Switch (Q&)ON Earthing Switch (Q&)ON
Status 13 Command
14 | Earthing Switch (Q®) Earthing Switch (Q&)OFF
OFF Status 14 Command
15 | Status of SF6 Gas Lockqg Trip command to HV
pressure 15 Master Trip relay
16 | Status of Spring Chargeqd Protection Trip Alarm
Condition 16
17 | Status of Gas Pressute Internal Relay Fallarm
High 17
18 | Status of Gas Pressute SF6 Gas Lockout Pressurg
Low 18 /Low/Abnormalityg Alarm
19 | Status of Abnormality in Trip Ckt No 1/2 Faulty
GIS 19 Alarm
20 | Status for GIS Selector Relay Testing Purpose
Switch on Local 20
21 | Status of GIS Selector GIS Selector Switch on
Switch on Remote 21 Localg Alarm
22 | Trip Ckt No. 1 supervisio 11 kV incoming supply
22 failure- Alarm
23 | Trip Ckt No. 2 supervisio Operation of Over/Under
frequency df/dt element-
23 Alarm
24 | Spare for future use 24 Spare for future use
25 | Spare for future use 25 Spare for future use
26 | Spare for future use 26 Spare for future use
27 | Spare for future use 27 Spare for future use
1 CB (52) ON Status 1 CB (52) ON Command
2 CB (52) OFF Status 2 CB (52) OFF Command
3 BTFIsolator (Q1)x ON BTlsolator (Q1)x ON
Status 3 Command
BTFlsolator (Q1)} OFF 4 BTlsolator (Q1) OFF
4 Status Command
5 BTlsolator (Q2) ON BTlsolator (Q2)} ON
Status 5 Command
6 BTFlsolator (Q2) OFF BTlsolator (Q2) OFF
Status 6 Command
7 Earthing Switch (Q1%) Earthing Switch (Q15)ON
FOR 33kV BUS ON Status 7 Command
TRANSFER & 8 Earthing Switch (Q1%) Earthing Switch (Q1%)
VT BAY OFF Status 8 OFF Command
9 Earthing Switch (Q2%) Earthing Switch (Q2%)ON
ON Status 9 Command
10 | Earthing Switch (Q2%) Earthing Switch (Q2%)
OFF Status 10 OFFCommand
11 | Busl VT-Isolator (Q1) Bus1 - Isolator (Q1l)x ON
ON Status 11 Command
12 | Busl-Isolator (Q1) OFF Busl - Isolator (Q1) OFF
Status 12 Command
13 | Bus2-Isolator (Q2) ON Bus2 - Isolator (Q2) ON
Status 13 Command
14 | Bus2 - Isolator (Q2) OFF| 14 Bus2 - Isolator (Q2) OFF
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Status Command
15 | Status of SF6 Gas Locko Trip command to HV
pressure 15 Master Trip relay
16 | Status of Spring Charged Protection Trip Alarm
Condition 16
17 | Status of Gas Pressute Internal Relay Fallarm
High 17
18 | Status of Gas Pressure SF6 Gas Lockout Pressure
Low 18 /Low/Abnormalityg Alarm
19 | Status of Abnormality in Trip Ckt No 1/2 Faulty
GIS 19 Alarm
20 | Status for GlSelector Relay Testing Purpose
Switch on Local 20
21 | Status of GIS Selector GIS Selector Switch on
Switch on Remote 21 Localc Alarm
22 | Trip Ckt No. 1 supervisio| 22 Spare for future use
23 | Trip Ckt No. 2 supervisio| 23 Spare forfuture use
24 | Spare for future use 24 Spare for future use
25 | Spare for future use 25 Spare for future use
26 | Spare for future use 26 Spare for future use
27 | Spare for future use 27 Spare for future use
1 Abnormality in GIS 1 Abnormality in GISAlarm
5 Status for GIS Selector GIS Selector Switch on
Switch on Local 2 Localg Alarm
3 Status of GIS Selector Relay Selector Switch on
Switch on Remote 3 Localg Alarm
4 Status of SF6 Gas Locko SF6 Gas Lockout Pressure
pressure 4 Alarm
5 Status of SF6 Gas High SF6 Gas Pressure High
pressure 5 Alarm
6 110 kV VAL fuse failure 110 kV VAL fuse failure
6 Alarm
110 kV VR fusefailure 110 kV VR fuse failure
General 7 7 Alarm
CO”?”‘O” 110 kV V3 fuse failure 110 kV VI fuse failure
station alarm 8
8 Alarm
9 110 kV VH# fuse failure 110 kV VH# fuse failure
9 Alarm
10 | AC main supply fail 10 AC main supply faiRlarm
ACstandby supply fail AC standby supply fail
11
11 Alarm
DC battery No.1 supply DC battery No.1 supply fai
12 )
fail 12 Alarm
DC battery No.2 supply DC battery No.2 supply fai
13 )
fall 13 Alarm
Battery No.1+ve pole to Battery No.1+ve pole to
14
earth 14 earth- Alarm
15 Battery No.2+ve pole to Battery No.2+ve pole to
earth 15 earth- Alarm
16 Battery No.tve pole to Battery No.1ve pole to
earth 16 earth- Alarm
17 | Battery No.2ve pole to 17 Battery No.2ve pole to




Appointment of Advanced Distribution Management System (ADMS) Implementing Agency (ABMSr Implementation of ADMS in BEST
under Revamped Distribution Sector Sch&®f#®/ TendeNo RECPDCL/BEST/ADMS /e-Tender/202122/2464 Dated: 24.01.2022

earth earth- Alarm
18 Battery chargerNo.1 Battery charger No.1
charge fall 18 charge fail Alarm
19 Battery chargerNo.2 Battery charger No.2
charge fall 19 charge fail Alarm
20 | Spare for future use 20 InternalRelay Faillarm
21 | Spare for future use 21 Spare for future use
22 | Spare for future use 22 Spare for future use
23 | Spare for future use 23 Spare for future use

Typical configuration of Analogue/Digital I/OBor 110 kV RSS:

EQUIPMENT ANALOG INPUTS DIGITAL INPUTS | DIGITAL OUTPUTS
For 110 kV Transformer Primary| 20 60 26
feeder (2Nos)

100 MVA Power Transformer (2] - 26 8
Nos.)

For 100 MVA Trafo. Secondary ( 18 22 10
Nos.)

For 33 kV Outgoing feeders (12 | 108 132 60
Nos.)

For 33 kV Bu€oupler 3 10 4
OLTC & AVR (2 Nos.) 6 12 12
General common alarms - 1 -
TOTAL 152 283 120

SECTION 3 CHAPTER-2

TECHNICAL REQUIREMENTS OF FRTU
2.0General

The Feeder Remote Terminal Unit (FRTU) shall ibstalled at Ring Main Units (RMUS) ,
Sectionalizers locations FRTU shall also be used for control of switching devices such as break
| isolator switches etc. inside RMU panélectionalizeretc. from Master station(s). The supplied
FRTUs shall be interfaced with the RMUs, FPI, communicationequipment,power supply
distribution boards; for which all the interface cables, TBs, wires, lugs, glands etc. Sugipbed,
installed & terminated by the Contractor. Further, the equipments indicated in theddoRb
12/34/2020T&R dtd08.06.21& CEA/PLG/R&D/MII/2021dtd11.6.21andanyamendment from
time to time shall be adhered to. This section is applicable to Group A tovpes famctional
requirements

2.1 DesignStandards

The FRTUs shall belesigned in accordance with applicable International Eletdahnical
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Commission (IEC), Institute of Electrical and Electronics Engineer (IEEE), American National
Standardslinstitute (ANSI), and National Equipment Manufacturersassociation(NEMA)
standads, unless otherwise specified in this Technical specification. In all cases the provision
of the latest edition or revision of the applicasti@andards in effect shall applyhd@ FRTU shall
complyto IEC623513/ IEC62443 standarfbr cybersecurity

2.2 FRTU Functions

All functional capability described herein shall be provided by the Contractor even if a function
is not initiallyimplemented.

As aminimum,the FRTU shallbe capableof performingthefollowing functions:

a)

f)
9)
h)

1)
j)
k)

)

Acquiring analogvalues from Multifunction Transducers or alternatively through transeducer
less modules and the status inputs of devices from the substation, processing and transmitt
to Master stations. Capability to acquire analog inputs from analog input cardsngceiv
standardsignalsviz currentioops4-20Ma, RTD etc.

Receiving and processing digital commands from the master station(s) (c) Data transmissic
rates- 300to 19200bpsfor Serialportsfor MODBUS andl0/100mbpsfor TCP/IPEthernetports

Use of IEC608735-104/101 protocol to communicate with the Master station(s) at least 2
Useof MODBUS overRS485interface, Protocolto communicatevith the MFTSs.
Haverequirednumberof communicatiorportsfor simultaneouscommunicationwith Master
station(s) MFTs andFRTU configuration& maintenancéool.

FRTU shall have the capability of automatic stgstand initialization following restoration

of power after an outage without need of manual intervention. All restarts shajbbeedo

the connected mastestations.

Remote database downloading of FRTU from master station from SCADA/ DMS control
center.

Internal battery backupto hold datain SOE buffer memory & also maintaining theme

& date.

As the SCADA/DMS system will use public domain such GPRS/CDMA etc, therefore it
mandatory t@uardthe data/ equipment f r o mintrusion/damage/breachf security &shall
haveSSL /VPN basedsecurity.

Shallsupport SNMP

Conformancdo IEC623513/ IEC62443 standard faiybersecurity

Furtherit shouldbe possibleto havefollowing capabilitiesn the FRTUby way of additionof
required hardware limited to addition 80 modules & communication caror protocol
converter& usingthesamdirmwareat laterdate

Communicatiorwith atleasttwo masteistationssimultaneouslpnIEC 608735-104/101

m) RTU shall be capable of acquiring analog values through transducers having ouya@ as 4

mA, 0-10 mA, 0-+10 mAetc.usinganalog inputmodules.

2.3 Communication ports

TheRTUsshallhavefollowing communicatiorportsto communicatevith masterstationMFTs
andconfiguration& maintenanceéerminal.

a)
b)

c)
d)

f)

FRTU shallhaveone TCP/IPEthernetport for communicatiorwith Masterstation(s)using
IEC 608705-104/101protocolor serialportin caselEC60870101
FRTUshallhaverequirednumberof RS485portsfor communicatiorwith

MFTs/ to beconnectedh daisychain usingMODBUS protocol. Minimum

15 analog values (including 4 energy valuespéoconsideregher energy meter. The RTU
shall be designed to connect maximum 5 MFT per port. Futilteterto demonstrateluring
testingthat allanalogvalues updatedithin 2 sec.The updation time shall bkeemonstrated
duringtesting.

FRTU shall haveone port for connecting the portaldenfiguration and maintenance tdot
FRTU.

Supportfor IEC 62056 protocols/IEC61850/protocols& ability to act as a gatewayfor
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Numericalrelays/ SmarMeters mayhaveto beinterfaced.
g) SSL/VPN,NERC/CIPcomplaint
h) Ability to communicateverdual SIM
i) Ability to auto changeovencaseconfiguredfor singleSIM configurationat atime

It shall be possible to increase the number of communication ports in the FRTU by addition ¢
cards, ifrequired in future. The FRTU shall support the use of a different communication data

exchange rate (bits per second) and scanning cycle on each port & different database for e
masterstation.

2.3.1Master Station Communication Protocol

FRTU shall use IEC 60%-5-104/101 communication protocol for communicating to master
station. The FRTU communication protocol shall be configured to report analog (except energ
values) & status changbyg exceptiorto master stationslowever,FRTU shallsupportperiodic
repating of analog data and periodicity shall be configurable from 2 sec to 1Digital status

data shall have higher priority than the Analog data. The-daad for reportingAnalog value

by exceptiorshallbeinitially setto 1% (in %) of the full scale value. In addition, analog values
shall also be reported to Master station by exception on violatiordefimed threshold limit.

All the analog values and status data shall also be assigsegaigroupsfor integrity checkby
Masterstationsat every 10 minutes configurableup to 60 minute=FRTU wise.

FRTU shallreportenergy valuesto masterstationperiodically. The periodicity shall be
configurablefrom 5 minutes to 24 houfmitially setfor 15 minutes)
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2.3.2Communication Protocol betweenFRTU & MFTs

The FRTU shall acquire dateom the MFTs using the MODBUS protocol. In addition, usage
of IEC 608705-101/104 protocols is also permitted. The MFT will act as slave to the FRTU.
The FRTU shall transmit these values to the master station in the frame of IEC550840101
protocol.

2.4 Analog Inputs

The real time values like, Active power, Reactive Power, Apparent power three phase Currel
& Voltage and frequency, power factor & accumulated values of import /export energy values
will beacquiredmRTUfrom thefollowing in thegivenmanner:

1. MFTsinstalledin RMU/DTs
2. RTU shall alsotake4-20 mA, 0-20mA, 0- -10mA, 0-+10mA, 0-5V etc.asanaloginputsto
acquire DC power supphpoltageetc.

The FRTU analogto-digital (A/D) convertersshall havea digital resolutionof at leasttwelve

(12) bits plus sign. The overall accuracy of the analog input system shall be” & 28a8te.
99.8%) at 25 °C of full scaleMean accuracy shall not drift more than 0.002% per degree C
within the temperature rangeid to +55 degree Linearighall be better thah05%. TheFRTU

shall be designed to reject common mode voltages up to 150 Vac (50 Hz). For doammatks,
mode noise voltages up to 5 Vac shall be rejected while maintaining the spesoifiedcy. Each
input shall have suitable@ection and filtering to provide protection agawvasitage spikes and
residual current at 50 Hz, 0.1 ma (paealpeak) and overload. Loading ufptD%of the input
valueshallnot sustainanyfailures tothe FRTU input.

Theability of the FRTU to accommodatelc inputsshallincludethe following signal ranges:
e UnipolarVoltage:30.5v, ¢-1V, 05V, 0-10V,
e UnipolarCurrent: 0-1mA, 0-10mA, G20mA, 420Ma, Bipolar Voltage:
e 0.5V,2.5V, 5V,-20-0-20mA(- to +)

The total burden imposed by tl&RTU analog input circuit shall not exceed 0.5 vathpereor
current and voltage inputds an option, contractor may also provide transducersl@ssionto
connectirect CT/PTsecondaries.

2.5 Statusinput

RTU shall be capable of accepting isolated (ggtential free) contact status inputs. The RTU
shall provide necessarysensing voltagegurrent, optical isolation and de-bouncefiltering
independentlyor each statusnput. Thesensingroltageshallnot exceed 48 Vdc/220VAC.

The RTU shall be set to jpaure contact operations of 20 ms or more duration. Operatidessof
than 20 ms duration shall be considered no change (contact bounce condition). TeeaRTU
accept two types of status inputs i.e. Single point Status inputs and Doublstaiighputs.

To takecare ofstatus contaathatteringatime period foreachpoint and the allowablenumber
of operations per time period shall be defined. If the allowable number of operaticssd
within thistime period,the status changshallnot be accepteds valid

Single point statusinput will be from a normally-open(NO) or normally-closed
(NC) contact whichs representetly 1-bit in theprotocolmessage.
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The Double point status input will be from twomplementary contacts (one NO and one NC)
which is represented byldts in the protocol message. A switching device status is valid only
when one contact is closed and the other contact is open. Invalid states shall be reported wt
both contactsareopen or both contactareclosed.

All statusnputsshallbe scannedy the FRTU from thefield at 1 millisecondperiodicity.
2.6 Sequenceof Events(SOE)feature

Toanalyzehechronologyor sequencef eventsoccurringin thepowersystem time taggingof

data is required which shall be achieved through SOE feature of RTU. The RTU shall have &
internal clock with the stability of 100ppm or better. The RTU time shall be set from time
synchronization messages received from master station usingOEM5- 104 protocol. SOE
timeresolutionshallbe10 ms ombetter

The RTU shall maintain a clock and shall tistamp the digital status datany digital status
input data point in the RTU shall be assignable as an SOE point. Each time st&8GE
indicationpointchangeshestatetheRTU shalltime-tag

Thechangeandstorein SOEbufferwithin theRTU. A minimumof 300eventscanbestoredin
theSOEbuffer. SOEshallbetransferredo MasterStationasperlEC
608705-104protocol.SOEbuffershallbemaintainedy FRTU on powersupplyinterruption.

2.7 Control Outputs

The FRTU shall provide the capability for a master station to select and change the state
digital outputpoints. Theseontroloutputs shalbe used tacontrol power systentlevicessuch

as Circuitbreakers, isolator, reset, relay disable/enable and othestate devices, whichall
besupportedytheRTU.

A set of control outputs shall be provided for each controllable device. On receipt of comman
from a master station using the select cHaeloreexecute operate (SCBO) sequence, the
appropriate control output shall be operdtach preset time period whichasljustable foeach

point from0.1 to 2seconds.

Each control output shall consist afie set of potential free NO contact. The output contacts
shall be rated for atleast 0.2 Amp. at 48 Vdc. These output contact shall be used to drive hea
duty relays. In case Control output module of FRTU does not provide potential free contro
output comact of this rating, then separatentrol output relays shall be provided by the
contractor. These relay coils shall be shunteth diodes to suppress inductive transients
associated with energizing and-eleergizing of the relay coils & shall conformttee relevant

IEC requirements.

2.7.1Heavyduty control output relays

The control output contact from the FRTU shall be used for initiating heavy duty relays for
trip/close of switching devices. The contractor shall provide heavy duty relays.c&aicbl
output relays shall consist of atleast 2 NO contacts. The output contacts shall be ratedgor at

5 Amps Continuousat 220Vdcandshall provide arc suppressiorio permit interruptionsofan
inductive load. Relay coils shall be shunted waiodes to suppress inductive transients
associated with energizing and-eeergizing of the relay coils. The relays shall conform to the
IEC2551-00 andIEC 2555 requirements.
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Control Security and SafetyRequirements

The FRTUshall include the following security and safety features as a minimum for control
outputs:

a) Select checkbeforeoperateoperatg SCBO)sequencéor controloutput.
b) No morethanonecontrolpointshallbeselectedéxecutedatanygiventime.

c)

The control selectionshall be automaticallycancelledif after receivingthe"control
selection"messagethe "control execute'commands not receivedwithin the settime
period.

d) No controlcommandshallbe generatealuring powerup or powerdown of FRTU.

2.7.3

Local/Remoteselectorswitch

A manual Local/Remote selector switch shall be provided for each FRTU to disable all contro
outputs by breaking the power supply connection to the control output s. When in the "Local
position,theLocal/Remotewitchshallallowtestingof all the control outputsof FRTU without
activatingthe control outputsto field devicesA statusnputindicationshallbeprovidedfor the
Local/Remoteswitchto allow the SCADAsystemto monitor theposition ofthe switch.

2.7.4Dummy breaker latching relay

The Contractorshall provide a latching relay to be usedto simulate and test supervisory
control from the Master station. The latching relay shall accept the control signals from the
FRTU to operand close, and shall provide the correct indication response through gsingle
status input.

2.8 Contact Multiplying Relays(CMRSs)

Contact Multiplying Relays (CMRs) are required to multiply the contacts of breaker, isolators
and protection relaystc. The contacts of these relays shall be used to provide status inputs t
theRTUs.

The relays shall be DC operated gelfet type. The rated voltage for relay operation shall be
on 24/48/110/220V DC depending on the station DC supply. Thesk&lybe able to operate
for +/-20%variationfrom nominalvoltage.

The relay shall have a minimum of two change over contacts, out of which one shall for used
telemetrypurposesThe contactsshall beratedto carryminimum currentapacityof 5A.

Therelayshallconformto following requirement.

a) PowerFrequencyithstandsvoltagd 2KV for 1 minute agerlEC 2555.
b) InsulationResistancef 100M ohmsmeasuredising500V DC megger.
c) 5KV Impulsetestas per IEQ555

The relays coils shall bghunted with diodes to suppress inductive transients associated with
energizing and denergizing of the relay coils. The relays shall conform to the IEC12H%
and IEC 2555 requirements. The relays must be protected against the effects of humidity
corrosion & provide with a dust tight cover. The connecting terminals shall be screw type &
legibly marked.Therelays mayptionallyhaveavisualoperationindicator.Therelaysareto be
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mounted in junction /termination bandtherefore shall be equipped with suitable mounting
arrangementdn casesuitablespacds notavailablein junction/terminationbox the sameshall
bemounted inFRTU panel.

2.9 Time facility

2.10

2.11

2.12

2.13

The internal FRTU time base shall have a stability of 100 ppm. The RTU shall be synchronise
through synchronisation message from master station at every 5 minutes (configurable from
minutesto 60 minutes)over IEC 608705-

104/101/NTP/SNTP

Diagnostic Software

Diagnostic Software shall be provided to continuously monitor operation of the FRTrejamtd
RTU hardware errors to the connected master stations. Thevaoé shall check fomemory,
processor, and input/outpports errors and failures of other functional areadefinedin the
specification otheRTU.

Input DC Power Supply

The FRTU will be powered from a 48 V DC powarpply system. The RTU shall not place
additional ground on the input power source. The characteristics of the ingudVizsE supply
shall be

(&) Nominal voltage of 48 Vdc with variation betweer10.8 and 57.6
Vdc.(i.e.48(+20%#15%)

(b) Maximum AC component of frequency equal to or greater than 100 Hz and 0.012 times
theratedvoltagepeakto-peak.

The FRTU shall havedequate protection against reversed polarity, over current and undel
voltage conditions, to prevent the RTU internal logic from being damaged and becmosiiaigle
causing mabperation. Utility may opt any other voltage level such as 12, 24yDiDetc.and
permissible ranges and applicable standards specified shall be adhered inteffaze
components like CMRsHDRsMFT etc. mayalso be selecteaccordingly.

Environmental Requirements

The FRTU will be installed in inside RMU Panel or in omgvironment with no temperature

or humidity control. The RTUs shall be capable of operating in ambient temperatur@rtum

+70 degreé with rateof temperaturehangeof

20 degree C/hour and relative humidi#gs than 95%non-condensing. FRTUs to be installed

in the hilly region with the history of snowfall, the same the lower ambient temperature limit
shall be-20 degree C. Utility may specify location with altitude more than 2000m above MSL
for complianceof FRTUSs to benstalled inthat project area

FRTU Sizeand Expandability

FRTU shall be equipped for the point counts defined in the BOQ (Basic+20% spare (wired &
hardware). It shall be possible to expand the FRTU capability for additional 100 % of the basi
point counts by way of addition of hardware such as modules, racks, panels, , however, FRT
software and database shall be sized to accommsgiettegrowth without requiring software or
databaseegeneration.
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2.14 FRTU Panels

At least 50% of th space inside each enclosure shall be unused (spare) space that shall |
reservedor futureuse.The Contractorshallproviderequiredpanelsconformingto IEC 529for
housing the FRTU modules/racks, relays etc. and other required hardwapan€leshalkneet
thefollowing requirements:

(@) shallbepole/wall mounted compadtize cabinetThe size shalbe preferably in therder
of 400 mm. All doors and removable panels shall be fitted with long life ridszeting.
All non-load bearing panels/doors shall be fabricated from minimum 1.6tihickness
steel sheet and all load bearing panels, frames, top & bottom panels sfaditibated
from minimum2.0 mmthickness steedheet

(b)  shallhavemaintenancaccess$o thehardwareandwiring throughlockabledoors.
(c) shallhavetheprovisions forbottom cableentry

(d) The safety ground shall be isolated from the signal ground and shall be connectec
groundnetwork.Safetygroundshallbeacopperbusbar. The contractorshall connecthe
p a n esafdiygyround of to the o w n egrodireding network. Signal ground shall
connectedo thecommunication equipment signgiound.

(e)  All panelsshallbe suppliedwith 230Vac, 50 Hz, singlephaseswitchand
15/5A duplexsocket arrangement fanaintenance.

(H  All panelsshall be provided with an internal maintenancdamp, spaceheatersand
gaskets.

(9) All panelsshallbeoutdoordustproofwith rodentprotection andmeetclassof protection.
IP41if housedin RMU panel& IP54 in caseof in open outdoor.

(h)  Thereshall be no sharpcornersor edgesAll edgesshall be roundedto prevent injury.

()  All materials used in the enclosures including cable insulation or sheathing, wire tro
terminal blocks, and enclosure trim shall be made of flame retardant material ambst
producetoxic gassesinderfire conditions.

2.15Wiring/Cabling requirements

TheFRTUpanelsshallgatherall signaldrom andto thedevicedocatedn Control

& Relay panels in the substation control room. All wires that carryléwel signals shall be
adequately protected and separated as far as possible from power wiring. All wires shall k
identified either by using ferrules or by color coding. Ididn, cables shall be provided with
cable numbers at both ends, attached to the cable itself at the floor plate where it enters t
cubicles.

Shielded cables shall be used for external Cabling from the FRTU panels. The external cabl
(exceptcommunicabn cables)shall havehe following characteristics:

a) All cables shalhavestrandectopperconductor.
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b) Minimum corecrosssection of 2.5nn¥ for PT cables4 mn? for CT cables,if applicable
and 2.5 mrafor Control outputs and.5mnt for Statusinputs

c) Rated voltagé&Jo/U of 0.6/1.1KV

d) Externalsheathingpf cableshallhaveoxygenindexnot less than 29 & temperature
indexnotlessthan250.Cablesheattshallmeeffire resistanceest as pelS 1554 Partl.

e) Shielding,longitudinallylaid with overlap.
f) Dielectricwithstand2.5kV at50 Hzfor 5 minutes

g) Externalmarkingwith manufacture'siame,type, core quantity, cross section,and
yearof manufacture.

The Communicationcableshall be of shieldedtwisted pairs and of minimum
0.22sgnm size.

2.16 Terminal Blocks (TBs)

Terminal blocks shall be having provision for disconnection (isolation), with delpth
insulating barriers made from mouldself-extinguishing material. Terminal blocks shall be
appropriately sized and rated for the electrical capacity of the circuit and wire used. No mor
thantwo wiresshall be connecteid anyterminal. Requirednumberof TBsshallbeprovided
forcommonrshieldterminatiorfor each cable.

All terminal blocks shall be suitably arranged for easy identification of its usages such as C’
circuits, PT circuits, analog inputs, status inputs, control outputs, auxiliary power supply
circuits, communicatiosignals etc. TBs for CT circuits shall have feature for CT shofting

CT side) & disconnection (from load side)fszilitate testing by current injectio®imilarly,

TBs for PT circuit shall have feature for disconnection to facilitateage injectiofor testing.
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SECTION 3CHAPTER-3

3.0 Transducer & Weather SensorRequirements:

All transducers including weather sensor shall use a 48 Vdc auxiliary power supply as provide
for the RTU/FRTU. Optionally, MFTs can also belfpowered. All transducers shall have a
maximum power consumption of 10 watts. Transducer shall be din rail or wall/plate mounted
Further,the equipmentsndicatedin the MoP oderno 12/34/2026T&R dtd 08.06.21& CEA
/PLG/R&D/MIIf2021dtd 11.6.21 andry amendment frortime totime shallbe adhered to.

The input, output and auxiliary circuits shall be isolated from each other and earth ground. Th
transducer output shall be ungrounded and shall have short circuit and open circuit prdteetion.

transducersshall comply to the following requirementsin additionto the requiremenif IEC
60688 withoutdamageo thetransducer.

Voltage:

Voltagetestandothersafetyrequirementomplianceasspecifiedin IEC
60688or 60687andEC 414.

(c) ImpulseWithstand:

IEC 60688or 60687compliances required.

(d) Electromagneti€ompatibility:

IEC 60688or 60687andIEC 801-3, level 1 compliancds required.

(e) PermanenOverload Protection:

IEC 60688or 60687compliancds required.

() TemporaryOverloadProtection:

IEC 60688or 60687compliancds required.

(9) High Frequencyisturbance:

IEC 606880r 60687compliances required.
Thetransducers shatomplywith thefollowing general characteristics:

(a) ShockResistance:
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Minimum severity50 A, IEC 68-2-27 requirements

(b) Vibration Strength:

Minimum severity55/05,IEC 68-2-6 requirements.

(¢) InputCircuit Consumption:

Lessthanor equalo 0.2 VA for voltage and.6VA for currentcircuits.

(d) ReferenceConditionsFor AccuracyClass:

IEC 606880r 60687compliances required.

(e) Temperaturdise:
IEC 60688or 60687compliances required.

() OperatingTemperature: 0°Cto+60°C (-5°Cto+55°Cforprojectareawith
snowfallhistory)

3.1 Multi -Function Transducers(MFTS)

The contractor shall provide the mefiinction transducers for acquiring the real time analog
inputsthrough3 phase3 wire CT/PTscircuits/3 phaset wire CT/PTscircuits(Basedonthefield
requirement). Based ame CT/PT secondarsating , the multfunction transducer shall be
designed for nominal 110 V (FPhvoltage) and 1A/5A (per phase current). The MFT shall be
suitable for 20% continuous over load and shall be able to withstanding 20 times the norm:
current rating for a period one second.The MFT shall be ableto acceptthe input voltages

upto

120% of the nominal voltage. The MFT shall have low VA burden. MFTs shall be mounted in
theinterfacecabinetto besupplied bythe contractor.

Multi-function transducers shall provide at least phase voltage, phase current active/reacti
power , import & export energy (active & reactive) , pf , frequency with class 0.5 accuracy or
better.

The parameters to be acquired from multifunction transdushall be selectable. MFT shall
provide the 15 minute values (configurable 15 minute/1 hour) of Active Energy Import, Active
EnergyExport, ReactiveEnergylmport andReactiveEnergyExport.

Multi-functiontransducershallaccephominal48V DC asauxiliary powersupply.Optionally,
MFT can be selpowered also. Mulfunction transducer shall be provided wi5485
interfaceto communicatevith RTU over Modbusprotocolin multi-dropmode.Optionally,the
MFT with IEC608705-101/104canbeused.

The MFTs shall be suitable for mounting on DIN rails. The MFT terminals shall accept upto
two 2.5 mm2 / 4 mm2 foPT/CT circuit terminationas applicable.

The MFTshall be programmable with passwaqutbtection thru suitable facia mounted k&d
arrangemergothattheconfigurationparametersuchasCT
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/PTratio ,integrationtime ofenergy resetcommunicationparameterssetting (Addreshaud
, parity ) can be set up at site also. The device shall haveligpys to visualize aflarameters
beingmonitored &configuration etchaveconfigurable asite for CT/PTratio etc.

3.2 DC Transducer
TheDC transduce(DCT) arefollowing types.

. Voltage

II.  Current
. Winding Temp
V.  Oil temp

The Dc Transducer arequired to measure battery charger current & voltage shall be suitable
for 20% continuous over load and shall be able to withstanding 20 times the normal currer
rating for a period one second. The DCT shall be able to accept the input upto 120% of tt
nominal voltage. The DCT shall have low VA burden. DCT shall be mounted in the interface
cabinet to be supplied by the contractor. The input range for current & voltage are site specifi
& hence the same shall be specified RFP floated by utility/state Owoftghe device shall
preferably be £0ma or MODBUS in order to optimize the BOQ. However, as specific cases
the output in line ranges specified in analog input card in clause for analogshrgiube
selected. Thaccuracyof transducer shabe+0.5%

3.3Transformer Tap Position Transducer
Thetransformetappositionindicationsshallbeeitherof two typesbasednfield requirement..

(i) Variableresistanceaype
(i) Lamptype

The Contractor shall provide suitable resistance tap posramsducers which shall have the
following characteristics

(a) Theinputmeasuringangeshallbefrom 2to 10000hmsperstepwhich istuneableat site
with at leas25 steps.

(b) Dualoutputsignalof 4 to 20mA DC, 0.5%accuracyclassasperlEC 688 shallbe provided.
Oneoutputwill beusedfor driving alocaldigital indicator (to be providely thecontractor)
and the other will be used for interfacing with the RTU. Alternatively for RITQDBUS
link may be used. In case &mp type, additional resistance/potentiometersinail be
provided to convert the dry type contacts to a variable resistance as definedbov@)
suitablefor theremoteindication
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3.4 Modems

Themodemshallhavesuitableinterfacefacility to connectwith the meterby usingthe RS232
1. /485cable.

The offered modems should bapable of operating on Threephase supply drawn from the FPI
itself. Auxiliary Power supply will not be acceptable form Modem at FPIofiezating voltage rang
for the modemshouldbe 90 V acP-Pto 440V acP-P. However thenodemshouldalsobe capable
2 of operatingon single phase230 V, 50 Hz power supply. The modenvoltage surges.Modem
at FRTU locations should be capableoperating on 24Vv/48Vdc ThefferedModemshouldbe
capableo transferthe entire data asper the FRTU data requirement of FRTU/FPI at control
centershall be suitably protectedagainst

The offeredModemshouldbe capableo transferthe entiredataasperthe FRTUdata
requiremenbf FRTU/FPlat control center4G /5G asper site signalcondition

The offeredModemshouldbe supplied with power cable, antenna witb-axial cable of length,
3. [RS232/485connecting suitable cablapunting adopteretc. and should be complete in all
respects.

Sealing :- The modemcover andbodyshouldhavearrangemenrfor sealing.In additionto this, the
4. |SIM cardholdercover should alshave arrangemeffr sealing.

Antenna :- The Modem shoulthave flexible external antenna to enable placement of the ant
the

location of strongest signal inside the Metering Cubicle. Bidders are requested tosgyat@telyor
multiple gain antenna, such as OdBi/3dBi/10dBi with screw mount / Wall morarigegmentThe
actual requirement of these Modem Antennas of various gains may viaey tee requiremerat site
Bidder will be required to supply the exact requirement as per site conditions andpaiid tzes pé¢
5. | the separate unititedquotedfor differentGain Antennas.

Beforesupplyof GSM/CDMA modem thebidderis requestedo ensurgheavailability of appropriaf]
signal and operation of GSM/CDMA Modem in all the areas to be covered by npdikisigalsurve
or otherwise Beforemaking the actualsupplyof Modemsfor FPI & FRTU locations

, the Bidder is requested to assess the exact requirement and should supply a high gain antg
othersuitablealternate communicationnetwork for collectingdatain sucharea.

6. | OutageNotification :-

In theevent ofanoutagethemodem should be ableto initiate
separateall or sendSMSto
predefinechumberto notify theoutageeventwith dataandtime of occurrencendrestoration.

7. | Other requirements:-

A) The Modem should act acompletely transparent channel i.¢he Commands
received from SCADA/DMS Contralentershould be conveyed to FRTU/FPI and data

from FRTU/FPIshouldbe conveyedto SCADA/DM controlcenterwithoutanychangesn
themodem.
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B) Data collection from FRTU/FPI should take place ordfter connections established
between Control center and FRTU/FPI. Data shaoldesidein the modenbefore the time
of transmissiorto Control center, to avoid chancestampering of data Btodemend.

C) TheModemshouldbe capable of operating with SIMs of local GSM/CDBkvice
provider inthearea.

D) DataenabledSIM cardwill be providedby the utility andmonthly SIM chargeswill beborne
by the utility.

Modemshould be capable for continuous working for 24 hours every day under field
conditions

GSM Modemshallbesuitableforlong durationdatatransmissiorandshallbe protectedromexternal
interferenceof systemsaworking at differentbands.

Mechanical Specifications :-

Modem should be a compactmodelhousedin a polycarbonate/engineeringplastic / Metallic
enclosure.The modem should complywith IP55 degreeof protectionfor FPI locations & IP41
for FRTU asthe same shaliehousedn the FRTU panel.

10

Environmental Specifications:-
The Modemshall meetthe following environmentaspecifications -

StorageTemperature -20 degrees to +70 degree Celsius

OperatingTemperature: -10degreeso +60degreeCelsius

Humidity:- 95%RH ( Non- Condensing)

Utility mayspecifylocationwith altitudemorethan2000maboveMSL for complianceof
FRTUsto beinstalledin thatprojectarea

4 Communication Capabilities: -

Modemshouldbe Dual Bandmodem capableof operatingat900 and 1800 MHz transmission
GSM

Modem should support bothDataand SMS transmission.ltshould have both GSM and
GPRS/EDGHeatures.

5
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Interface :-

ModemshouldhaveanRS232 Interfac¢hrougha 9 pin or 15 pinD type Connectorfor
connectiorto FRTU/FPIL.The SIM interfaceshouldbe a 3V Interfacein accordancevith GSM
11.12phase? with aretractableSIM cardholderwhich shouldbefully insertednsidethemodem.
Theholderopeningshouldhaveasliding cover with provision for sealingafterplacingof the SIM
card. Themodemshallaccepthe standard SIMCard. Modemshouldhavea SMA Antenna
connector

Power:-

Maximum PowerOQutputshouldbe 2 W at 900 MHz (Class 4) and1W at 1800MHz (Class
1).

TheRF functionalities should
complywith the GSM phase
[l/ll+  compliant, EGSM
900/GSM 1800
recommendation.

VA Burdenof the Modemshould

not exceed.5VA duringdata
communication.

Sensitivity :-  GSM 900 : <-100dBm GSM 1800: <-100dBm

7
Data Features: -
Modem should use
standardAT Command
8 set (GSM 07.05GSM07.07)

for settingsof themodem.

TCP/IPstackacceswia AT
commands
InternetServices; TCP,UDP,HTTP,FTP,SMTP,POP3
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Max. BaudRate:for GSM
Operation 9600bits/sec,

CSD Data transmission features:- Data circuit asynchronousand nornttransparentuptol14.4

GPRS Data transmissionfeatures:-

GPRSClassB Multi slot class 12r classB Multi slot class10 Packetchannekupport :
PBCCH

Coding SchemesCS1to CS4compliant with  SMG32(Release97)

EDGE Datatransmissionfeatures:- EDGE(EGPRS)Multi slot class

12 or Multi slotclass10Mobile stationClassB Modulating and codingschemes MCS 1 to 9 Packet
channelsupport: PBCCH

SMSFeatures:-
9 TextandPDU
Pointto point(MT/MO)
Cell broadcast
10 Operational Indicator :- TheModemshouldhaveLED indicationsfor transmitdata,received

data, carrierdetectsand Power ON, etc.to indicatePower orpositionandto indicatethe
availability ofsignalat theplace ofinstallation.

3.7WAN router

RTU shall communicate with control center through MPLS network. The router specification

shall be suitable to communicate wilontrol center. Specification of router in Control center
hardwaremaybe referred.
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SECTION 3,CHAPTER 14
TEST EQUIPMENTS FOR RTU/FRTU
4.0 RTU/FRTU Configuration and Maintenance Tool

Test equipment for RTU/FRTU shall ha@anfiguration and maintenance tool consisting of
thefollowings:

4.1 RTU/FRTU Data base configuration& Maintenancesoftware tool

The RTU/FRTU database configuration & Maintenance software tool shall be required tc
perform the databasemodification, configuration, compilation and documentation.The
databaseompilershallprovideerrordetectiorserviceslt shall alsgperformthe downloading

of the compileddatabasénto theRTU database.

4.2 Master station-cum-RTU/FRTU simulator & protocol analyzer software tool

The Master station cum RTU/FRTU simulator tool shall be used to test the communicatior
interfaceof Masterstation RTU/FRTUandElectronicMFT. The Masterstationsimulatortool

shall be capable of emulating the madtation for IEC 6087%-104,101 and MODBUS
protocols. The RTU/FRTU simulator shall be capable of emulating the slave protodm#hfor

the IEC 6087035-104,101,and MODBUS protocolsfor MFTs. It shall also be possibl¢o
prepardllegal messagefor transmissionsuchasmessagebkavinginvalid checksum.

Theprotocolanalyzesshallbeusedto monitorall communicationraffic onachannelbetween
Master station & RTU/FRTU and between RTU/FRTU & MFT without interfeghgnnels
operation.Channel traffic captured in the active or passive modes of operationbghall
displayed.

The Master statiosimulator and protocol analyzer tool shall also have following features:
Eachreceivedmessagshallbecheckedor validity, includingthechecksum. Thetool shall

¢ maintainanddisplayerrorcounterssothatthe numberof errorsduringa periodof

¢ unattendedestingcanbe determined.

* All fields of a messageshall be displayed. A pass/fail indication for the message
shallbeincluded.

In case of usagef IEC 103/61850/EC62056for dataacquisition the featureof the same als
beprovided with same or additional tool

4.3 Laptop PC for abovesoftwaretools alongwith interfacing hardware

A laptop PC shall be used for thbove mentioned software tools. The laptop PC shall be
providedwith all hardwareaccessorieisicludingcablesconnectorgtc. requiredor interfacing
with Master station, RTU/FRTU and MFT. A suitalbleb shall be provided to use the tool in
monitormode A carryingcaseandasuitable power adaptor (input 230VA&)HZz) forlaptop
PCshall alsdbe supplied.
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SECTION 3,CHAPTER 15
TESTING, TRAINING & DOCUMENTATION

5.0 RTU/FRTU Testing

This chapter describes testing, trainingl@cumentation requirement for
RTU/FRTU

(a) TypeTesting:

RTU/FRTUin including Transducershallconformto thetypetestslistedin the relevant
table. Type test reports of tests condudgte®NABL accredited Labs or internationally
accreditedabswith in lastSyeardrom thedateof bid opening maye submittedIn case,

the submittedreportsarenot asper specificationthetypetestsshallbeconductedvithout
anycostimplicationto employer. A completeintegratedunit shallbetestedto assurdull
compliance with the functional and technical requirements of the Specification including
functional requirement. The testing sample shall include one of each type of
cards/modules and devices. The list of Type tests to be performed on the RTU/FRTU i
mentionedn Table-1 & typetestrequirementsirementionedn Table-2 of this chapter.

For other items also such as MFT, sensor etc. the requirements are mentioned in tt
respective sub sections of specification.. However, the type tests shall e dintyted

to the specificationof that itemonly & not as specified foRTU/FRTU.

(b) RoutineTestingor Factoryacceptancéest(FAT):

Eachcompleteunit shallundergaoutinetesting.Thelist of Routineteststo be
performedn thefactoryis mentioned inTable-2.

(c) Site Acceptance Test (SAT)

(i) Field Tests

After RTU/FRTU panel installation, interface cabling with C&R panels/Termination
boxes communication panel and interface cabling with field & communication
equipment, theContractor shall carry out the fieldesting. The list of field tests for
RTU/FRTUis mentioned inTable-2

(i) Availability Tests

After field testing, RTU/FRTU shall exhibit 98% availability during test period.
Availability testsshallbe performed alongvith Masterstation.The RTU/FRTU shallbe
considereavailableonly whenall its functionalityand hardwares operationalThe non
available period due to external factors such as failure of DC power supply,
communication link etcshall be treated as hetome & availability test duration shdte

extended by such hold time.
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5.1 TRAINING

5.2

)

The contractor shal/l provide training to
be comprehensive and provide foterdisciplinary training on hardware and software. The
training program shall be conducted in English. RTU/FRTU training course shall cover the
following:

a) RTU/FRTU operationincludingdataflow.

b) Troubleshootingidentificationandreplacementf faulty Modules.
c) Preventivanaintenancef theRTU/FRTU

d) Use ofRTU/FRTU configuration andviaintenanceool

e) All functional and Diagnostitestingof RTU/FRTU

f) Databasenodification andconfigurationof RTU/FRTU

DOCUMENTATION

TheContractoshallsubmit3 setsof all thestandardndcustomize RTU/FRTU
documentdor review and approval whidncludes thdollowing:

a) RTU/FRTUFunctiondesigndocument

b) RTU/FRTU Hardwaredescriptiondocument& all the documentseferred therein to
meetall theclauseof the specification.

c) RTU/FRTUTestequipmenuserdocumentsl) RTU/FRTUuser guide

d) RTU/FRTUOperation& Maintenancelocumenf) RTU/FRTU Trainingdocumentation

e) RTU/FRTUdatabaseocumenh) RTU/FRTUI/O list

f) RTU/FRTUTestprocedures

g) DataRequiremenSheetDRS)of all items

h) Protocoldocumentatiorncludingimplementation profiletc.

i) RTU/FRTUinstallationandLayout,GA, BOQ,schematicaindinternalwiring drawings for
eachRTU/FRTUsite

RTU/FRTUto C&R panelsfield devicecablingdetailsfor eachRTU/FRTU Sitek)

Cybersecuritycompliancecertificate/documenty manufacturemcl international
agenciedike KEMA / TuV etc.

After approval of all the above documents, the Contractor shall submit three sets as fin:
documents. The sigpecific drawings as indicated at item (i) and (j) above $igaflubmitted

in three sets for each site before installation of RTU/FRTU. In case some
modifications/corrections are carried out at site, the contractor shall again salbuitt site
specific drawingsin three sets after incorporatingall such correctionsas noticed during
commissioning of the RTU/FRTU.
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Table-1: List of Testson RTU/FRTU

Test Type | Routine| Field

NOS. DESCRIPTION OF THE TEST e eE | e
A | FUNCTIONAL TESTSFOR RTU/FRTU
1. | Checkior BOQ, Technicaldetails,Constructior& Wiring asper RTU/FRTU a a a
2. | Checkfor databasé& configurationsettings a a a
3 Check theoperatiorof all Analoginputs,Statusnput& Controloutputpointsof a a a

" | RTU/FRTU
4. | Checkoperatiorof all communicatiomportsof RTU/FRTU a a a
5 Checkfor communicatiowith masterstationancludingremotedatabase a a
" | downloadingrom masterstation

6. | Checkfor autorestoratiorof RTU/FRTUon DC powerrecoveryafterits failure a a
7. | Testfor selt-diagnostideature a a
8. | Testfor time synchronizatiofrom Master a a
9. | Testfor SOEfeature a a

10. Endto endtest(betweerRTU/FRTU& Masterstation)for all I/O points a

11 Testfor MODBUS protocolimplementedor acquiringdatafrom MFT/transducers a a

andupdatiortime demonstratiom daisychainconfiguration

12. | Testfor IEC 608705 -104,101protocolimplemented a a

13. | Testfor supportingotherprotocol a

14. | Testfor operatiorwith DC powersupplyvoltagevariation a

15. | Testfor internalClock stability a

16. | Testfor Noiselevelmeasurement a

17. | Testfor ControlSecurityandSafetyfor Controloutputs a

18. | Testfor functionality/parametengerificationof , CMRs& Heavydutytrip relays a a a

19. | Testfor dataconcentrator ax*

20. | Testfor IED pasghrough ax*

21. | Testfor SOEbuffer & time databackup a

29 Otherfunctionaltestsaspertechnicalspecificatiorrequirementecludingfeaturesn a
* | supporticapability(for future)

23. | Testfor DCPSof FRTU ax*

24 Testfor complianceof standard$or boughtitemsviz. CMRs,Heavydutytrip relays, a
" | MFT, weathersensoretc.

o5 Testfor functionality/parametef®r boughtitemsviz. CMRs,Heavydutytrip relays, a a
" | MFT , weatheisensoetc.

26. | Testfor testtools a a

27. | Testfor LDMS functioning a*{1 ar
B | EMI/EMC IMMUNITY TESTSFOR RTU/FRTU

28. Surgelmmunity Testasper IEC6087062-1 a

29. ElectricalFastTransienBurstTestasper|EC-608702-1 a

30. DampedOscillatoryWaveTestasper IEC6087062-1 a

31. Electrostatidischargdest agperlEC 6087062-1 a

32. RadiatecElectromagneti€ield Testasper|lEC 608702-1 a

33. DampedOscillatorymagnetid-ield Testasper|EC-608762-1 a

34, PowerFrequencynagnetid-ield TestasperlEC-608702-1 a
C | INSULATION TEST FOR RTU/FRTU

35. PowerfrequencyvoltagewithstandTestas pelEC 608702-1 a

36. 1.2/50e s | mvoltadewitbstandTestasperlEC 608702-1 a

37. Insulationresistanceest a
D | ENVIRONMENTAL TEST FOR RTU/FRTU

38. Dry heattestasper[EC600682-2 a

30. Dampheat testasperl[EC600682-3 E a

E Other test

40 ProductcybersecuritycompliancdEC 62443/IEC623513 certificateof RTU/FRTU a

from labsincl. internationalkccreditedabslike KEMA/TuV/ DNV etc

Note: 1) Testlevelsfor abovetypetestsmentionedn B, C & D aboveare elaborateth Table2 of this Chapter
2)* For RTU only& ** For FRTU only
3) Contractor canprovide test certificate$or the type testsmentionedin B,C,D & supporting protocolBom Govt of
India/NABL/International accrediteddbs. If not provided, the same needs to conduct€at of India/NABL/International
accredited_abs
4) Transducetypetestrequirementsirementionedn therespectivesubsectionof specification.
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Table--2
RTU/FRTU Type TestRequirements
TestName EUT Test g e I/O Passing
Status | Level Points Criteria
CM DM CM
Surge Immunitylest Level
ON 3 2 Kv 1kV 2kV A
(Test28)
ElectricalFast Level
Transient Burst Test ON 2 KV - 1kV A
(Test29) 3
DampedOscillatory Level
WaveTest ON 3 2.5kV 1kV 2.5kV A
(Test30)
Electrostatidischarge ON Level | +/-6kV in Contactdischargamode or+/- 8 A
(Test31) 3 kV in Air dischargenode
Radiated Level
Electromagneti€ield ON 3 10V/m electricfield strength A
(Test32)
I\D/IZI’;[;) ;fls:(i:élllgéosrs/ ON Level 30 A/mat 1MHz of magnetic field A
(Test 33) 3 strength
Powerfrequency Level 30 A/m of magnetidield strength
Eq_zi?i')dleld ON 3 (Continuougdurationsinewave) A
Powerfrequency No break
voltagewithstand downor
(Test35) OFF - 1 KVrmsfor 1 minute flashover
shall
occur
1. 2/ implulses No break
voltagewithstand downor
(Test36) OFF - flashover
2kvp shall
occur
InsulationResistance Measurelnsulationresistanceausing As per
Test OFF ] 500 V DC Megger before & after manufact
(Test37) PowerFreq & Impulse voltage urer
withstandtests standard
Dry heat test ON ) Continuousoperationat 55°C for 16 0
(Test38) hrs
Dampheattest
(Test39) ON - at95% RHand4(®C 0
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SECTION-4
AUXILIARY POWER SUPPLY SYSTEM

4.0 General

This section describes the technical requirements for Auxiliary Power Supply System.
The BOQ for Auxiliary Power Supply system equipments required for SCADA/DMS
control centerRTU/Data Concentrator, FRTU Communication equipment & remote
VDU locations The components of Auxiliary Power Supply system are Uninterruptible
Power Supply (UPS), 48V DC power supply (DCPS), the batteries for UPS and DCPS.
The technical requirements forl &he above components are described in the various
subsequentlauses.

The Bidder is encouraged to offer their standard products and designs. The UPS, DCPS,
Battery shall be manufactured & tested as per the relevant IS/IEC/ EN/BS standards.
However, the Bidder shall conform to the requirements of this specification and shall
provideany speciainterfaceequipmennecessary tmeettherequirementstatecherein.

All equipmentexceptBatteriesshall be designedfor an operatinglife of not lessthan

15 years, however, batteries shall have a minimum expected operating life of 5 years
undemormaloperatingconditionsor 1200charge/dischargeycles(whicheveris earlier).

The Contractor shall demonstratiee functionality ofthe equipment duringests in the
factory. After the equipmentis installed, the Contractor shall demonstralieof the
functions during welktructuredield tests.

4.1 Uninterruptible Power Supply (UPS)

The technical requirements for thninterruptible Power Supply (UPS) System and
associate@quipmentgo be providedby the contractor arelescribedelow.

The UPSsystem shalincludethefollowing:

UPSequipmentsupplyingload at0.8laggingpowerfactor
VRLA batteriesfor UPSsystemwith backupduration
UPSinputandoutputAC DistributionBoards.
Power,controlandnetworkcables

E R ]

4.1.1UPS Functions

The UPS shall be designed for continudusy, orzline operation and shall be based on
solid-statedesigntechnologyto provideuninterruptegowersupplyfor computeisystem
and associated items. The control of the UPS system shall be microprooassadr
providing monitoring and control of rectifier/charger, Inverter, static switdhiggy and
logic control.
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Each UPS system provided by the Contractor shall include all of the followirg sub
systems as well as any other components and support hardware necessary for complete
andproperoperation othe UPS:

a) Redctifier/chargeunit Inverterunit

b) BatteryLow VoltageDisconnectevice

c) Statichypassswitches

d) Manualmaintenancéypassswitches

e) Isolationtransformer

f) Loadtransformeland filters

g) Control panels includingource selection equipment & ACDBEsjtomatic
controlsand protection

h) Hardwareandsoftwareasrequired forparalleloperationof two no of UPS

1) Systems

j) All necessargablesMCCBs/MCBs/switchesfuses

In the event of a loss of AC source, the UPS equipment shall prawiiderruptegpower
to the critical loads from the output of the UPS inverter subsystems thipatighes.

4.1.2U P S Operation

The UPS systems with associatedbatteries shall operate in parallel redundant
configuration sharing the connected load. Tbaceptual diagram for UPS is shown in
figure4-1.

The UPSshallprimarily use the invertesubsystento deliverAC powerto thecomputer

loads. In case of failure of any one of UPS, the other healthy UPS shall continuously
supply the power to theomputer loads without any interruption. If the other hedltR%
alsofails thenautomaticallyStaticbypassof UPSshallstartsupplyingthe connectedoad
throughAC mains without anynterruption.

The Manual Maintenance Bypass shallgrevided for each of the UPS separately to
extendAC rawpowersupply tocomputeisystemsn caseof completeailure or shutdown
of UPSsystems.

The facilities shall also be provided to manually control the UPS through its quautie|
4.1.3U P S Equipment Design

The design of the UPS shall have the capability to isolate any failed piece of equipment
viz. Rectifier/charger unit, inverter and battery for maintenance. UPS equipment design
shallconsider thdollowing electrical parameters:

1 UPS eqipment shall comply with IEC 62040 or equivalent. EN/BS standards for
design performancendEMC requirements.
e T The input mains AC supply to the UPS shall #1& volt AC, 3phase, 4wvire 50
Hz. The input supply voltage may vary +10% -ith% from nominal and the
frequencymayvaryfrom 47.5 to 52.5 Hertz.
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1 The UPS shall be suitable for operation on Mains input AC on phase sequence
reversal. The UPS shall providgBase four wire output plus ground. The LR3I
Supply power tahe connected loads at 415 volt AGRase, and 50 Hz. Gl&8gging
powerfactor.

1 TheUPSshallprovidecontinuougegulatedsinewaveAC power to theconnected
loads.

1 The overall efficiency of the UPS, input to output, shall be a minimum of 90
percent with the batteries fully charged and operating at full load and unity femtar

1 Noise generated by the UPS under normal operating condition shall not exceed 78
dB measuredive (5) feetfrom the front of the cabinetsurface.The requirements
of eachsubsystem ofUPSaredetailedbelow.

4.1.4 Rectifier/Charger Units

Eachrectifier/chargeunit outputvoltageshallberegulatedo matchthecharacteristicef
the batteries and inverter. The rectifiers/chargers shall proxottage regulated DC
powerto theinvertorswhile alsochargingandmaintainingthebatteriesatfull capacity.

Therectifier/chargeunitsshallhave thdollowing characteristics:

T
T
T

= =1

Input Voltageandfrequencycharacteristicasper clausel.1.3above.

Input currentlimit of 125percentof thenominalfull load inputcurrent

Maximum input current total harmonic distortion of 5 percent at nominal input
voltage and unddull load.

The output shall be current limited to protect the rectifier/charggcircuitry
andto prevent thdatteriedrom overcharging.

Capacity to recharge the batteries to 90% of its capacity (from fully discharged
statei.e. ECV of1.75)within 8 hours whilecarryingfull load.
Automaticequalizingafterpartial dischargeof the batteries.

Temperature dependent battery charging with temperature sensing probes
mounted on the battebanks.

Automaticfloat cumboostchargingfeature.
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POWER SUPPLY SYSTEM CONFIGURATION

Model Technicakpecification

A oo - L CLASS,B&C" SPD SourceB DG Set(Notin Scope
Ia\ Va4 DUUTCC7R CLASS,B&C* SPD ’

LIGHTING 3% 4wire Bus Healthy

123 MCBs 15 16 17 18 30 Zc()elé;(r:iﬁaslelectlonSourcaMth m/c &

interlocks
| N P U CD |Z CLASSA CSPD
i 3nw , -wike
___________ B Bus Legends:
vV v v
[Solationtransformer 4-Pole

4-Pole Contactor

|
H MCCB
AC n|t Wlth gg ,—E—h- i
PG i
1
!

! ursil * UPSLE2 (wittr mtertockitmg
i i ity i == ckts.)
MY I Breaker/Isolator
Rectfer -
| 1 | 2 | 3 | MCBs 18 - [’SI I_SI 4-PoleMCB
B 315 I In\/brtor( ‘ \ S|
T switch | >< Interfacefor ~N 2-Pol
Lightingwith DG ba%b _windihg Paralleloperatign) MCCB
Manuf r ph 2-Pole )
Maintépance @ © dp ES_ ) Battery — — ™ @ 2-Pole 2-Pole
5 iteh a E:/Sl Battery MCB
___________ ypasssvitc MCCB
Transfarmer ] MCCB
9/S ™~ 3 pole/1polégor
Battery ﬁ pq Battery AC & Lighting
i i =
S - IS
— Interrupter
[j N s Switch
StaticSwitch
B . . SPDs
OUTPUT ACDB —|vrcs-(§§0t[l\?8) . i Surge Protection
34-W-4-wire-Bus- Devices
NOTE: A * Minimum npmber of feedersshall be
B 30, if additional feeders required same shall

16] 17 Z{é _____ é ............ @ SU” be provided by the contractor asper clause4.2

I N

v

#o Con}puten_oads



